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22 

 

 

$4;89? 2. "EGM9EF6?9A<9 <AF97D4J<< CDB7D4@@AOI @B8G?9=  192  

 ��.02.02 "EGM9EF6?9A<9 <AF97D4J<< CDB7D4@@AOI @B8G?9= 160/66/64/30  

&9@4 2.1.  
"EAB6O <AF97D4J<< 
CDB7D4@@AOI @B8G?9=  

%B89D:4A<9 66/30/28/8  

30 

 

 

 

 

$4;D45BF>4 REST API. �?<9AF-E9D69DAB9 6;4<@B89=EF6<9. "EB59AABEF< 
C9D984K< <AHBD@4J<< CB HTTP CDBFB>B?G. %FDG>FGD4 HTTP ;4CDBE4. 
HTTP @9FB8O: GET, POST, DELETE, PUT, PATCH. HTTP ;47B?B6><. &9?B 
;4CDBE4. 

 

 4DLDGF<;4J<S ;4CDBEB6. �DGCC<DB6>4 @4DLDGFB6. %F4F<K9E><9 D9EGDEO.   

"5D45BF>4 ;4CDBEB6 CB?P;B64F9?S. Path, Query C4D4@9FDO. "5D45BF>4 
EB89D:<@B7B body: raw, objects, forms, multipart. �4?<84J<S 84AAOI. 

 

(BD@<DB64A<9 < BFCD46>4 BF69FB6: object, file. #4D4@9FDO BF69FB6: EF4FGE 
>B8, F<C EB89D:<@B7B, ;47B?B6><, cookies. #9D9A4CD46?9A<S. 
%9D<4?<;4J<S/89E9D<4?<;4J<S B5N9>FB6. 

 

%B;84A<9 < GCD46?9A<9 HBAB6O@< ;484K4@<.  

�GF9AF<H<>4J<S < 46FBD<;4J<S. oAuth, JWT, forms. %9EE<<. $B?96B9 
D4;7D4A<K9A<9 8BEFGC4 > D9EGDE4@.  

 

 $4;D45BF>4 WebSocket API. �;4<@B89=EF6<9 >?<9AF4 < E9D69D4 CB 
WebSocket CDBFB>B?G. !4EFDB=>< EB98<A9A<S. "F>DOF<9 < ;4>DOF<9 
EB98<A9A<S. #9D984K4 EBB5M9A<S E9D69DG. 

 

$4;D45BF>4 @<>DBE9D6<EB6.  <>DBE9D6<EA4S < @BAB?<FA4S 4DI<F9>FGD4.   

%<AIDBAAB9 (REST, gRPC) < 4E<AIDBAAB9 (5DB>9DO EBB5M9A<=) 
6;4<@B89=EF6<9 @9:8G @<>DBE9D6<E4@<.  

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

28 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 >?<9AFE>B7B CD<?B:9A<S 8?S D45BFO E 
CG5?<KAO@ API 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 REST API CD<?B:9A<S E D94?<;4J<9=: 
8B546?9A<S, G84?9A<S, <;@9A9A<S < EB;84A<S 84AAOI (BF 3 - 4 EGMABEF9=) 

 

#D4>F<K9E>4S D45BF4. $4EL<D9A<9 HGA>J<BA4?4 REST API CD<?B:9A<S: 
D45BF4 E G84?9AAO@ <EFBKA<>B@ 84AAOI  

 

#D4>F<K9E>4S D45BF4. $4EL<D9A<9 HGA>J<BA4?4 REST API CD<?B:9A<S: 
D45BF4 EB EF4F<K9E><@< <;B5D4:9A<S@< (D9EGDE4@<) - ;47DG;>4, C9D984K4, 
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G84?9A<9. 
#D4>F<K9E>4S D45BF4. $4EL<D9A<9 HGA>J<BA4?4 REST API CD<?B:9A<S: 
B5D45BF>4 path < query C4D4@9FDB6 

 

#D4>F<K9E>4S D45BF4. $4EL<D9A<9 HGA>J<BA4?4 REST API CD<?B:9A<S: 
B5D45BF>4 BL<5B>, C9D984K4 EBB5M9A<= B5 BL<5>9 CB?P;B64F9?R 

 

#D4>F<K9E>4S D45BF4. $4EL<D9A<9 HGA>J<BA4?4 REST API CD<?B:9A<S: 
64?<84J<S CB?GK9AAOI 84AAOI 

 

#D4>F<K9E>4S D45BF4. $4EL<D9A<9 HGA>J<BA4?4 REST API CD<?B:9A<S: 
8B546?9A<9 HBAB6OI ;484K 

 

#D4>F<K9E>4S D45BF4. $4EL<D9A<9 HGA>J<BA4?4 REST API CD<?B:9A<S: 
8B546?9A<9 4GF9AF<H<>4J<< < 46FBD<;4J<<, EB;84A<9 DB?96B= E<EF9@O 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 >?<9AFE>B7B CD<?B:9A<S 8?S D45BFO E 
CG5?<KAO@ WebSocket. 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 E9D69DAB7B CD<?B:9A<S 8?S D45BFO CB 
websocket CDBFB>B?G.  

 

#D4>F<K9E>4S D45BF4. %B;84A<9 @<>DBE9D6<EAB7B CD<?B:9A<S E 
6;4<@B89=EF6<9@ CB REST 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 @<>DBE9D6<EAB7B CD<?B:9A<S E 
6;4<@B89=EF6<9@ CB gRPC 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 @<>DBE9D6<EAB7B CD<?B:9A<S E 
6;4<@B89=EF6<9@ K9D9; 5DB>9D4 CD<?B:9A<= (consumer, producer)  

 

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 8  

&9@4 2.2.  
'CD46?9A<9 < @BA<FBD<A7 
<AF97D<DB64AAB= E<EF9@O 

%B89D:4A<9 20/8/6/6  

8 

!4EFDB=>4 >BAH<7GD4J<< < E5BD>< CD<?B:9A<S. 
�B7<DB64A<9 EB5OF<=. �BAH<7GD4J<S ?B7<DB64A<S. 'DB6A< ?B7<DB64A<S. 
�B7<DB64A<9 6 H4=?O D4;?<KAB7B HBD@4F. 
 BA<FBD<A7 CD<?B:9A<S: A47DG;>4, BL<5><, E5BD EF4F<EF<><. �A98D9A<9 
E5BDM<>4 @9FD<>.    
�AEFDG@9AFO >BAF9=A9D<;4J<<. �BAF9=A9D<;4J<S CD<?B:9A<S. %D98EF64 
8BEF46>< < ED98EF64 D4;69DFO64A<S D9L9A<S. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
6 

 

#D4>F<K9E>4S D45BF4. !4EFDB<FP >BAH<7GD4J<R rest api CD<?B:9A<S  
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(CBDF, IBEF, 84AAO9 8?S CB8>?RK9A<S > <EFBKA<>G 84AAOI, CD<64FAO9 
>?RK<). 
#D4>F<K9E>4S D45BF4. �A98D<FP ?B7<DB64A<9 6 rest api CD<?B:9A<9.   

#D4>F<K9E>4S D45BF4. 'C4>B6>4 rest api CD<?B:9A<S 6 >BAF9=A9D < 
8BEF46>4 A4 8DG7B9 GEFDB=EF6B 

 

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 6  

&9@4 2.3. 
�9;BC4EABEFP CD< 
<AF97D4J<< 

%B89D:4A<9 36/14/14/8  

14 

#DBFB>B?O E <ECB?P;B64A<9@ 59;BC4EAB7B EB98<A9A<S: HTTPS, WSS 
(WebSocket Secure). 

 

#D98BF6D4M9A<9 G7DB; 59;BC4EABEF<: SQL <AN9>J<<, CSRF, XSS. 
)9L<DB64A<9 E9AE<F<6AOI 84AAOI, CD<@9A9A<9 4?7BD<F@B6 I9L<DB64A<S 
C4DB?9= E EB?PR.  

 

�A4?<; GS;6<@BEF9=. $97G?SDAO9 4G8<FO 59;BC4EABEF<. #D<@9A9A<9 
?GKL<I CD4>F<> ;4M<FO <AHBD@4J<<. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

14 

 

#D4>F<K9E>4S D45BF4. �B546?9A<9 SSL E9DF<H<>4F4 6 CD<?B:9A<9   

#D4>F<K9E>4S D45BF4. !4EFDB=>4 >BAH<7GD4J<< 59;BC4EABEF< 
CD<?B:9A<S  

 

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 8  

&9@4 2.4. 
"CF<@<;4J<S < 
@4ELF45<DG9@BEFP 

<AF97D<DB64AAOI D9L9A<= 

%B89D:4A<9 38/14/16/8  

14 

 4ELF45<DB64A<9 <AF97D<DB64AAOI D9L9A<=. �BD<;BAF4?PAB9 < 
69DF<>4?PAB9 @4ELF45<DB64A<9.  

 

"CF<@<;4J<< CDB<;6B8<F9?PABEF<. �QL<DB64A<9 84AAOI.    "CF<@<;4J<S 
;4CDBEB6 > 54;4@ 84AAOI. 

 

#DBH<?<DB64A<9 >B84. '@9APL9A<9 6D9@9A< BF>?<>4.  

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

16 

 

#D4>F<K9E>4S D45BF4. $94?<;4J<S >QL<DB64A<S 84AAOI 6 rest api 
CD<?B:9A<9  

 

#D4>F<K9E>4S D45BF4. "CF<@<;4J<S CDB<;6B8<F9?PABEF< rest api K9D9; 
CDBH<?<DB64A<9 

 

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 8  
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�GDEB6B= CDB9>F (D45BF4) 20  

#DB@9:GFBKA4S 4FF9EF4J<S 6 HBD@9 Q>;4@9A4 12 

 

 

 

$4;89? 3. #B889D:>4 < F9EF<DB64A<9 CDB7D4@@AOI @B8G?9=  106  

 ��.02.03 #B889D:>4 < F9EF<DB64A<9 CDB7D4@@AOI @B8G?9= 106/24/48/34  

&9@4 3.1.  
�4K9EF6B CDB7D4@@AB7B 

B59EC9K9A<S 

%B89D:4A<9 17/6/6/5  

6 

"CD989?9A<9 >4K9EF64 CDB7D4@@AB7B @B8G?S.  9FD<>< >4K9EF64 
CDB7D4@@AOI @B8G?9= (EF4F<K9E><9 @9FD<><: >B?<K9EF6B EFDB> >B84, 
J<>?B@4F<K9E>4S E?B:ABEFP, >BQHH<J<9AF E6S;ABEF< < EJ9C?9AAB=: 
8<A4@<K9E><9 @9FD<><: CB>DOF<9 >B84 F9EF4@<, K4EFBF4 BF>4;B6, 6D9@S 
BF>?<>4). #D<AJ<CO CDB9>F<DB64A<S >4K9EF69AAOI @B8G?9=.  

 

%F4A84DFO < @B89?< >4K9EF64 CDB7D4@@AOI @B8G?9=. #D<@9A9A<9 
@B89?9= >4K9EF64. �AEFDG@9AFO 8?S BJ9A>< >4K9EF64. #D4>F<K9E><9 
4EC9>FO CB6OL9A<S >4K9EF64.  

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

6 

 

#D4>F<K9E>4S D45BF4. �A4?<; < BJ9A>4 >4K9EF64 CDB7D4@@AB7B @B8G?S E 
<ECB?P;B64A<9@ @9FD<> >4K9EF64 CDB7D4@@AOI @B8G?9= 

 

#D4>F<K9E>4S D45BF4. �ECB?P;B64A<9 EF4F<K9E>B7B 4A4?<;4 >B84 8?S 
6OS6?9A<S 89H9>FB6   

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 < CD<@9A9A<9 CDBJ9EEB6 B59EC9K9A<S 
>4K9EF64 6 :<;A9AAB@ J<>?9 D4;D45BF>< CDB7D4@@AOI @B8G?9= 

 

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 5  

&9@4 3.2.  
"F?48>4 CDB7D4@@AB7B 

@B8G?S 

%B89D:4A<9 15/4/6/5  

4 

#BASF<9 BF?48><. #BASF<S BL<5><, 89H9>F4, E5BS, BF>4;4. &<CO BL<5B>. 
�AEFDG@9AFO 8?S BF?48><.  #DBJ9EE CBL47B6B= BF?48>< (GEF4AB6>4 FBK9> 
BEF4AB64, L47 ;4 L47B@ 6OCB?A9A<9 >B84, CDBE@BFD EBEFBSA<S 
C9D9@9AAOI, 6OCB?A9A<9 BF89?PAOI K4EF9= >B84).  %FD4F97<< CB<E>4 
BL<5B> (@9FB8 CB?B6<AAB7B 89?9A<S, @9FB8 <E>?RK9A<S, CDB69D>4 
7D4A<KAOI GE?B6<=, CB<E> C4FF9DAB6 CB6FBDSRM<IES BL<5B>). 
�B>G@9AF<DB64A<9 CDBJ9EE4 BF?48><. 
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� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

6 

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 EFD4F97<< BF?48>< < <ECD46?9A<9 
BL<5B> 6 CDB7D4@@AB@ B59EC9K9A<< 

 

#D4>F<K9E>4S D45BF4. �B8-D96PR < C4DAB9 CDB7D4@@<DB64A<9  

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 5  

&9@4 3.3. 
"5D45BF>4 <E>?RK9A<= 

%B89D:4A<9 20/4/6/10  

4 
#BASF<9 <E>?RK9A<S. &<CO <E>?RK9A<=.  9I4A<;@ B5D45BF>< 
<E>?RK9A<=. �B7<>4 D45BFO E <E>?RK9A<S@<.  9FB8O BF?48>< >B84 E 
<ECB?P;B64A<9@ <E>?RK9A<= < ?B7<DB64A<S. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

6 

 

#D4>F<K9E>4S D45BF4. "EAB6AO9 >BAEFDG>J<< 8?S B5D45BF>< 
<E>?RK<F9?PAOI E<FG4J<= 

 

#D4>F<K9E>4S D45BF4. #D4>F<K9E>B9 <ECB?P;B64A<9 <E>?RK9A<= 6 
D94?PAB= ;484K9 

 

#D4>F<K9E>4S D45BF4. "5D45BF>4 BL<5B> < <E>?RK9A<9 6 RESTful API  

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 10  

&9@4 3.4.  
&9EF<DB64A<9 CDB7D4@@AOI 

@B8G?9= 

%B89D:4A<9 54/10/30/14  

10 

#BASF<9 CDBJ9EE4 F9EF<DB64A<S CDB7D4@@AB7B B59EC9K9A<S. 1F4CO 
CDBJ9EE4 F9EF<DB64A<S CDB7D4@@AB7B B59EC9K9A<S. F9IA<>< DGKAB7B 
F9EF<DB64A<S < 46FB@4F<;<DB64AAB7B F9EF<DB64A<S 

 

 B89?P D45BFO E 89H9>F4@<. #D<AJ<CO D45BFO 6 E<EF9@9 >BAFDB?S 
89H9>FB6.  

 

�<8O F9EF<DB64A<S (HGA>J<BA4?PAB9 F9EF<DB64A<9, A9HGA>J<BA4?PAB9 
F9EF<DB64A<9, EF4F<K9E>B9 < 8<A4@<K9E>B9 F9EF<DB64A<9). 

 

&<CO F9EF<DB64A<S (@B8G?PAB9 F9EF<DB64A<9, <AF97D4J<BAAB9 
F9EF<DB64A<9, E<EF9@AB9 F9EF<DB64A<9, CD<9@BKAB9 F9EF<DB64A<9, 
A47DG;BKAB9 F9EF<DB64A<9, EFD9EE-F9EF<DB64A<9) 

 

&9EF<DB64A<9 CB 59?B@G SM<>G.  9FB8 CB>DOF<S BC9D4FBDB6.  9FB8 
CB>DOF<S GE?B6<=. 

 

&9EF<DB64A<9 CB 59?B@G SM<>G.  9FB8 >B@5<A4FBDAB7B CB>DOF<S 
GE?B6<=. 
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&9EF<DB64A<9 CB K9DAB@G SM<>G.  9FB8 >?4EEB6 Q>6<64?9AFABEF<.  

&9EF<DB64A<9 CB K9DAB@G SM<>G.  9FB8 7D4A<KAOI ;A4K9A<=.  

 B8G?PAO9 F9EFO. &9EF<DB64A<9 <AF97D4J<<.  9FB8O < <AEFDG@9AFO 8?S 
F9EF<DB64A<S <AF97D<DB64AAOI D9L9A<=. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

30 

 

#D4>F<K9E>4S D45BF4. �A4?<; FD95B64A<= > CDB7D4@@AB@G B59EC9K9A<R 
< EBEF46?9A<9 C?4AB6 F9EF<DB64A<S. �ECB?P;B64A<9 E<EF9@ >BAFDB?S 
89H9>FB6 CDB7D4@@AB7B B59EC9K9A<S 

 

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 @9FB84@< 59?B7B SM<>4.  9FB8 
CB>DOF<S BC9D4FBDB6.  9FB8 CB>DOF<S GE?B6<=. 

 

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 @9FB84@< 59?B7B SM<>4.  9FB8 
>B@5<A4FBDAB7B CB>DOF<S GE?B6<=. 

 

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 CB K9DAB@G SM<>G.  9FB8 >?4EEB6 
Q>6<64?9AFABEF<. 

 

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 CB K9DAB@G SM<>G.  9FB8 
7D4A<KAOI ;A4K9A<=. 

 

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 CB K9DAB@G SM<>G. �A4?<; 
CD<K<AAB-E?98EF69AAOI E6S;9=. 

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 @B8G?PAOI F9EFB6.  

#D4>F<K9E>4S D45BF4. $4;D45BF>4 @B8G?PAOI F9EFB6 E CDB69D>B= 
D9;G?PF4FB6 F9EF<DB64A<S E GK9FB@ CB7D9LABEF<. 

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 @B8G?PAOI F9EFB6 8?S BF89?PAB 
>B@C<?<DG9@OI @B8G?9=. 

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 @B8G?PAOI F9EFB6 8?S CDB69D>< 
>B??9>J<=. 

 

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 <AF97D4J<<. !4C<E4A<9 < 
6OCB?A9A<9 F9EFB6 8?S CDB69D>< 6;4<@B89=EF6<S @9:8G @B8G?S@< 

 

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 RESTful API   

#D4>F<K9E>4S D45BF4. &9EF<DB64A<9 CDB<;6B8<F9?PABEF<  

#D4>F<K9E>4S D45BF4. $4;D45BF>4 K9D9; F9EF<DB64A<9.  

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 14  

$4;89? 4.  4F9@4F<K9E>B9 @B89?<DB64A<9  108  

 ��.02.04  4F9@4F<K9E>B9 @B89?<DB64A<9 96/34/30/32  
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&9@4 4.1.  4F9@4F<K9E>B9 
@B89?<DB64A<9 >4> 
@9FB8B?B7<S D9L9A<S 
CD4>F<K9E><I ;484K 

%B89D:4A<9  10/4/2/4  

4 

#BASF<9 @B89?<. �?4EE<H<>4J<S @B89?9=. #BASF<9 @4F9@4F<K9E>B= 
@B89?<. &<CO @4F9@4F<K9E><I @B89?9=. #D<AJ<CO CBEFDB9A<S 
@4F9@4F<K9E><I @B89?9=. "EAB6AO9 QF4CO @4F9@4F<K9E>B7B 
@B89?<DB64A<S. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
2 

 

#D4>F<K9E>4S D45BF4. #BEFDB9A<9 CDBEF9=L<I @4F9@4F<K9E><I @B89?9=  

%4@BEFBSF9?PA4S D45BF4 �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 4  

&9@4 4.2. 
�<A9=AB9 

CDB7D4@@<DB64A<9 

%B89D:4A<9 18/6/8/4  

6 
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D9EGDEB6, B ;4@9A9 B5BDG8B64A<S 
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"EAB6AO9 CBASF<S < BCD989?9A<S F9BD<< 7D4HB6. !4IB:89A<9 
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C4D4@9FDB6. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
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#D4>F<K9E>4S D45BF4. $9L9A<9 ;484K A4 CD<@9A9A<9 @9FB8B6 E9F96B7B 
C?4A<DB64A<S 

 

%4@BEFBSF9?PA4S D45BF4  �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 4  

&9@4 4.6. 
%<EF9@O @4EEB6B7B 
B5E?G:<64A<S 

%B89D:4A<9 10/4/2/4  

4  4D>B6E><= E?GK4=AO= CDBJ9EE. %<EF9@O @4EEB6B7B B5E?G:<64A<S: 
BEAB6AO9 CBASF<S, >?4EE<H<>4J<S. %I9@4 7<59?< < D4;@AB:9A<S 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
2 

 

#D4>F<K9E>4S D45BF4. $4EK9F I4D4>F9D<EF<> CDBEF9=L<I E<EF9@ 
@4EEB6B7B B5E?G:<64A<S 

 

%4@BEFBSF9?PA4S D45BF4  �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 4  

&9@4 4.7. 
&9BD<S <7D 

%B89D:4A<9 12/4/4/4  

4 #D98@9F < ;484K< F9BD<< <7D. "EAB6AO9 CBASF<S F9BD<< <7D.  4FD<KAO9 
<7DO. �<@4FD<KAO9 <7DO. �7DO 6 D4;69DAGFB= HBD@9 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 

4 

 

#D4>F<K9E>4S D45BF4. $9L9A<9 <7DB6OI ;484K E AG?96B= EG@@B=.   

#D4>F<K9E>4S D45BF4. $9L9A<9 ;484K 6 D4;69DAGFB= HBD@9  

%4@BEFBSF9?PA4S D45BF4  �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 4  

&9@4 4.8.  %B89D:4A<9 14/4/6/4  
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�@<F4J<BAAB9 
@B89?<DB64A<9 

4 
"EAB6AO9 CBASF<S <@<F4J<BAAB7B @B89?<DB64A<S. #D<@9DO 
<@<F4J<BAAOI @B89?9=.  9FB8O <@<F4J<BAAB7B @B89?<DB64A<S. 
�AEFDG@9AF4?PAO9 ED98EF64 <@<F4J<BAAB7B @B89?<DB64A<S 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
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#D4>F<K9E>4S D45BF4. $4;D45BF>4 CDBEF9=L9= <@<F4J<BAAB= @B89?<  

#D4>F<K9E>4S D45BF4. $9L9A<9 ;484K @4EEB6B7B B5E?G:<64A<S @9FB84@< 
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%4@BEFBSF9?PA4S D45BF4  �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 4  

#DB@9:GFBKA4S 4FF9EF4J<S 6 HBD@9 Q>;4@9A4 12 

 

 

 

$4;89? 5. +<E?9AAO9 @9FB8O 102  

 ��.02.05 +<E?9AAO9 @9FB8O 90/34/30/26  

&9@4 5.1.  
#D<5?<:9AAO9 K<E?4 < 
89=EF6<S A48 A<@< 

%B89D:4A<9 8/4/2/2  

4 

%CBEB5O ID4A9A<S K<E9? 6 C4@SF< >B@CPRF9D4. �5EB?RFA4S CB7D9LABEFP, 
BFABE<F9?PA4S CB7D9LABEFP.  
�9DAO9, EB@A<F9?PAO9, ;A4K4M<9 J<HDO. 
#B7D9LABEF< 4D<H@9F<K9E><I 89=EF6<=. "J9A>4 CB7D9LABEF9= ;A4K9A<= 
HGA>J<< 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
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#D4>F<K9E>4S D45BF4. �OK<E?9A<9 CB7D9LABEF9= CD<5?<:9AAOI 
;A4K9A<=. �OK<E?9A<9 CB7D9LABEF9= D9;G?PF4FB6 4D<H@9F<K9E><I 
89=EF6<=. 

 

%4@BEFBSF9?PA4S D45BF4  �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 2  

&9@4 5.2.  
+<E?9AAO9 @9FB8O D9L9A<S 

4?795D4<K9E><I < 
FD4AEJ9A89AFAOI GD46A9A<= 

%B89D:4A<9 16/6/6/4  

6 

"F89?9A<9 >BDA9=.  9FB8 CB?B6<AAB7B 89?9A<S.  9FB8 CDBEFB= <F9D4J<<. 
 9FB8O !PRFBA4: @9FB8 IBD8, >4E4F9?PAOI. 
 9FB8O !PRFBA4: >B@5<A<DB64AAO= @9FB8 IBD8 < >4E4F9?PAOI. 
%D46A9A<9 @9FB8B6 6OK<E?9A<= CB E>BDBEF< EIB8<@BEF< <F9D4J<BAAB7B 
CDBJ9EE4 
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� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
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#D4>F<K9E>4S D45BF4. $9L9A<9 4?795D4<K9E><I < FD4AEJ9A89AFAOI 
GD46A9A<= CD<5?<:9AAO@< @9FB84@< (@9FB8 CB?B6<AAB7B 89?9A<S, @9FB8 
CDBEFOI <F9D4J<=)   

 

#D4>F<K9E>4S D45BF4. $9L9A<9 4?795D4<K9E><I < FD4AEJ9A89AFAOI 
GD46A9A<= CD<5?<:9AAO@< @9FB84@< (@9FB8O !PRFBA4) 

 

#D4>F<K9E>4S D45BF4.  BA<FBD<A7 < 4A4?<; CDB<;6B8<F9?PABEF< 
D4;D45BF4AAOI CD<?B:9A<= 8?S K<E?9AAB7B D9L9A<S GD46A9A<=.  

 

%4@BEFBSF9?PA4S D45BF4  �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 4  

&9@4 5.3.  
+<E?9AAO9 @9FB8O D9L9A<9 

E<EF9@ ?<A9=AOI 
4?795D4<K9E><I GD46A9A<= 

%B89D:4A<9 14/4/6/4  

4 

$9L9A<9 E<EF9@ ?<A9=AOI 4?795D4<K9E><I GD46A9A<= @9FB8B@ �4GEE4. 
#D<@9A9A<9 @9FB84 �4GEE4 8?S 6OK<E?9A<S BCD989?<F9?9= < A4IB:89A<S 
B5D4FAB= @4FD<JO. 
 9FB8 CDBEFB= <F9D4J<=.  9FB8 �9=89?S. %D46A9A<9 @9FB8B6 6OK<E?9A<= 
CB E>BDBEF< EIB8<@BEF< <F9D4J<BAAB7B CDBJ9EE4. 
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#D4>F<K9E>4S D45BF4. $9L9A<9 E<EF9@ ?<A9=AOI 4?795D4<K9E><I 
GD46A9A<= @9FB8B@ �4GEE4. �OK<E?9A<9 BCD989?<F9?S. !4IB:89A<9 
B5D4FAB= @4FD<JO 

 

#D4>F<K9E>4S D45BF4. $9L9A<9 E<EF9@ ?<A9=AOI 4?795D4<K9E><I 
GD46A9A<= @9FB8B@ CDBEFB= <F9D4J<<, @9FB8B@ �9=89?S 

 

#D4>F<K9E>4S D45BF4.  BA<FBD<A7 < 4A4?<; CDB<;6B8<F9?PABEF< 
D4;D45BF4AAOI CD<?B:9A<= 8?S K<E?9AAB7B D9L9A<S E<EF9@ ?<A9=AOI 
4?795D4<K9E><I GD46A9A<=.   
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&9@4 5.4.  
�AF9DCB?SJ<S < 

Q>EFD4CB?SJ<S HGA>J<= 

%B89D:4A<9 14/6/4/4  
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#BASF<9 <AF9DCB?SJ<<. �AF9DCB?SJ<BAAO= @AB7BK?9A �47D4A:4. 
�AF9DCB?SJ<BAAO9 HBD@G?O !PRFBA4. 
�AF9DCB?SJ<S EC?4=A4@<. 
1>EFD4CB?SJ<S HGA>J<=. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 4  
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4 
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&9@4 6.2.  
$4;D45BF>4 59;BC4EAB7B #" 
< CD<>?48A4S >D<CFB7D4H<S 
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#D4>F<K9E>4S D45BF4. $94?<;4J<S end-to-end L<HDB64A<S 8?S 
@9EE9A8:9D4 A4 Signal Protocol 

 

#D4>F<K9E>4S D45BF4. !4EFDB=>4 TLS 1.3 E perfect forward secrecy < 
EB6D9@9AAO@< cipher suites 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 secure OAuth 2.0 CDB64=89D4 E PKCE < 
;4M<FB= BF 4F4> 

 

#D4>F<K9E>4S D45BF4. �@C?9@9AF4J<S JWE (JSON Web Encryption) 8?S 
;4M<MёAAOI FB>9AB6 

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 59;BC4EAB7B voting system E 
homomorphic encryption 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 cryptocurrency wallet E ECDSA < 

hierarchical deterministic keys. $94?<;4J<S secure password manager E client-
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side encryption 

#D4>F<K9E>4S D45BF4. !4EFDB=>4 HSM Q@G?SFBD4 8?S 4CC4D4FAB= 
;4M<FO >?RK9= 

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 secure file storage E encryption at rest < 

in transit 
 

#D4>F<K9E>4S D45BF4. �@C?9@9AF4J<S zero-knowledge proof 8?S 
4GF9AF<H<>4J<< 59; C4DB?S 

 

#D4>F<K9E>4S D45BF4. %B;84A<9 blockchain smart contract E ;4M<FB= BF 
reentrancy attacks. $94?<;4J<S secure multi-party computation 8?S 
EB6@9EFAOI 6OK<E?9A<= 

 

#D4>F<K9E>4S D45BF4. !4EFDB=>4 quantum-resistant cryptography E lattice-

based 4?7BD<F@4@<. 
 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 secure API gateway E JWT verification < 

rate limiting 
 

#D4>F<K9E>4S D45BF4. %B;84A<9 hardware-backed key storage 8?S 
@B5<?PAB7B CD<?B:9A<S 

 

#D4>F<K9E>4S D45BF4. �@C?9@9AF4J<S digital signature system E 
timestamping 

 

#D4>F<K9E>4S D45BF4. !4EFDB=>4 certificate transparency logs 8?S 
@BA<FBD<A74 SSL E9DF<H<>4FB6 

 

#D4>F<K9E>4S D45BF4. $4;D45BF>4 secure session management E ;4M<FB= BF 
hijacking. %B;84A<9 cryptographically secure RNG (random number generator) 

 

%4@BEFBSF9?PA4S D45BF4  �OCB?A9A<9 <A8<6<8G4?PAB7B ;484A<S 5  

#DB@9:GFBKA4S 4FF9EF4J<S 6 HBD@9 Q>;4@9A4 12 

 

 

 

�GDEB6B= CDB9>F (D45BF4) 
";A4>B@?9A<9 B5GK4RM<IES E J9?S@< < ;484K4@< >GDEB6B7B CDB9>F<DB64A<S, E F9@4F<>B= >GDEB6B7B 
CDB9>F4, 6O5BD F9@O, E 7D4H<>B@ 6OCB?A9A<S >GDEB6B7B CDB9>F4, 6O84K4 ;484A<S < @9FB8<K9E><I 
D9>B@9A84J<= 8?S 6OCB?A9A<S >GDEB6B7B CDB9>F4  
�A4?<; CD98@9FAB= B5?4EF< < D4;D45BF>4 F9IA<K9E>B7B ;484A<S. %5BD < 4A4?<; FD95B64A<= > 
D4;D454FO649@B@G CDB7D4@@AB@G CDB8G>FG  
$4;D45BF>4 @B89?< «EGMABEFP - E6S;P» (<AHB?B7<K9E>B9 CDB9>F<DB64A<9).  

20 
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"5BEAB64A<9 6O5BD4 %'�� < EB;84A<9 �� 6 6O5D4AAB= %'��  
�4F4?B7<K9E>B9 CDB9>F<DB64A<9 D9?SJ<BAAB= �� A4 BEAB69 @B89?< «EGMABEFP - E6S;P», CB?GK9AAB= A4 
CD98O8GM9@ QF4C9.  
!BD@4?<;4J<S CB?GK9AAB= 54;O 84AAOI  
"CD989?9A<9 I4D4>F9D<EF<> 4FD<5GFB6 < CD46<? 89>?4D4F<6AB= CB889D:>< B7D4A<K9A<= 
J9?BEFABEF<84AAOI (B5S;4F9?PAO9 84AAO9, J9?BEFABEFP EGMABEF9=, EEO?BKA4S J9?BEFABEFP, FD95B64A<S 
>BA>D9FAB7B CD98CD<SF<S (5<;A9E2 CD46<?4)).  
$4;D45BF>4 ID4A<@OI CDBJ98GD < FD<779DB6, B59EC9K<64RM<I CDBJ98GDAGR CB889D:>G J9?BEFABEF< 
84AAOI (>GDEB64S D45BF4 8B?:A4 EB89D:4FP A9 @9A99 86GI ID4A<@OI CDBJ98GD < 86GI FD<779DB6)  
$94?<;4J<S BC9D4J<= A48 84AAO@< (CB<E>, 6EF46>4, G84?9A<9, B5AB6?9A<9) 6 EBBF69FEF6<< E 64D<4AFB@ 
;484A<S E CB@BMPR S;O>4 SQL.  
"HBD@?9A<9 BEAB6AOI D4;89?B6 CBSEA<F9?PAB= ;4C<E><  
"HBD@?9A<9 F9IA<K9E>B7B ;484A<S 
"HBD@?9A<9 CD<?B:9A<= CBSEA<F9?PAB= ;4C<E><  
&D95B64A<S > CD9;9AF4J<BAAO@ @4F9D<4?4@ >GDEB6B7B CDB9>F4  
�4M<F4 >GDEB6B7B CDB9>F4 
&9@4F<>4 >GDEB6OI CDB9>FB6 (D45BF): 

1. $4;6<F<9 < <AF97D4J<S HR-@B8G?S 6 >48DB6GR E<EF9@G CD98CD<SF<S 8?S 46FB@4F<;4J<< CDBJ9EEB6 A4=@4 < 
GCD46?9A<S C9DEBA4?B@ 

2. %B;84A<9 E<EF9@O GCD46?9A<S CDB9>F4@< E <ECB?P;B64A<9@ @B8G?PAB= 4DI<F9>FGDO 

3. $4;D45BF>4 < <AF97D4J<S @B8G?S GCD46?9A<S CDB9>F4@< 6 CRM-E<EF9@G 
4. %B;84A<9 < <AF97D4J<S C?4F9:AB7B @B8G?S 8?S Q?9>FDBAAB= >B@@9DJ<< 

5. %B;84A<9 C?4FHBD@O 8?S B5@9A4 EBB5M9A<S@< 

6. �AF97D4J<S D4;AOI 54; 84AAOI 6 98<AGR E<EF9@G 
7.  B8G?PA4S 4DI<F9>FGD4 < <AF97D4J<S @B8G?9= 6 D4ECD989?9AAB= E<EF9@9 GCD46?9A<S E>?48E><@< ;4C4E4@< 

8. %B;84A<9 @B8G?S 4GF9AF<H<>4J<<  
9. �AF97D4J<S 54;O 84AAOI E @B8G?9@ B5D45BF>< 84AAOI 
10. %B;84A<S < <AF97D4J<S 4A4?<F<K9E>B7B @B8G?S 8?S B5D45BF>< 84AAOI 6 @98<J<AE>B= <AHBD@4J<BAAB= 
E<EF9@9 

11. $4;D45BF>4 < <AF97D4J<S B5D4;B64F9?PAB7B @B8G?S 6 LMS-E<EF9@G  
12. $4;D45BF>4 < <AF97D4J<S 79B?B>4J<BAAB7B @B8G?S 6 E<EF9@G GCD46?9A<S FD4AECBDFB@ 

13. $4;D45BF>4 < <AF97D4J<S AB6B7B @B8G?S 8?S E<EF9@O GCD46?9A<S E>?48B@ 
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'K95A4S CD4>F<>4 CB @B8G?R: 

�<8O D45BF: 
1. #DB9>F<DB64A<9 @B8G?9= CDB7D4@@AB7B B59EC9K9A<S E GK9FB@ F9IA<K9E>B7B ;484A<S 
2. �<;G4?<;4J<< < BC<E4A<S 4DI<F9>FGDAOI D9L9A<= 

3. "CD989?9A<9 <AF9DH9=EB6 < 6;4<@B89=EF6<S @B8G?9= 6 E<EF9@9 
4. %B;84A<9 @B8G?9= CDB7D4@@AB7B B59EC9K9A<S 
5. $45BF4 E API < 695-E9D6<E4@< 8?S 6;4<@B89=EF6<S @9:8G @B8G?S@< 

6. $45BF4 E <AF97D4J<BAAO@< C?4FHBD@4@< < <AEFDG@9AF4@< 

7. "F?48>4 CDB7D4@@AB7B B59EC9K9A<S A4 GDB6A9 CDB7D4@@AOI @B8G?9= 

8. &9EF<DB64A<9 CDB7D4@@AB7B B59EC9K9A<S 
9. (BD@<DB64A<9 F9EFB6OI EJ9A4D<96 
10. #B87BFB6>4 F9EFB6OI C?4FHBD@ (GEF4AB6>4 BC9D4J<BAAB= E<EF9@O, 8BCB?A<F9?PAB7B CDB7D4@@AB7B 
B59EC9K9A<S < 8DG7B7B CB A9B5IB8<@BEF<) 
11. "J9A>4 B5N9@4 F9EF<DB64A<S CDB7D4@@AB7B B59EC9K9A<S E J9?PR BCD989?9A<S A9B5IB8<@OI D9EGDEB6 
8?S 97B 6OCB?A9A<S 
12. (BD@<DB64A<9 < CD98EF46?9A<9 BFK9FABEF< B CB87BFB6>9 > 6OCB?A9A<R ;484A<S A4 F9EF<DB64A<9 
CDB7D4@@AB7B B59EC9K9A<S 6 EBBF69FEF6<< E GEF4AB6?9AAO@< D97?4@9AF4@< 

13. �OCB?A9A<9 F9EFB6OI CDBJ98GD A4 F9EFB6OI 84AAOI 
14. %B;84A<9 F9IA<K9E>B= 8B>G@9AF4J<< 8?S @B8G?9= 

15. �B>G@9AF<DB64A<9 >B84, API < <AF9DH9=EB6 
16. $45BF4 EB EC9J<4?<;<DB64AAO@ CDB7D4@@AO@ B59EC9K9A<9@ CB 8B>G@9AF<DB64A<R CDB7D4@@AB7B 
>B84 

144 

 

#DB<;6B8EF69AA4S CD4>F<>4: 
�<8O D45BF: 
1. #DB9>F<DB64A<9 @B8G?9= CDB7D4@@AB7B B59EC9K9A<S E GK9FB@ F9IA<K9E>B7B ;484A<S 
2. �<;G4?<;4J<< < BC<E4A<S 4DI<F9>FGDAOI D9L9A<= 

3. "CD989?9A<9 <AF9DH9=EB6 < 6;4<@B89=EF6<S @B8G?9= 6 E<EF9@9 
4. %B;84A<9 @B8G?9= CDB7D4@@AB7B B59EC9K9A<S 
5. "CF<@<;4J<S >B84 < 4?7BD<F@B6 CDB7D4@@AOI @B8G?9= 8?S G69?<K9A<S CDB<;6B8<F9?PABEF< 

6.  BA<FBD<A7 < 4A4?<; CDB<;6B8<F9?PABEF< CD<?B:9A<= 

7. �AF97D4J<S CDB7D4@@AOI @B8G?9= < >B@CBA9AFB6 6 98<AB9 CDB7D4@@AB9 D9L9A<9 
8. $45BF4 E API < 695-E9D6<E4@< 8?S 6;4<@B89=EF6<S @9:8G @B8G?S@< 

9. $45BF4 E <AF97D4J<BAAO@< C?4FHBD@4@< < <AEFDG@9AF4@< 

 

144 
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10. "59EC9K9A<9 EB6@9EF<@BEF< < EF45<?PABEF< E<EF9@O 

11. "F?48>4 CDB7D4@@AB7B B59EC9K9A<S A4 GDB6A9 CDB7D4@@AOI @B8G?9= 

12. &9EF<DB64A<9 CDB7D4@@AB7B B59EC9K9A<S 
13. (BD@<DB64A<9 F9EFB6OI EJ9A4D<96 
14. #B87BFB6>4 F9EFB6OI C?4FHBD@ (GEF4AB6>4 BC9D4J<BAAB= E<EF9@O, 8BCB?A<F9?PAB7B CDB7D4@@AB7B 
B59EC9K9A<S < 8DG7B7B CB A9B5IB8<@BEF<) 
15. "J9A>4 B5N9@4 F9EF<DB64A<S CDB7D4@@AB7B B59EC9K9A<S E J9?PR BCD989?9A<S A9B5IB8<@OI D9EGDEB6 
8?S 97B 6OCB?A9A<S 
16. !4EFDB=>< F9EFB6B= ED98O < 4CC4D4FAOI ED98EF6 8?S 6OCB?A9A<S F9EF<DB64A<S CDB7D4@@AB7B 
B59EC9K9A<S 6 EBBF69FEF6<< E ;484A<9@ A4 F9EF<DB64A<9 6 CD989?4I E6B9= >B@C9F9AJ<< 

17. (BD@<DB64A<9 < CD98EF46?9A<9 BFK9FABEF< B CB87BFB6>9 > 6OCB?A9A<R ;484A<S A4 F9EF<DB64A<9 
CDB7D4@@AB7B B59EC9K9A<S 6 EBBF69FEF6<< E GEF4AB6?9AAO@< D97?4@9AF4@< 

18. �OCB?A9A<9 F9EFB6OI CDBJ98GD A4 F9EFB6OI 84AAOI 
19. %B;84A<9 F9IA<K9E>B= 8B>G@9AF4J<< 8?S @B8G?9= 

20. �B>G@9AF<DB64A<9 >B84, API < <AF9DH9=EB6 
21. $45BF4 EB EC9J<4?<;<DB64AAO@ CDB7D4@@AO@ B59EC9K9A<9@ CB 8B>G@9AF<DB64A<R CDB7D4@@AB7B 
>B84 
1>;4@9A >64?<H<>4J<BAAO= 18  

�E97B 1 136  

 

. 
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4. '%�"��3 $������*�� #$"(�%%�"!��0!"�"  "�'�3 

 

4.1.  4F9D<4?PAB-F9IA<K9E>B9 B59EC9K9A<9 D94?<;4J<< # : 

#DB7D4@@4 CDBH9EE<BA4?PAB7B @B8G?S D94?<;G9FES 6 E?98GRM<I GK95AB- 
CDB<;6B8EF69AAOI CB@9M9A<SI: 

# .02  
$4;D45BF>4 < 
<AF97D4J<S 
@B8G?9= 

CDB7D4@@AB7B 
B59EC9K9A<S 

�45BD4FBD<S 
«СиEF9@AB7B и 

CDи>?а8AB7B 
CDB7Dа@@иDB6аAия»  

№ 301 

"5BDG8B64A<9: 
− �6FB@4F<;<DB64AAO9 D45BK<9 @9EF4 
B5GK4RM<IES; 
− �6FB@4F<;<DB64AAB9 D45BK99 @9EFB 
CD9CB8464F9?S; 
− %C9J<4?<;<DB64AA4S QD7BAB@<KA4S @959?P 
8?S D45BFO ;4 >B@CPRF9DB@; 
− #DB9>FBD < Q>D4A; 
−  4D>9DA4S 8BE>4; 
− #DB7D4@@AB9 B59EC9K9A<9 B5M97B < 
CDBH9EE<BA4?PAB7B A4;A4K9A<S. 

� D4@>4I D94?<;4J<< CDB7D4@@O @B8G?S CD98GE@BFD9AB CDBIB:89A<9 GK95AB= < 
CDB<;6B8EF69AAB= CD4>F<>< (CB CDBH<?R EC9J<4?PABEF<), >BFBD4S CDB6B8<FES 
>BAJ9AFD<DB64AAB 6 EBBF69FEF6<< E D45BK9= CDB7D4@@B= CD4>F<><. 

 

4.2.  �AHBD@4J<BAAB9 B59EC9K9A<9 B5GK9A<S 

 

#9D9K9AP <ECB?P;G9@OI GK95AOI <;84A<=, �AF9DA9F-D9EGDEB6, 8BCB?A<F9?PAB= 

?<F9D4FGDO 

4.2.1. "EAB6AO9 C9K4FAO9 </<?< Q?9>FDBAAO9 <;84A<S 
1. %?45AB6, �. �. +<E?9AAO9 @9FB8O < CDB7D4@@<DB64A<9: GK95AB9 CBEB5<9 8?S %#" / 

�. �. %?45AB6. 4 2-9 <;8., EF9D. 4 %4A>F-#9F9D5GD7: �4AP, 2022. 4 460 E. 4 ISBN 978-5-8114-

9250-3. 4 &9>EF: Q?9>FDBAAO= // �4AP: Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: 

https://e.lanbook.com/book/189402  4 $9:<@ 8BEFGC4: 8?S 46FBD<;. CB?P;B64F9?9=. 
 

4.2.2. �BCB?A<F9?PAO9 <EFBKA<><  
1. �"%& 19.001-77. �BEG84DEF69AAO= EF4A84DF %BR;4 %%$. �8<A4S E<EF9@4 

CDB7D4@@AB= 8B>G@9AF4J<<. "5M<9 CB?B:9A<S (66989A 6 89=EF6<9 #BEF4AB6?9A<9@ 
�BEEF4A84DF4 %%%$ BF 20.05.1977 N 1268). - URL: https://www.consultant.ru - $9:<@ 8BEFGC4: 
#D46B6B6B= E9D69D �BAEG?PF4AF#?RE. - &9>EF: Q?9>FDBAAO= 

2. �"%& 19.101-77. �BEG84DEF69AAO= EF4A84DF %BR;4 %%$. �8<A4S E<EF9@4 
CDB7D4@@AB= 8B>G@9AF4J<<. �<8O CDB7D4@@ < CDB7D4@@AOI 8B>G@9AFB6 (66989A 
#BEF4AB6?9A<9@ �BEEF4A84DF4 %%%$ BF 20.05.1977 N 1268). - URL: https://www.consultant.ru - 

$9:<@ 8BEFGC4: #D46B6B6B= E9D69D �BAEG?PF4AF#?RE. - &9>EF: Q?9>FDBAAO= 

3. �"%& 19.102-77. �BEG84DEF69AAO= EF4A84DF %BR;4 %%$. �8<A4S E<EF9@4 
CDB7D4@@AB= 8B>G@9AF4J<<. %F48<< D4;D45BF>< (66989A 6 89=EF6<9 #BEF4AB6?9A<9@ 

�BEEF4A84DF4 %%%$ BF 20.05.1977 N 1268). - URL: https://www.consultant.ru - $9:<@ 8BEFGC4: 
#D46B6B6B= E9D69D �BAEG?PF4AF#?RE. - &9>EF: Q?9>FDBAAO= 

4. �"%& 19.201-78. �BEG84DEF69AAO= EF4A84DF %BR;4 %%$. �8<A4S E<EF9@4 
CDB7D4@@AB= 8B>G@9AF4J<<. &9IA<K9E>B9 ;484A<9. &D95B64A<S > EB89D:4A<R < BHBD@?9A<R 
(66989A 6 89=EF6<9 #BEF4AB6?9A<9@ �BEEF4A84DF4 %%%$ BF 18.12.1978 N3351).  - URL: 
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https://www.consultant.ru - $9:<@ 8BEFGC4: #D46B6B6B= E9D69D �BAEG?PF4AF#?RE. - &9>EF: 
Q?9>FDBAAO= 

5. �"%& 19.701-90. �8<A4S E<EF9@4 CDB7D4@@AB= 8B>G@9AF4J<<. %I9@O 4?7BD<F@B6, 
CDB7D4@@, 84AAOI < E<EF9@. "5B;A4K9A<S GE?B6AO9 < CD46<?4 6OCB?A9A<S (GF6. #BEF4AB6?9A<9@ 
�BEEF4A84DF4 %%%$ BF 26.12.1990 N 3294). - URL: https://www.consultant.ru - $9:<@ 8BEFGC4: 
#D46B6B6B= E9D69D �BAEG?PF4AF#?RE. - &9>EF: Q?9>FDBAAO= 

6. �"%& $ �%"/ 1� 25023-2021. !4J<BA4?PAO= EF4A84DF $BEE<=E>B= (989D4J<<. 
%<EF9@A4S < CDB7D4@@A4S <A:9A9D<S. &D95B64A<S < BJ9A>4 >4K9EF64 E<EF9@ < CDB7D4@@AB= 
CDB8G>J<< (SQuaRE). �;@9D9A<S >4K9EF64 E<EF9@O < CDB7D4@@AB= CDB8G>J<< (GF6. < 66989A 6 
89=EF6<9 #D<>4;B@ $BEEF4A84DF4 BF 19.11.2021 N 1524-EF). - URL: https://www.consultant.ru - 

$9:<@ 8BEFGC4: #D46B6B6B= E9D69D �BAEG?PF4AF#?RE. - &9>EF: Q?9>FDBAAO= 

7. �7B84 2. !. #DB9>F<DB64A<9 CDB7D4@@AB7B B59EC9K9A<S: GK95AB-@9FB8<K9E>B9 
CBEB5<9 / 2. !. �7B84. 3 %#5.: !4G>B9@><9 F9IAB?B7<<, 2024. 3 74 E.  
URL:https://publishing.intelgr.com/archive/Proektirovanie-programmnogo-obespecheniya.pdf. - &9>EF: 
Q?9>FDBAAO= 

8. �<5?<BF9>4 CDBH9EE<BA4?4 №1 https://profspo.ru/ 

https://publishing.intelgr.com/archive/Proektirovanie-programmnogo-obespecheniya.pdf
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5.  �"!&$"�0 � "*�!�� $��'�0&�&"� "%�"�!�3 

#$"(�%%�"!��0!"�"  "�'�3 (#" $������ ) 
 

�?S B5GK4RM97BES <A64?<84 <?< B5GK4RM97BES E "�� HBD@4 F9>GM97B >BAFDB?S 
GEF4A46?<649FES E GK9FB@ <A8<6<8G4?PAOI CE<IBH<;<K9E><I BEB59AABEF9= (GEFAB, C<EP@9AAB 
A4 5G@479, C<EP@9AAB A4 >B@CPRF9D9, 6 HBD@9 F9EF<DB64A<S < F.C.). #D< A9B5IB8<@BEF< 

B5GK4RM<@ES CD98BEF46?S9FES 8BCB?A<F9?PAB9 6D9@S 8?S CB87BFB6>< BF69F4. 
(BD@4 CDB@9:GFBKAB= 4FF9EF4J<< GEF4A46?<649FES E GK9FB@ <A8<6<8G4?PAOI 

CE<IBH<;<K9E><I BEB59AABEF9= B5GK4RM97BES <A64?<84 <?< B5GK4RM97BES E "�� (GEFAB, 
C<EP@9AAB A4 5G@479, C<EP@9AAB A4 >B@CPRF9D9, 6 HBD@9 F9EF<DB64A<S < F.C.). #D< 

A9B5IB8<@BEF< BEGM9EF6?S9FES G69?<K9A<9 6D9@9A< A4 CB87BFB6>G > CDB@9:GFBKAB= 
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