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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEH ITPOI'PAMMBI ITPOMU3BOJICTBEHHOM
IMPAKTUKU
IIM.12 «Pa3paboTka JeneHTPAJTU30BAHHBIX NPUJI0KEHUIT»

1.1. OG6aacTs npuMeHeHHs NPOrPaMMBbl
Pabouas nmporpamma yueOHOI TUCIMILIMHEI SBJISETCS YacThI0O OCHOBHON MPOQecCuoHaIbHON

obpazoBarenbHON TporpamMmbl B cootBeTcTBUU ¢ 'OC 1o cienmanbroctn— CITO 09.02.07
«HpOPMAITIOHHBIE CUCTEMBI U IIPOTPAMMHUPOBAHUE)

1.2. Mecro IucuMILUIMHBI B CTPYKTYpe OCHOBHOIi MpogecCHOHAILHOI 06pa3oBaTeIbHOI
nporpammbl: CrienuanabHble AUCLUIIINHBI

13 ]_Ie.]'ll/l H 3a1a4Y1 JTUCHHUIIIMHBI — TpeﬁoBa}mﬂ K pe3yJibTaTaM 0CBOCHUA TUCHUIIIMHBI:

B pesynbrate ocBOEHHsI MPOM3BOACTBEHHOMN MPAKTHKE 00YYaIOUIHIACS JOIDKEH YMETh!
- OIpeNeNIATh COCTaB KOHOUACHIWAILHOW WH(POpPMAIMM, COCTaBIATH M OQOPMIISITH
OpraHU3alMOHHO-PACTIOPSANTEIbHBIEC JOKYMEHTBI;

- IUTAHUPOBATh MEPONPHUATHS IO 3alIUTe MH(POPMAIUKM, OPraHU30BBIBATH MX BBITIOJHEHUE U
UCIIOJIb30BaTh HEOOXOAUMBIE OpraHU3allMOHHbIE MEpBI AJIs IPEJOTBpALEHHs yiiepoa opraHu3auu
(MpeAnpusATUIO) B COOTBETCTBUU C IIPABOBBIMU HOPMAaMHU;

- UCIOJb30BAaTh THUIIOBbIE TEXHMYECKHE CpEACTBA 3alIUThl MH(MOPMALUU U KOHTPOJIS ee
3¢ (HEeKTHBHOCTH;

- IPUMEHATh THUIIOBBIE IPOrpaMMHO-aIllIapaTHbIe CpPEACTBAa 3alluThl HH(popMmanuu. B
pe3yJbTaTe OCBOCHUS AUCLUILINHBI O0YYaroIUiicst TODKEH 3HATD.

- pykoBozsuue 1okyMmeHTsl @CTOK Poccun o TexHuueckoit 3aure HHGpopMarumy;

- TEXHUYECKHE METO/Ibl U CPE/ICTBA 3aLUTHI UH(OPMAIIIH;

- COCTaB M BO3MOXXHOCTH THUIOBBIX KOH(QUIypalui IpOrpaMMHO-alapaTHbIX CPEACTB
3alUThl UHPOPMALIUY;

- pPOJIb U MECTO KpUNTOrpaUyecKuX METOJOB B CHCTEMaX 3alllUThl FOCYAAPCTBEHHOM,
KOH(UICHIIMATBEHON U KOMMEpPUYECKON HHPOpMAaIIUH.

®dopmupoBanue MpohecCHOHATBHBIX KOMIETEHIIIH:

[IK12.1 CrniocobHOCTb pa3pabaThIBaTh paclpeieleHHbIE IeEeHTPAIN30BaHHbIE
MPUIIOKEHUS

[K 12.2 CrniocoGHOCTD pa3pabaThiBaTh HHTEPPENCHI 17151 B3aUMOIEHCTBUS C
pacripeielIeHHbIMU PHIIOKEHUSIMU

[K 12.3 [TpuMeHSTh METO Bl XEIUPOBAHUS TAHHBIX, KPUNTOrpapUIECKUE METOTBI

3a1uThl HHGOPMaUU U HH(POBBIE OITUCH
00IIMX KOMIIETEHIIHI:
- OK 1. BeiOupats crioco0b! pemieHus 3a1a4 npohecCuOHaIbHON AeATeIbHOCTH
MIPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM
- OK 7. ConelicTBOBaTh COXpaHEHUIO OKPYKAIOIIEH CPeIbl, pecypcocOepekeHI0, IPUMEHITh
3HaHUA 00 U3MEHEHUU KJIMMAaTa, MPUHIUIIBI OepeXxIINBOro MPOU3BOACTBA, 3)(HEKTUBHO
JIEMCTBOBATH B UPE3BbIUAHBIX CUTYaLUAX

1.2. Koau4iecTBO 4acoB, 0TBOIMMOE HA OCBOEHHE NMPON3BOICTBEHHOM MPAKTHKH
Bcero - 72 yaca, B TOM 4KcIIE:
B pamkax ocBoenus [IM 02 — 72 gaca



2. COJIEPKAHME ITPOMU3BOJICTBEHHOM ITPAKTUKH
2.1. TemaTu4ecKHii NJIaH MPOU3BOACTBEHHOI NPaKkTUKK

Koa un

KosmuectBo . KoumnuectBo
HAUMEHOBaHUs HaunmeHnoBaHus TeM yueOHOI
Kon IIK npogeccuoHaIbH Hacos 1o NPaKTHKHU Hacon 1o
bIX MOJYJIel M TeMam
1 2 3 5 6
[IM.12
I;K 12.1- | «Pazpaborka
0K 1. ;[eueHTpaJImOBeulHH
OK 7 BIX TIPHJIOKEHUI
Tema 1.1 Metoabt 20
Paznen 1. KPUITOTpapuIECKOro
Kinaccuueckue Tema 1.2. MeToapl CIIOKHON
KPUITOCUCTEMBI 3aMEeHBI (IT0JICTAHOBKH )
muGpoBaHUs
nHpopmauu
[IK 12.1- | Pa3nen 2. Tewma 2.1. KogupoBanue
3 CoBpeMeHHBIE uH(popmanuu. MexaHu3aus
OK 1, KPUIITOCHUCTEMBI muGpoBaHUsL.
OK 7 Tema 2.2.CuMMeTpUUHbIE
CTaHJApTHI U(POBAHUSL
Tema 2.3. AcumMmMeTpUYHbBIC
CHCTEMBI U (POBAHUS
Tewma 2.4. Kpunro3amura
nH(pOpMaLIUU B CETAX 32
nepeayn JaHHBIX
Tema 2.5. Poccuiickue nmporpaMMHO-
anmapaTHbIC CPECTBA
KpunTorpaduueckoi 3amuThl
uH(popManuu
Tema 2.6. 3ammura nHGOpPMAITUH B
AIEKTPOHHBIX
TUTATeKHBIX CHCTEMaX
IIK 12.1- | Pa3nen 3.BBenenue Tema 3. 1 BBeneHue B TEXHOJIOTHH
3 B TEXHOJIOTHH ONoKYeiH
OK 1, 0JIOKUelH Tema 3.2 Kpunrorpaduueckue
OK7 OCHOBBI TEXHOJIOTUH OJIOKYEHH Ha 20
mwiardopme .Net
Tema 3.3. Peanuzanust TeXHOJIOTHH
6noxyeitn Ha ruiatdopme .Net
Bcero yacos: 72
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2.2. Conep:kaHue MPON3BOJACTBEHHOI NpaKTUKK

Kon n HaumeHoBanue
npodeccHoHAJIbHBIX
MOYJ1eH U TeM
Y4eOHO# NPAKTHKH

Bunnl nessreJJLHOCTH:

O0beMm
4acoB

1

Buasbi pador:

Pasnen 1. Knaccuueckue
KPHUIITOCHCTEMBI (P POBAHUS
uHpopmanuu

HIudpsl raMmmupoBaHus

HIudpoBanue nHGOPMALIUU METOIAMH CIOKHON
3aMEHBI

HIudpoBanue nHGOPMALIUN METOIAMH CIOKHOK
3aMEHBI

20

Paznen 2. CoBpemeHHbIe
KPUIITOCUCTEMBI

OCHOBBI KOMITBIOTEPHBIX METOI0B NG POBAHUS
uHpopmanuu 1o tadmuie ASCII-konoB
Xem-pyuakuus (MD5)

IudpoBanwe ¢ OTKPHITHIM KIFOYOM
Wnentudukarms u ayrentrudukaius (RSA, cxemspr
Hoppa u ®eiire-Ouara-1llamupa)

KonTposab nenoctHocTH (OUTHI YETHOCTH,
koHTpoabHbIe Mpps, CRC 1 ECC)

OnextponHas mudposas noanuck (RSA, TOCTol
34.10-94 u 34.10-2001)

32

Pa3zen 3. BBenenue B
TEXHOJIOTUHN OJIOKYEHH

Haznauenwue 61ok4eitH. OrpaHnueHUs TEXHOJIOTHH
OJIOKUECHH.

Apxutektypa 6mokueiid. [Topsaok padoTs
0JIOKYEHH-TpaH3aKILINH.

Hcnonp30BaHUE TEXHOJIOTUN OJIOKYCHH IS
OpTraHH3aINK PaCcTIPeICIICHHBIX 0a3 TaHHBIX.
Kpunrorpaduueckre 0CHOBbI TEXHOJIOTHUU OJIOKYEHH
Ha miatdopme .Net

XemmupoBanue. CTpyKTypa JaHHBIX [EMOYKH OJIOKOB
0JIOKYEHH-TEeXHOJIOTHH.

Peanu3anus rexHonoruu 610Kk4elH Ha maThopme
.Net

20

Bcero:

72
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https://www.sites.google.com/site/anisimovkhv/learning/kripto/labrab/labrab2_1

3. YCJIOBUS PEAJIM3AIIMU ITPOTPAMMBI ITPON3BOJCTBEHHOM INPAKTUKHA

3.1. TpeGoBaHusi K OCHALLIEHUIO 03 MPAKTHK:

OOopynoBaHre  TPEANPUATHIA W TEXHOJIOTMYECKOE  OCHAICHHE  Pa0O4YMX  MecT
MIPOU3BOJICTBEHHONW TPAKTUKH JIOJDKHO COOTBETCTBOBATH COACPIKAHHIO JACSITEILHOCTH W JIaeT
BO3MOXHOCTh ~ OOYy4YaroIIeMycsi OBJIAJETh MPO(PECCHOHAIBHBIMA KOMIETCHIIUSIMH TI0  BCEM
OCBaMBaeMbIM BHJAM JCSITEIBHOCTH, MPEIyCMOTPEHHBIM TIPOTPAMMOW C HCIHOJIB30BaHUEM
COBPEMEHHBIX TEXHOJIOTUH, MaTEPUAIIOB ¥ 000PYI0OBaHUSI.

3.2. UudopManuoHHoe obecnevyeHrue peain3anum NporpaMmmbl

Jliis peanu3anuu mporpaMMbl OuOIHoTedHbINH (OHI 00pa30BaTEILHON OpraHU3aINH JOKEH
UMETh T[IeYaTHbIC W/WIM DIEKTPOHHBIE O0pa3oBaTeibHblE H HH(DOPMAIIMOHHBIE PECYPCHI,
PEKOMEH/IyEeMBIX ISl MCTIOIb30BaHUS B 00pa30BaTEIbHOM MPOLIECCe

3.2.1. IleyaTHbIe U3AAHUA

Kotos, 0. A. Kpunrorpaduyeckue metoas! 3auuTsl nHbopMainuu. Ctanaaptasie mudpsl. [Hudpsr
C OTKPBITHIM KJTI04OM : yueOHoe nmocodue / FO. A. KotoB. — HoBocubupck : HI'TY, 2017. — 67 c.
— ISBN 978-5-7782-3411-6. — Tekcrt : aiekTpoHHbIii // JIaHb : 371€KTPOHHO-OMOIHOTEYHAS
cucrema. — URL.: https://e.lanbook.com/book/118230

Kopuuenko, A. A. Kpunrorpapuueckre METOAbI 3aIluThl HHPOpMaImu : yaeObHoe mocobue / A. A.
Kopuuenxko, M. JI. I'myxapeB. — Cankr-IlerepOypr : III'YIIC, [6. r.]. — Yacts 1 — 2017. — 64 c.
— ISBN 978-5-7641-1053-0. — TekcrT : aiekTpoHHbIii // JIaHb : 3J1€KTPOHHO-OMOIHOTEYHAS
cucrema. — URL: https://e.lanbook.com/book/111765
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4. KOHTPOJIb 1 OHEHKA KAYECTBA OCBOEHUSI TPOT'PAMMBI
IMPOU3BOJACTBEHHOMU ITPAKTUKHU
IIM.12 «Pa3paboTKka el eHTPAJIN30BAHHBIX IPUJIOKEHH I

KOHTpOJIB U OLICHKAa PpC3yJIbTATOB OCBOCHUA HpOH3BOI[CTBCHHOfI IMMPAKTHUKE OCYHICCTBIIACTCA
npenoaaBaTejIEM B IIPOLECCE MPOBEACHNA CEMUHAPCKUX U IMPAKTUYCCKUX 33HHTHI>1, a TaK>K€ BBIIIOJITHCHUS
06yanOH_II/IMI/IC$I WHIAUBUYAJIBbHBIX SaHaHHﬁ.

PesynbpraTsl 00yueHus

(oCBOEHHBIE YMEHMsI, yCBOCHHbIE 3HaHUs) DOpPMBI U METOJIbl KOHTPOJI M OLEHKU PE3yJIbTaToB
o0ydeHus

OCBOEHHBIE YMEHHUS:

- oTpeiesieHne cocTaBa KOH(UICHINAIBHOW HHPOPMALIUY;

- IUIAaHUPOBaHUE MEPOIPUATUH 10 3aluTe MH(OpMALMK, OpPraHU3alus UX BBIIOJIHEHUS U
WCIOJIb30BaHNE HEOOXOAMMBIX OpPTaHM3AalMOHHBIX MEp Ui TNPEeNOTBpalleHus ymepOa opraHu3anuu
(mpennpuaTUIO) B COOTBETCTBUU C ITPABOBBIMU HOPMaMU;

- UCTIOJIb30BAaHUE THUIOBBIX TEXHHYECKHX CPEJACTB 3aIIUTHl MH()OpPMAIMM W KOHTPOJIA ee
3¢ pexTUBHOCTH;

- NPUMEHEHHUE TUITOBBIX TPOTPAMMHO- allllapaTHBIX CPEJICTB 3aUTh HH(OpMaIiu

dopmaM30BaHHOE HAOIOACHHE 32 JISATSIIBHOCTHIO 00YYAIOIIETroCs Ha MPAKTUYCCKUX 3aHATHSIX.

VY cBOEHHBIE 3HAHUSL:

OTIpe/icNIieHuEe M BBIOOP KPHUMNTOTpahUUISCKUX METOJIOB B CHCTEMax 3alllUTHl TOCYJapCTBEHHOM,
KOH(MUISHIMATBHON U KoMMepueckoil mHpopmanuu pykoBogsmue nokymMmeHTsl PCTOK Poccun mo
TEXHUYECKOH 3a1uTe HHOOPMAIUU; TEXHUIECKHUE METO/IbI U CPEJICTBA

3aIUTHl HHPOPMALIHH dopmalii30BaHHOE HAOJIO/ICHUE 32 IeATEIbHOCThI0 00y4aroIerocs
Ha MPAKTUYECKUX 3aHITHIX.

COCTaB U BO3MOXKHOCTH THUIOBBIX KOHGUTYpalMii MPOTrpaMMHO-aNNapaTHBIX CPEICTB 3al[UTHI

uH(popMaIuu dopmali30BaHHOE HAOMIO/ICHUE 34 JEATEIBHOCThIO O0yUarolerocss Ha
MPAKTUYECKUX 3aHITHSIX.

pykoBogsmme gokymeHTel DOCTOK Poccum 1o TexHHYeckod 3ammuTe WHGMOpManuu;
TEXHUYECKUE METObI U CPEICTBA 3AIUTHI

uH(popMaIuu dopmalii30BaHHOE HaONIOICHHE 3a JIEATENBHOCThIO OO0ydYaromerocss Ha
MPAKTUYECKUX 3aHSATHUSX.
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