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?9>E<>4); ?9>E<K9E><= 
@<A<@G@, BFABESM<=ES > 

- 
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BC<E4A<R CD98@9FB6, 
ED98EF6 < CDBJ9EEB6 
CDBH9EE<BA4?PAB= 
89SF9?PABEF<; 
BEB59AABEF< 
CDB<;ABL9A<S; CD46<?4 
KF9A<S F9>EFB6 
CDBH9EE<BA4?PAB= 
A4CD46?9AABEF< 

#� 1.1 
#DB9>F<DB64FP 
54;O 84AAOI 

− 4A4?<;<DB64FP 
CD98@9FAGR B5?4EFP 
< 6O89?SFP 
BEAB6AO9 EGMABEF<; 
− BCD989?SFP 
FD95B64A<S > 54;9 
84AAOI; 
− D4;D454FO64FP 
>BAJ9CFG4?PAGR, 
?B7<K9E>GR < 
H<;<K9E>GR @B89?< 
54; 84AAOI; 
− CDB9>F<DB64FP 
EI9@G 54;O 84AAOI; 
− D45BF4FP E 
EB6D9@9AAO@< case-
ED98EF64@< 
CDB9>F<DB64A<S 54; 
84AAOI; 
− BCD989?SFP E6S;< 
@9:8G F45?<J4@<; 
− BCD989?SFP F<CO 
84AAOI 8?S CB?9= 
F45?<J; 
− BHBD@?9A<9 
8B>G@9AF4J<< A4 
ECDB9>F<DB64AAGR 
54;G 84AAOI 
D4;D45BF>< EI9@O 
54;O 84AAOI, 
<ECB?P;GS NoSQL 
@B89?< 84AAOI, 
F4><9 >4> 
8B>G@9AFB-
BD<9AF<DB64AAO9, 
>?RK-;A4K9A<9, 
>B?BABKAO9 < 8D. 

− BEAB6AO9 CB?B:9A<S 
F9BD<< 54; 84AAOI, 
ID4A<?<M 84AAOI, 54; 
;A4A<=; 
− BEAB6AO9 CD<AJ<CO 
EFDG>FGD<;4J<< < 
ABD@4?<;4J<< 54;O 
84AAOI; 
− BEAB6AO9 CD<AJ<CO 
CBEFDB9A<S 
>BAJ9CFG4?PAB=, 
?B7<K9E>B= < H<;<K9E>B= 
@B89?< 84AAOI; 
− @9FB8O BC<E4A<S EI9@ 
54; 84AAOI 6 EB6D9@9AAOI 
E<EF9@4I GCD46?9A<S 
54;4@< 84AAOI; 
− EFDG>FGDG 84AAOI 
E<EF9@ GCD46?9A<S 54;4@< 
84AAOI, BEAB6AO9 
CBASF<S < CD<AJ<CO 
CDB9>F<DB64A<S 54; 
84AAOI; 
− EFDG>FGDG D9?SJ<BAAB= 
54;O 84AAOI; 
− S;O> SQL < 
BEB59AABEF< 97B 
D94?<;4J<< 6 D4;?<KAOI 
E<EF9@4I GCD46?9A<S 
54;4@< 84AAOI; 
− BCF<@<;4J<R 
CDB<;6B8<F9?PABEF< 54; 
84AAOI 
CD<AJ<CO 59;BC4EABEF< 
ID4A9A<S 84AAOI 

− D4;D45BF>< 
>BAJ9CFG4?PAB= 
@B89?< 54;O 84AAOI; 
− D4;D45BF>< 
<AHB?B7<K9E>B= 
@B89?< 54;O 84AAOI; 
− D4;D45BF>< 
H<;<K9E>B= @B89?< 
54;O 84AAOI; 
− D4;D45BF>< 
FD95B64A<= > 54;9 
84AAOI 
− ABD@4?<;4J<S 
EFDG>FGDO 54;O 
84AAOI 
− 8B>G@9AF<DB64A<S 
EI9@O 54;O 84AAOI, 
6>?RK4S 8<47D4@@O 
ER < BC<E4A<S 
F45?<J; 
8B>G@9AF<DB64A<S 
CD46 8BEFGC4 < 
59;BC4EABEF< 54;O 
84AAOI, 6>?RK4S 
GK9FAO9 ;4C<E< 
CB?P;B64F9?9= < <I 
DB?< 

#� 1.2 
$4;D454FO64FP 
B5N9>FO 54; 
84AAOI 6 
EBBF69FEF6<< E 
D9;G?PF4F4@< 

− D4;D454FO64FP 
B5N9>FO 54; 84AAOI  
− EB;8464FP 
F45?<JO, <A89>EO, 
B7D4A<K9A<S < 
8DG7<9 B5N9>FO 54;O 

− BEAB6O D9?SJ<BAAB= 
@B89?< 84AAOI 
− S;O> SQL < 97B 
BEAB6AO9 >B@4A8O 
− CD<AJ<CO 
ABD@4?<;4J<< 54; 84AAOI 

D45BFO E D4;?<KAO@< 
B5N9>F4@< 54;O 
84AAOI 
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4A4?<;4 
CD98@9FAB= 
B5?4EF< 

84AAOI 
− BCF<@<;<DB64FP 
;4CDBEO > 54;9 
84AAOI 8?S 
CB6OL9A<S 
CDB<;6B8<F9?PABEF< 
− D4;D454FO64FP 
ID4A<@O9 
CDBJ98GDO < 
FD<779DO 8?S 54; 
84AAOI; 
D4;D454FO64FP 
A9B5IB8<@O9 8?S 
D4;?<KAOI 7DGCC 
CB?P;B64F9?9= 
CD98EF46?9A<S 

− CD<AJ<CO D45BFO E 
D4;?<KAO@< %'��  
− B5M<= CB8IB8 > 
BD74A<;4J<< 
CD98EF46?9A<=, F45?<J, 
<A89>EB6 < >?4EF9DB6; 
− @9FB8O BD74A<;4J<< 
J9?BEFABEF< 84AAOI; 
ECBEB5O >BAFDB?S 8BEFGC4 
> 84AAO@ < GCD46?9A<S 
CD<6<?97<S@< 

#� 1.3 
$94?<;B6O64FP 54;G 
84AAOI 6 
>BA>D9FAB= 
E<EF9@9 
GCD46?9A<S 54;4@< 
84AAOI. 

− D4;D454FO64FP 
B5N9>FO 54;O 
84AAOI, F4><9 >4> 
F45?<JO, <A89>EO < 
E6S;< @9:8G A<@<; 
− CDB7D4@@<DB64FP 
< EB;8464FP 
ID4A<@O9 
CDBJ98GDO, HGA>J<< 
< FD<779DO 8?S 
B5D45BF>< 84AAOI; 
− GCD46?SFP 
84AAO@< 6 54;9 
84AAOI, 6>?RK4S 
66B8, B5AB6?9A<9 < 
G84?9A<9 84AAOI; 
− BCF<@<;<DB64FP 
;4CDBEO < CDB6B8<FP 
@BA<FBD<A7 
CDB<;6B8<F9?PABEF< 
54;O 84AAOI; 
− D45BF4FP E NoSQL 
54;4@< 84AAOI; 
− <ECB?P;B64FP 
;4CDBEO 8?S D45BFO 
E 84AAO@< 6 NoSQL 
54;4I 84AAOI; 
BCF<@<;<DB64FP 
CDB<;6B8<F9?PABEFP 
NoSQL 54; 84AAOI. 

− BEAB6AO9 CD<AJ<CO 
EB;84A<S B5N9>FB6 54;O 
84AAOI; 
− E<AF4>E<E < BEAB6AO9 
CD<9@O D45BFO E SQL; 
− @9FB8O BCF<@<;4J<< 
;4CDBEB6 < CB6OL9A<S 
CDB<;6B8<F9?PABEF< 54;O 
84AAOI; 
− BEAB6AO9 CD<AJ<CO 
GCD46?9A<S 84AAO@< < 
B5E?G:<64A<S 54;O 
84AAOI; 
− BEAB6AO9 CD<AJ<CO 
D45BFO NoSQL 54; 
84AAOI < <I @B89?9= 
84AAOI; 
− CD9<@GM9EF64 < 
A98BEF4F>< NoSQL 
F9IAB?B7<= CB ED46A9A<R 
E D9?SJ<BAAO@< 54;4@< 
84AAOI; 
− @9FB8O BCF<@<;4J<< 
CDB<;6B8<F9?PABEF< 
NoSQL 54; 84AAOI; 
BEAB6AO9 CD<AJ<CO 
GCD46?9A<S 84AAO@< < 
B5E?G:<64A<S NoSQL 54; 
84AAOI. 

− EB;84A<S F45?<J 
54;O 84AAOI E 
BCD989?9A<9@ 
EFDG>FGDO < F<CB6 
84AAOI 8?S >4:8B7B 
4FD<5GF4;  
− BCD989?9A<S 
C9D6<KAOI < 6A9LA<I 
>?RK9= 8?S 
GEF4AB6?9A<S E6S;9= 
@9:8G F45?<J4@<; 
− EB;84A<S <A89>EB6 
8?S BCF<@<;4J<< 
;4CDBEB6 < 
CB6OL9A<S 
CDB<;6B8<F9?PABEF<; 
− D4;D45BF>< 
ID4A<@OI CDBJ98GD, 
HGA>J<= < FD<779DB6 
8?S B5D45BF>< 84AAOI 
< CB889D:>< 5<;A9E-
?B7<><; 
− 66B84, B5AB6?9A<S 
< G84?9A<S 84AAOI 6 
EBBF69FEF6<< E 
FD95B64A<S@< 5<;A9E-
CDBJ9EEB6; 
− BCF<@<;4J<< 
;4CDBEB6 8?S 
CB6OL9A<S 
CDB<;6B8<F9?PABEF< 
E<EF9@O; 
− EB;84A<S 54; 
84AAOI A4 BEAB69 
NoSQL F9IAB?B7<= 
− EB;84A<S ;4CDBEB6 
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8?S D45BFO E 84AAO@< 
6 NoSQL 54;4I 
84AAOI; 
BCF<@<;4J<< 
CDB<;6B8<F9?PABEF< 
NoSQL 54; 84AAOI, 
<ECB?P;GS <A89>EO < 
8DG7<9 F9IA<>< 

#� 1.4 
�8@<A<EFD<DB64FP 
54;O 84AAOI 

− GEF4A46?<64FP < 
A4EFD4<64FP %'��; 
− EB;8464FP < 
G84?SFP 54;O 
84AAOI; 
− EB;8464FP 
CB?P;B64F9?9= < 
A4;A4K4FP CD464 
8BEFGC4; 
− BCF<@<;<DB64FP 
;4CDBEO > 54;9 
84AAOI; 
− B59EC9K<64FP 
59;BC4EABEFP 54; 
84AAOI; 
− EB;8464FP < 
A4EFD4<64FP 54;O 
84AAOI 6 
EBBF69FEF6<< E 
FD95B64A<S@< 
5<;A9E4; 
− GCD46?SFP 
FD4A;4>J<S@< < 
>BAFDB?<DB64FP 
J9?BEFABEFP 84AAOI; 
− B59EC9K<64FP 
59;BC4EABEFP < 
GCD46?SFP 8BEFGCB@ 
> 84AAO@; 
− EB;8464FP < 
6BEEF4A46?<64FP 
D9;9D6AO9 >BC<< 
84AAOI; 
− D45BF4FP E 
<A89>E4@< < 
BCF<@<;<DB64FP 
CDB<;6B8<F9?PABEFP 
;4CDBEB6; 
− ABD@4?<;B64FP 
54;O 84AAOI < 
CDB9>F<DB64FP 
QHH9>F<6AO9 
EFDG>FGDO 84AAOI; 
− @BA<FBD<FP < 

− 4DI<F9>FGDG %'��; 
− BEAB6AO9 CD<AJ<CO 
48@<A<EFD<DB64A<S 54; 
84AAOI; 
− @9FB8O @BA<FBD<A74 < 
BCF<@<;4J<< D45BFO 54; 
84AAOI; 
− CD<AJ<CO D9;9D6AB7B 
>BC<DB64A<S < 
6BEEF4AB6?9A<S 54; 
84AAOI; 
− @9FB8O ;4M<FO 54; 
84AAOI BF 6A9LA<I G7DB;; 
− BEB59AABEF< D45BFO E 
D4;?<KAO@< %'��; 
− 3;O> SQL (Structured 
Query Language); 
− GCD46?9A<9 
FD4A;4>J<S@< < >BAFDB?P 
J9?BEFABEF< 84AAOI; 
− GCD46?9A<9 8BEFGCB@ < 
59;BC4EABEFPR 54; 
84AAOI; 
− D9;9D6AB9 >BC<DB64A<9 
< 6BEEF4AB6?9A<9 84AAOI; 
− BCF<@<;4J<R 
CDB<;6B8<F9?PABEF< 54; 
84AAOI; 
− D45BFG E <A89>E4@< < 
BCF<@<;4J<S ;4CDBEB6; 
− @BA<FBD<A7 < 4A4?<; 
CDB<;6B8<F9?PABEF<; 
− CD<AJ<CO D45BFO E 
D9?SJ<BAAO@< 54;4@< 
84AAOI; 
CD<AJ<CO D45BFO E 
A9D9?SJ<BAAO@< 54;4@< 
84AAOI 

− GEF4AB6>< < 
A4EFDB=>< %'��; 
− EB;84A<S < 
G84?9A<S 54; 84AAOI; 
− 6BEEF4AB6?9A<S 54; 
84AAOI; 
− D9;9D6AB7B 
>BC<DB64A<S 54; 
84AAOI; 
− EB;84A<S 
CB?P;B64F9?9= < 
A4;A4K9A<S CD46 
8BEFGC4; 
− BCF<@<;4J<< 
;4CDBEB6 > 54;9 
84AAOI 
@BA<FBD<A74 < 
B5E?G:<64A<S NoSQL 
54; 84AAOI, 6>?RK4S 
D9;9D6AB9 
>BC<DB64A<9 < 
6BEEF4AB6?9A<9 
84AAOI. 
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4A4?<;<DB64FP 
CDB<;6B8<F9?PABEFP 
54; 84AAOI; 
D45BF4FP E 
A9D9?SJ<BAAO@< 
54;4@< 84AAOI < 
6O5<D4FP A4<5B?99 
CB8IB8SM<= F<C 
54;O 84AAOI 8?S 
>BA>D9FAB= ;484K< 

#� 1.5 �4M<M4FP 
<AHBD@4J<R 6 54;9 
84AAOI E 
<ECB?P;B64A<9@ 
F9IAB?B7<< ;4M<FO 
<AHBD@4J<< 

− D4;D454FO64FP < 
6A98DSFP E<EF9@O 
;4M<FO 54; 84AAOI 
BF 
A9E4A>J<BA<DB64AAB
7B 8BEFGC4; 
− D4;D454FO64FP < 
6A98DSFP E<EF9@O 
D9;9D6AB7B 
>BC<DB64A<S < 
6BEEF4AB6?9A<S 54; 
84AAOI; 
− CDB6B8<FP 4G8<F 
59;BC4EABEF< 54; 
84AAOI; 
− GEF4A46?<64FP < 
A4EFD4<64FP 
@9I4A<;@O 
4GF9AF<H<>4J<< < 
46FBD<;4J<< 
CB?P;B64F9?9=; 
− EB;8464FP < 
GCD46?SFP DB?S@< < 
CD464@< 8BEFGC4 > 
84AAO@; 
− L<HDB64FP 
84AAO9 < 
B59EC9K<64FP <I 
>BAH<89AJ<4?PABEFP
; 
− >BAFDB?<DB64FP 
J9?BEFABEFP 84AAOI 
< B5A4DG:<64FP 
<;@9A9A<S; 
− <ECB?P;B64FP 
@9I4A<;@O 4G8<F4 
8?S BFE?9:<64A<S 
8BEFGC4 > 84AAO@; 
− <ECB?P;B64FP 
@9I4A<;@O 
@BA<FBD<A74 8?S 
B5A4DG:9A<S G7DB; 

− @9FB8O ;4M<FO 54; 
84AAOI BF 
A9E4A>J<BA<DB64AAB7B 
8BEFGC4; 
− @9FB8O EB;84A<S < 
6BEEF4AB6?9A<S D9;9D6AOI 
>BC<= 54; 84AAOI; 
− BEB59AABEF< D45BFO E 
D4;?<KAO@< F<C4@< 
%'��; 
− @9FB8O CDB6989A<S 
4G8<F4 59;BC4EABEF< 54; 
84AAOI; 
− CD<AJ<CO 
>D<CFB7D4H<< < @9FB8B6 
L<HDB64A<S 84AAOI; 
− EF4A84DFO < CDBFB>B?O 
59;BC4EABEF<, F4><I >4> 
SSL/TLS, SSH, Kerberos < 
8D.; 
− @9FB8O 
4GF9AF<H<>4J<< < 
46FBD<;4J<< 
CB?P;B64F9?9=, 6>?RK4S 
<ECB?P;B64A<9 C4DB?9=, 
E9DF<H<>4FB6 < 
5<B@9FD<K9E><I 84AAOI; 
− @9FB8O >BAFDB?S 
8BEFGC4, 6>?RK4S 
EB;84A<9 DB?9= < 7DGCC 
CB?P;B64F9?9=, 
GCD46?9A<9 CD464@< 
8BEFGC4 < 4G8<F 8BEFGC4 > 
84AAO@; 
− @9FB8O B5A4DG:9A<S < 
CD98BF6D4M9A<S 4F4>, 
6>?RK4S ;4M<FG BF SQL-
<AN9>J<=, DoS/DDoS-4F4> 
< 8DG7<I G7DB; 
59;BC4EABEF<; 
− @9FB8O @BA<FBD<A74 < 
4A4?<;4 :GDA4?B6 

− <ECB?P;B64A<S 
EF4A84DFAOI @9FB8B6 
;4M<FO B5N9>FB6 54;O 
84AAOI; 
− D4;D45BF>< < 
6A98D9A<S E<EF9@ 
;4M<FO 54; 84AAOI BF 
A9E4A>J<BA<DB64AAB7
B 8BEFGC4; 
− D4;D45BF>< < 
6A98D9A<S E<EF9@ 
D9;9D6AB7B 
>BC<DB64A<S < 
6BEEF4AB6?9A<S 54; 
84AAOI; 
4G8<F4 59;BC4EABEF< 
54; 84AAOI 
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59;BC4EABEF<; 
− EB;8464FP < 
GCD46?SFP 
;4M<M9AAO@< 
EB98<A9A<S@< E 
54;B= 84AAOI; 
− <ECB?P;B64FP 
@9I4A<;@O ;4M<FO 
BF SQL-<AN9>J<= < 
8DG7<I 6<8B6 4F4>; 
− EB;8464FP < 
GCD46?SFP 5Q>4C4@< 
< D9;9D6AO@< 
>BC<S@< 84AAOI; 
B59EC9K<64FP 
59;BC4EABEFP 54;O 
84AAOI CD< 
<ECB?P;B64A<< 
B5?4KAOI E9D6<EB6 

EB5OF<= 8?S B5A4DG:9A<S 
G7DB; 59;BC4EABEF< < 
4A4?<;4 
CDB<;6B8<F9?PABEF< 54;O 
84AAOI; 
− @9FB8O EB;84A<S < 
GCD46?9A<S ;4M<M9AAO@< 
EB98<A9A<S@< E 54;B= 
84AAOI, 6>?RK4S VPN-
FGAA9?< < SSL-
L<HDB64A<9; 
− @9FB8O EB;84A<S < 
GCD46?9A<S 5Q>4C4@< < 
D9;9D6AO@< >BC<S@< 
84AAOI, 6>?RK4S 
<ECB?P;B64A<9 
<A>D9@9AF4?PAOI < 
8<HH9D9AJ<4?PAOI 
5Q>4CB6; 
− @9FB8O B59EC9K9A<S 
59;BC4EABEF< 54;O 84AAOI 
CD< <ECB?P;B64A<< 
B5?4KAOI E9D6<EB6, 
6>?RK4S ;4M<FG BF GF9K>< 
84AAOI < GCD46?9A<9 
8BEFGCB@ > B5?4KAO@ 
D9EGDE4@; 
;4>BAB84F9?PEF6B < 
EF4A84DFO 59;BC4EABEF<, 
F4><9 >4> GDPR, HIPAA, 
PCI DSS < 8D. 
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"*�!"+!/�  �&�$���/ #" #$"(�%%�"!��0!" '  "�'�.  
# .01 $��$��"&��, �� �!�%&$�$"��!�� � ��-�&� ��� ��!!/) (% 

#$����0!/ � "&��&� �) 

№ ?? %>45@60=85 2>?@>A0 #@028;L=K9 >B25B #@>25@O5<K5 
:><?5B5=F88 

1.  % 97B CB@BMPR @B:AB EB;8464FP F45?<JO, 
8B546?SFP, <;@9ASFP < G84?SFP 84AAO9, 4 
F4>:9 <E>4FP AG:AGR <AHBD@4J<R& 

3;O> 
EFDG>FGD<DB64AAOI 
;4CDBEB6 (SQL) 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

2.  1FB >B@4A84 A4 S;O>9 SQL: A4=F<, 8B546<FP, 
<;@9A<FP <?< G84?<FP 84AAO9& 

�4CDBE (query) #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

3.  �4:84S EFDB>4 4 B8A4 ;4C<EP (A4CD<@9D, 
EFG89AF), >4:8O= EFB?59J 4 E6B=EF6B (<@S, 
6B;D4EF, 7DGCC4)& 

&45?<J4 6 
D9?SJ<BAAB= 54;9 

84AAOI 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

4.  #B@B749F FBKAB A4=F< B8AG EFDB>G, A9 
C9D9CGF46 9ё E 8DG7B=. !9 @B:9F CB6FBDSFPES 
< 5OFP CGEFO@& 
 

#9D6<KAO= >?RK 
(Primary Key) 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

5.  �O5<D49F AG:AO9 EFB?5JO < EFDB>< <; 
F45?<JO, @B:AB 8B546<FP GE?B6<S (WHERE) 
< EBDF<DB6>G (ORDER BY)& 

"C9D4FBD SELECT #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

6.  )D4A<F 84AAO9 6 G8B5AB@ HBD@4F9: 
8B>G@9AFO, C4DO «>?RK-;A4K9A<9», >B?BA>< 
<?< 7D4HO.& 

NoSQL 54;4 84AAOI #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

7.  "8<A 8B>G@9AF EB89D:<F 6E9 84AAO9 B5 
B5N9>F9, 84:9 6?B:9AAO9 EC<E>< < B5N9>F& 

�B>G@9AFA4S 54;4 
84AAOI 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

8.  )D4A<F CDBEFO9 C4DO: key → value. �BEFGC > 
84AAO@ BK9AP 5OEFDO=, CB B8AB@G >?RKG& 

�4;4 84AAOI «>?RK-
;A4K9A<9» 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
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"� 1-"� 9 
9.  �4AAO9 E BEAB6AB7B E9D69D4 46FB@4F<K9E>< 

C9D984RFES A4 B8<A <?< A9E>B?P>B 
8BCB?A<F9?PAOI & 

$9C?<>4J<S 54;O 
84AAOI 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

10.  $4;89?9A<9 5B?PLB= 54;O A4 K4EF<, >BFBDO9 
ID4ASFES A4 D4;AOI E9D69D4I& 

�BD<;BAF4?PAB9 
@4ELF45<DB64A<9 
(L4D8<DB64A<9) 6 

NoSQL 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

11.  & - QFB CDB7D4@@4, >BFBD4S ID4A<F, EBDF<DG9F 
< 6O84ёF 84AAO9. "A4 CD<A<@49F >B@4A8O BF 
CD<?B:9A<=, CDB69DS9F <I, D45BF49F E 
H4=?4@< A4 8<E>9 < 6B;6D4M49F D9;G?PF4F. 

%'�� (%<EF9@4 
GCD46?9A<S 54;4@< 

84AAOI) 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

12.  & - QFB CDBJ9EE ;47DG;>< < A4EFDB=>< 
CDB7D4@@O-%'�� A4 >B@CPRF9D9-E9D69D9. 
�>?RK49F: E>4K<64A<9 C4>9F4, ;4CGE> 
GEF4AB6M<>4, 6O5BD C4D4@9FDB6 (CBDF, 
>B8<DB6>4, C4DB?P 48@<A<EFD4FBD4), ;4CGE> 
E?G:5O. 
 

'EF4AB6>4 %'�� A4 
E9D69D 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

13.  & - QFB KёFA4S ;4C<EP, CB8 >BFBDB= @B:AB 
CB8>?RK<FPES > %'��. ' >4:8B7B 
CB?P;B64F9?S 9EFP <@S, C4DB?P < A45BD CD46: 
KFB @B:AB 89?4FP (K<F4FP, C<E4FP, G84?SFP) < 
E >4><@< 54;4@<. 

#B?P;B64F9?P 54;O 
84AAOI 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

14.  & - QFB D4;D9L9A<9 A4 BCD989?ёAAO9 
89=EF6<S E 84AAO@<. #D464 6O84RFES A4 
GDB69AP: E9D69D → 54;4 → F45?<J4 → 
EFB?59J. "EAB6AO9: SELECT (K<F4FP), 
INSERT (8B546?SFP), UPDATE (@9ASFP), 
DELETE (G84?SFP). 

#D464 8BEFGC4 
(CD<6<?97<<) 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

15.  & - QFB >BC<S 6E9I 84AAOI, EBID4AёAA4S 
BF89?PAB A4 E?GK4= E5BS. %B;84ёFES 
EC9J<4?PAB= >B@4A8B= %'�� <?< E>D<CFB@. 
 B:9F 5OFP CB?AB= (6ES 54;4) <?< K4EF<KAB= 
(FB?P>B 64:AO9 F45?<JO). 

$9;9D6A4S >BC<S 
(5Q>4C) 54;O 84AAOI 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

16.  & - QFB CDBJ9EE 6B;6D4F4 84AAOI <; 
D9;9D6AB= >BC<< CBE?9 E5BS. �4CGE>49FES 
>B@4A8B= %'��, >BFBD4S K<F49F H4=? 5Q>4C4 
< 6BEEB;84ёF F45?<JO < 84AAO9. 

�BEEF4AB6?9A<9 
54;O 84AAOI 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

17.  & - QFB H4=?, >G84 %'�� ;4C<EO649F 6Eё 
64:AB9, KFB E A9= CDB<EIB8<F. � ?B7 

�B7 (:GDA4? 
EB5OF<=) %'�� 

#� 1.1 
#� 1.2 
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CBC484RF: CB8>?RK9A<S CB?P;B64F9?9=, 
BL<5><, @98?9AAO9 ;4CDBEO, ;4CGE> < 
BEF4AB6>4 E?G:5O. 

#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

18.  & - QFB CBEFBSAAB9 A45?R89A<9 ;4 D45BFB= 
%'��. �>?RK49F BFE?9:<64A<9: ;47DG;>< 
CDBJ9EEBD4, C4@SF<, @9EF4 A4 8<E>9, 
>B?<K9EF64 CB8>?RK9A<=, 6D9@9A< 
6OCB?A9A<S ;4CDBEB6. 

 BA<FBD<A7 54;O 
84AAOI 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

19.  & - QFB CDB69D>4, >FB FO: «FO 89=EF6<F9?PAB 
FBF, ;4 >B7B E95S 6O84ёLP?». %'�� 
ED46A<649F 6698ёAAB9 <@S < C4DB?P E 
84AAO@< 6 E6B9= F45?<J9 CB?P;B64F9?9=. 
 B:9F <ECB?P;B64FP < 8DG7<9 ECBEB5O: 
E9DF<H<>4FO, IP-48D9E4. 

�GF9AF<H<>4J<S 6 
%'�� 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

20.  & - QFB CD9B5D4;B64A<9 84AAOI 6 A9K<F49@O= 
6<8 8?S CBEFBDBAA<I. �4AAO9 L<HDGRFES 
CD< ;4C<E< A4 8<E> (L<HDB64A<9 «A4 
BF8OI9») <?< CD< C9D984K9 CB E9F< 
(L<HDB64A<9 «6 86<:9A<<»). 

,<HDB64A<9 84AAOI 
6 %'�� 

#� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

 

&�%& 

 (A ?@028;L=K<8 >B25B0<8)  
№ ?? %>45@60=85 2>?@>A0 #@028;L=K9 

>B25B 
#@>25@O5<K5 
:><?5B5=F88 

1.  SQL (Structured Query Language) 3 QFB & 
4) S;O> CDB7D4@@<DB64A<S 8?S EB;84A<S E4=FB6 
5) S;O> 8?S B5M9A<S E 54;B= 84AAOI 
6) CDB7D4@@4 8?S D<EB64A<S EI9@ 54; 84AAOI 

1. 7) BC9D4J<BAA4S E<EF9@4 8?S E9D69DB6 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

2.  �B@4A84 SELECT 6 SQL <ECB?P;G9FES 8?S & 
4) G84?9A<S 84AAOI <; F45?<JO 
5) <;@9A9A<S EFDG>FGDO F45?<JO 
6) 6O5BD4 < CDBE@BFD4 84AAOI <; F45?<JO 
7) EB;84A<S AB6B7B CB?P;B64F9?S 54;O 84AAOI 

2 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

3.  &45?<J4 6 D9?SJ<BAAB= 54;9 84AAOI 3 QFB & 
4) A45BD A9E6S;4AAOI H4=?B6 
5) EFDG>FGD4 <; EFDB> < EFB?5JB6, 789 ID4ASFES 
84AAO9 
6) CDB7D4@@4 8?S B5D45BF>< ;4CDBEB6 
7) :GDA4? EB5OF<= E9D69D4 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

4.  #9D6<KAO= >?RK (Primary Key) 6 F45?<J9 3 QFB & 
4) CB?9, >BFBDB9 @B:9F CB6FBDSFPES G D4;AOI ;4C<E9= 
5) CB?9, >BFBDB9 ID4A<F C4DB?P CB?P;B64F9?S 
6) GA<>4?PAB9 CB?9, >BFBDB9 FBKAB <89AF<H<J<DG9F 
>4:8GR ;4C<EP 
7) CB?9, >BFBDB9 46FB@4F<K9E>< G84?S9F EF4DO9 
84AAO9 

2 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 
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5.  "C9D4FBD WHERE 6 ;4CDBE9 SQL AG:9A 8?S & 
4) EBDF<DB6>< D9;G?PF4FB6 CB 4?H46<FG 
5) H<?PFD4J<< EFDB> CB ;484AAB@G GE?B6<R 
6) B5N98<A9A<S A9E>B?P><I F45?<J 
7) EB;84A<S D9;9D6AB= >BC<< 84AAOI 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

6.  NoSQL 54;4 84AAOI 3 QFB & 
4) 54;4 84AAOI 59; F45?<J < EFDB7B= EFDG>FGDO, 8?S 
7<5>B7B ID4A9A<S 84AAOI 
5) 54;4 84AAOI, >BFBD4S D45BF49F FB?P>B A4 S;O>9 
SQL  
6) CDB7D4@@4 8?S C9D96B84 ;4CDBEB6 E DGEE>B7B A4 
4A7?<=E><= 
7) GEF4D96L<= F<C 54; 84AAOI, >BFBDO= 5B?PL9 A9 
<ECB?P;G9FES 

0 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

7.  �B>G@9AFA4S 54;4 84AAOI (A4CD<@9D, MongoDB) 
ID4A<F 84AAO9 6 HBD@4F9 & 
4) FB?P>B 6 6<89 CDBEFOI K<E9? 
5) FB?P>B 6 6<89 7D4H<K9E><I <;B5D4:9A<= 
6) <E>?RK<F9?PAB 6 86B<KAB@ >B89 59; 6B;@B:ABEF< 
KF9A<S 
7) 6 6<89 8B>G@9AFB6, CBIB:<I A4 JSON 

3 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

8.  �4;4 84AAOI F<C4 «>?RK-;A4K9A<9» (A4CD<@9D, Redis) 
D45BF49F CB CD<AJ<CG & 
4) CB<E>4 84AAOI CB E?B:AO@ GE?B6<S@ 6 A9E>B?P><I 
F45?<J4I 
5) ID4A9A<S C4D: CB GA<>4?PAB@G >?RKG 5OEFDB 
A4IB8<FES AG:AB9 ;A4K9A<9 
6) 46FB@4F<K9E>B7B G84?9A<S 6E9I 84AAOI >4:8O9 24 
K4E4 

1. 7) L<HDB64A<S 84AAOI 59; 6B;@B:ABEF< 
6BEEF4AB6?9A<S 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

9.  �?46AB9 CD9<@GM9EF6B NoSQL 54; 84AAOI C9D98 
D9?SJ<BAAO@< 3 QFB & 
4) B5S;4F9?PAB9 <ECB?P;B64A<9 S;O>4 SQL 
5) EFDB74S H<>E<DB64AA4S EI9@4 F45?<J 
6) 7<5>BEFP EFDG>FGDO < 6B;@B:ABEFP 
7BD<;BAF4?PAB7B @4ELF45<DB64A<S 

1. 7) D45BF4 FB?P>B A4 B8AB@ E9D69D9 

2 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

10.  �B784 J9?9EBB5D4;AB 6O5D4FP NoSQL 54;G 84AAOI 
6@9EFB SQL? 
4) >B784 AG:A4 EFDB74S J9?BEFABEFP 84AAOI < 
E?B:AO9 E6S;< @9:8G F45?<J4@< 
5) >B784 6 >B@4A89 A9F CDB7D4@@<EFB6  
6) >B784 CDB9>F A95B?PLB= < D45BF49F A4 B8AB@ 
>B@CPRF9D9 
7) >B784 84AAO9 <@9RF D4;AGR EFDG>FGDG < 5OEFDB 
@9ASRFES, 4 A47DG;>4 BK9AP 6OEB>4S 

3 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

11.  %'�� (%<EF9@4 GCD46?9A<S 54;4@< 84AAOI) 3 QFB & 
4) CDB7D4@@4 8?S EB;84A<S CD9;9AF4J<= 
5) CDB7D4@@4 8?S ID4A9A<S, B5D45BF>< < 6O84K< 
84AAOI ✅ 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
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6) 4AF<6<DGE 8?S ;4M<FO E9D69D4 
7) F9>EFB6O= D984>FBD 8?S A4C<E4A<S >B84 

#� 1.5 
"� 1-"� 9 

12.  #D< GEF4AB6>9 %'�� A4 E9D69D B5S;4F9?PAB AG:AB 
;484FP & 
4) J69F <AF9DH9=E4 CDB7D4@@O 

5) C4DB?P 8?S CB?P;B64F9?S-48@<A<EFD4FBD4 ✅ 
6) <@S 8B@4LA97B C<FB@J4 48@<A<EFD4FBD4 
7) EFD4AG CDB:<64A<S D4;D45BFK<>B6 
 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

13.  %?G:54 %'�� 3 QFB & 
4) 8B>G@9AF E <AEFDG>J<9= CB GEF4AB6>9 
5) HBAB6O= CDBJ9EE, >BFBDO= B59EC9K<649F D45BFG 
54;O 84AAOI 
6) CDB7D4@@4 8?S D<EB64A<S EI9@ F45?<J 
7) :GDA4? CBE9M9A<= E4=F4 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

14.  #BDF %'�� (A4CD<@9D, 5432 8?S PostgreSQL) AG:9A 
8?S & 
4) CB8>?RK9A<S >?<9AFB6 < CD<?B:9A<= > E9D69DG 
54;O 84AAOI 
5) BFCD46>< Q?9>FDBAAB= CBKFO 48@<A<EFD4FBDG 
6) 46FB@4F<K9E>B7B B5AB6?9A<S BC9D4J<BAAB= 
E<EF9@O 
7) EB;84A<S D9;9D6AOI >BC<= CB D4EC<E4A<R 

0 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

15.  #B?P;B64F9?P 54;O 84AAOI 3 QFB & 
4) ?R5B= K9?B69>, >BFBDO= ;4Lё? A4 E4=F 
5) GKёFA4S ;4C<EP E <@9A9@ < C4DB?9@ 8?S 
CB8>?RK9A<S > %'�� 
6) CDB7D4@@4, >BFBD4S 46FB@4F<K9E>< G84?S9F 84AAO9 
7) H4=? E A4EFDB=>4@< E9D69D4 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

16.  #D464 8BEFGC4 SELECT CB;6B?SRF CB?P;B64F9?R & 
4) G84?SFP F45?<JO <; 54;O 84AAOI 
5) <;@9ASFP EFDG>FGDG F45?<J 
6) FB?P>B K<F4FP (6O5<D4FP) 84AAO9 <; F45?<J 
7) EB;8464FP AB6OI CB?P;B64F9?9= 

2 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

17.  �B@4A84 GRANT 6 SQL <ECB?P;G9FES 8?S & 
4) G84?9A<S CB?P;B64F9?S <; 54;O 84AAOI 
5) 6O84K< CD46 8BEFGC4 CB?P;B64F9?R 
6) EB;84A<S D9;9D6AB= >BC<< 54;O 
7) CDBE@BFD4 :GDA4?4 EB5OF<= 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

18.  $B?P 6 %'�� 3 QFB & 
4) A45BD CD46, >BFBDO= @B:AB 6O84FP B8AB@G <?< 
A9E>B?P><@ CB?P;B64F9?S@ 
5) 8B?:ABEFP 48@<A<EFD4FBD4 6 LF4FAB@ D4EC<E4A<< 
6) <@S E9D69D4 6 E9F< 
7) F<C D9;9D6AB7B >BC<DB64A<S 

0 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

19.  $9;9D6A4S >BC<S (5Q>4C) 54;O 84AAOI 3 QFB & 
4) >BC<S 84AAOI, EBID4AёAA4S BF89?PAB 8?S 
6BEEF4AB6?9A<S CD< E5B9 
5) K9DAB6<> ;4CDBE4, >BFBDO= 9Mё A9 6OCB?A9A 
6) 6D9@9AAO= H4=?, >BFBDO= G84?S9FES CBE?9 

0 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
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C9D9;47DG;>< 
7) E>D<ALBF Q>D4A4 E 84AAO@< 

"� 1-"� 9 

20.  #B?AB9 D9;9D6AB9 >BC<DB64A<9 3 QFB & 
4) >BC<DB64A<9 FB?P>B AB6OI 84AAOI ;4 CBE?98A<= 
K4E 
5) >BC<DB64A<9 6E9= 54;O 84AAOI J9?<>B@ 
6) >BC<DB64A<9 FB?P>B EFDG>FGDO F45?<J 59; 84AAOI 
7) >BC<DB64A<9 FB?P>B <@ёA CB?P;B64F9?9= 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

21.  �BEEF4AB6?9A<9 54;O 84AAOI <; 5Q>4C4 3 QFB & 
4) CDBJ9EE G84?9A<S EF4DOI 84AAOI 8?S 
BE6B5B:89A<S @9EF4 
5) CDBJ9EE GEF4AB6>< B5AB6?9A<= %'��  
6) CDBJ9EE E@9AO C4DB?S 48@<A<EFD4FBD4 
7) CDBJ9EE 6B;6D4F4 84AAOI <; D9;9D6AB= >BC<< CBE?9 
E5BS 

3 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

22.  �4> K4EFB D9>B@9A8G9FES 89?4FP D9;9D6AO9 >BC<< 
64:AB= 54;O 84AAOI? 
4) B8<A D4; CD< GEF4AB6>9 E9D69D4 
5) FB?P>B >B784 84AAO9 G:9 CBF9DSAO 
6) D97G?SDAB CB D4EC<E4A<R 
(9:98A96AB/9:9A989?PAB) 
7) A<>B784, QFB ?<LASS FD4F4 @9EF4 

2 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

23.  �B7 (:GDA4? EB5OF<=) %'�� 3 QFB & 
4) H4=?, >G84 ;4C<EO64RFES 64:AO9 EB5OF<S: BL<5><, 
CB8>?RK9A<S, ;4CDBEO 
5) CDB7D4@@4 8?S GE>BD9A<S D45BFO 54;O 84AAOI 
6) EC<EB> 6E9I CB?P;B64F9?9= E <I C4DB?S@< 6 
BF>DOFB@ 6<89 
7) 7D4H<K9E>4S EI9@4 EFDG>FGDO 54;O 84AAOI 

0 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

24.   BA<FBD<A7 54;O 84AAOI 3 QFB & 

4) CDBJ9EE GEF4AB6>< AB6B= 69DE<< %'�� 

5) CBEFBSAAB9 A45?R89A<9 ;4 C4D4@9FD4@< D45BFO: 
;47DG;>4, C4@SFP, ;4CDBEO 

6) CDBJ9EE EB;84A<S AB6OI F45?<J < CB?P;B64F9?9= 
7) CDBJ98GD4 G84?9A<S GEF4D96L<I 84AAOI 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

25.  �E?< 6 ?B79 CBS6<?4EP ;4C<EP «ERROR: connection 
refused», QFB ;A4K<F & 

4) 54;4 84AAOI GEC9LAB EB;84?4 D9;9D6AGR >BC<R 

5) >FB-FB CBCOF4?ES CB8>?RK<FPES, AB 8BEFGC 5O? 
BF>?BAёA 
6) 6E9 84AAO9 46FB@4F<K9E>< ;4L<HDB64AO 

7) E9D69D C9D9;47DG;<?ES CB D4EC<E4A<R 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

26.   98?9AAO= ;4CDBE 3 QFB & 

4) ;4CDBE, >BFBDO= 6OCB?AS9FES 8B?PL9 B5OKAB7B < 
@B:9F FBD@B;<FP D45BFG 
5) ;4CDBE, A4C<E4AAO= E BL<5>4@< 6 E<AF4>E<E9 
6) ;4CDBE, >BFBDO= EB;84ёF AB6B7B CB?P;B64F9?S 
7) ;4CDBE A4 EB;84A<9 D9;9D6AB= >BC<< 

0 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

27.  �GF9AF<H<>4J<S 6 %'�� 3 QFB & 0 #� 1.1 
#� 1.2 
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4) CDBJ9EE CDB69D>< <@9A< < C4DB?S CB?P;B64F9?S CD< 
CB8>?RK9A<< 
5) CDBJ9EE E:4F<S 54;O 84AAOI 8?S Q>BAB@<< @9EF4 
6) CDBJ9EE 46FB@4F<K9E>B7B B5AB6?9A<S F45?<J 

7) CDBJ9EE Q>ECBDF4 84AAOI 6 F9>EFB6O= H4=? 

#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

28.  ,<HDB64A<9 84AAOI CD< C9D984K9 (A4CD<@9D, SSL) 
AG:AB 8?S & 

4) GE>BD9A<S 6OCB?A9A<S ;4CDBEB6 
5) 46FB@4F<K9E>B7B EB;84A<S D9;9D6AOI >BC<= 
6) ;4M<FO 84AAOI BF C9D9I64F4 CD< C9D984K9 CB E9F< 

7) <;@9A9A<S >B8<DB6>< F9>EF4 A4 DGEE>B@ 

2 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

29.  #BK9@G A9 D9>B@9A8G9FES CB8>?RK4FPES > 54;9 
84AAOI CB8 CB?P;B64F9?9@ admin 6 CD<?B:9A<<? 
4) CBFB@G KFB G QFB7B CB?P;B64F9?S E?<L>B@ 8?<AAB9 
<@S 
5) CBFB@G KFB CD< 6;?B@9 ;?BG@OL?9AA<> CB?GK<F 
CB?AO9 CD464 A4 6Eё 
6) CBFB@G KFB QFBF CB?P;B64F9?P A9 @B:9F 6OCB?ASFP 
;4CDBEO SELECT 

7) CBFB@G KFB QFB ;4@98?S9F D45BFG E9D69D4 6 10 D4; 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 

30.  �D4A8@4GQD (H49D6B?) A4 E9D69D9 %'�� AG:9A 8?S & 

4) 46FB@4F<K9E>B7B EB;84A<S 5Q>4CB6 >4:8O= K4E 
5) H<?PFD4J<< E9F96B7B FD4H<>4 < 5?B><DB6>< 
A9:9?4F9?PAOI CB8>?RK9A<= 

6) GE>BD9A<S 6OCB?A9A<S E?B:AOI ;4CDBEB6 
7) <;@9A9A<S 6A9LA97B 6<84 <AF9DH9=E4 
48@<A<EFD4FBD4 

1 #� 1.1 
#� 1.2 
#� 1.3 
#� 1.4 
#� 1.5 
"� 1-"� 9 
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4.  �&�$���/ ��/ #$"����!�/ #$" ��'&"+!"� �&&�%&�*�� #" 
#$"(�%%�"!��0!" '  "�'�. 

 

4.1. &8?>2K5 7040=8O 4;O >F5=:8 >A2>5=8O  ��.01.01 #@>5:B8@>20=85 8 @07@01>B:0 
107 40==KE 

�>?@>AK 4;O ?>43>B>2:8 : M:70<5=C/70GёBC 
1. "5M<= CB8IB8 > BD74A<;4J<< CD98EF46?9A<=, F45?<J, <A89>EB6 < >?4EF9DB6.  
2. �A89>EO < BCF<@<;4J<S ;4CDBEB6.  
3. #BASF<9 <A89>EB6.  
4. !4;A4K9A<9 <A89>EB6.   
5. %B;84A<9 <A89>EB6.  
6. "CF<@<;4J<S ;4CDBEB6.  
7. �A4?<; CDB<;6B8<F9?PABEF< ;4CDBEB6.  
8. �ECB?P;B64A<9 EXPLAIN 8?S 4A4?<;4 6OCB?A9A<S ;4CDBE4. 
9. #BASF<9 ID4A<@B= CDBJ98GDO.  
10. %B;84A<9 < E<AF4>E<E ID4A<@OI CDBJ98GD.  
11. "EAB6AO9 >BAEFDG>J<< ID4A<@B= CDBJ98GDO: GE?B6AO9 >BAEFDG>J<< < J<>?O.  
12. �O;B6 ID4A<@OI CDBJ98GD.  
13. 'CD46?9A<9 ID4A<@O@< CDBJ98GD4@<.  
14. �GDEBDAO9 BC9D4J<< 6 ID4A<@OI CDBJ98GD4I.  
15. "5D45BF>4 BL<5B> 6AGFD< ID4A<@OI CDBJ98GD.  
16. �9A9D4J<S <E>?RK9A<= < EBB5M9A<= B5 BL<5>4I.  
17. �4M<F4 BF SQL-<AN9>J<= E CB@BMPR ID4A<@OI CDBJ98GD.  
18. �ECB?P;B64A<9 C4D4@9FD<;B64AAOI ;4CDBEB6. 
19. #BASF<9 FD<779D4. %<AF4>E<E EB;84A<S FD<779DB6.  
20. '>4;4A<9 EB5OF<=, 6O;O64RM<I ED454FO64A<9 FD<779DB6: 6EF46>4, B5AB6?9A<9, G84?9A<9.  
21.  9I4A<;@ ED454FO64A<S FD<779D4.  
22. �BEFGC > <;@9A9AAO@ 84AAO@.  
23. 'CD46?9A<9 FD<779D4@<.  
24. "5D45BF>4 BL<5B> 6AGFD< FD<779D4. 
25. �9A9D4J<S <E>?RK9A<= < EBB5M9A<= B5 BL<5>4I. 
26. &D4A;4>J<< < 5?B><DB6>4. #BASF<9 FD4A;4>J<< < ACID-CD<AJ<CO.  
27. �B@4A8O GCD46?9A<S FD4A;4>J<S@<. �?B><DB6>< < GDB6A< <;B?SJ<< FD4A;4>J<=.  
28. #DB5?9@O, E6S;4AAO9 E C4D4??9?<;@B@.  
29. 'CD46?9A<9 FD4A;4>J<S@< < >BAFDB?P J9?BEFABEF< 84AAOI.  
30. "F?48>4 < @BA<FBD<A7 FD4A;4>J<= < 5?B><DB6B>.  
31. �AEFDG@9AFO 8?S BFE?9:<64A<S EBEFBSA<S FD4A;4>J<=.  
32. �A4?<; 5?B><DB6B> < GEFD4A9A<9 FGC<>B6. 
33. "EAB6AO9 CBASF<S < <EFBD<S D4;6<F<S NoSQL F9IAB?B7<=.   
34. #D9<@GM9EF64 < A98BEF4F>< NoSQL F9IAB?B7<= CB ED46A9A<R E D9?SJ<BAAO@< 54;4@< 
84AAOI.  
35. &<CO NoSQL 54; 84AAOI. 
36. �?RK-;A4K9A<9 54;O 84AAOI.  
37. "EAB6AO9 CD<AJ<CO D45BFO >?RK-;A4K9A<9 54; 84AAOI.  
38. #D<@9D <ECB?P;B64A<S Redis: GEF4AB6>4, BEAB6AO9 >B@4A8O, F<CO 84AAOI.  
39. #D<@9A9A<9 < EJ9A4D<< <ECB?P;B64A<S >?RK-;A4K9A<9 54; 84AAOI.  
40. �B>G@9AFB-BD<9AF<DB64AAO9 54;O 84AAOI.  
41. #BCG?SDAO9 E<EF9@O: MongoDB, Couchbase, Firebase.  
42. %FDG>FGD4 8B>G@9AFB6 < EI9@O 84AAOI.  
43. �4CDBEO < <A89>E4J<S 6 document-oriented 54;4I.   
44. $94?PAO9 CD<@9DO <ECB?P;B64A<S. 
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45. �B?BABKAO9 54;O 84AAOI.  
46. �DI<F9>FGD4 >B?BABKAOI 54; 84AAOI.   
47. "5?4EF< CD<@9A9A<S.  
48. �BAJ9CJ<< >B?BAB> BD<9AF<DB64AAB7B CB8IB84.  
49. %<EF9@O F<C4 Cassandra, HBase.  
50. �D4HB6O9 54;O 84AAOI.  
51. "EAB6AO9 CBASF<S 7D4HB6: G;?O, D95D4, E6B=EF64.  
52. #D<@9DO ;4CDBEB6 > 7D4H4@: S;O> ;4CDBEB6 Cypher.  
53. %J9A4D<< <ECB?P;B64A<S 7D4HB6OI 54; 84AAOI. 
54. #DB9>F<DB64A<9 EI9@ 84AAOI 6 NoSQL. CAP-F9BD9@4 < 9ё ;A4K9A<9.  
55. #B8IB8O > 89ABD@4?<;4J<< 84AAOI.  
56. #4FF9DAO CDB9>F<DB64A<S 8?S D4;AOI F<CB6 NoSQL 54; 84AAOI.  
57. 'CD46?9A<9 >BAE<EF9AFABEFPR < 8BEFGCABEFPR 84AAOI. 
58.  9FB8O BCF<@<;4J<< CDB<;6B8<F9?PABEF< NoSQL E<EF9@ GCD46?9A<S 54;4@< 84AAOI.  
59. "EAB6AO9 CD<AJ<CO GCD46?9A<S 84AAO@< < B5E?G:<64A<S NoSQL E<EF9@ GCD46?9A<S 
54;4@< 84AAOI 
60. "EAB6AO9 CBASF<S < <EFBD<S D4;6<F<S NoSQL F9IAB?B7<=.   
61. #D9<@GM9EF64 < A98BEF4F>< NoSQL F9IAB?B7<= CB ED46A9A<R E D9?SJ<BAAO@< 54;4@< 
84AAOI.  
62. &<CO NoSQL 54; 84AAOI. 

 

#@8<5@K ?@0:B8G5A:8E 7040=89 

1. %B;84A<9 < <ECB?P;B64A<9 <A89>EB6 8?S GE>BD9A<S CB<E>4. '84?9A<9 < C9D9EB;84A<9 
<A89>EB6. "CF<@<;4J<S ;4CDBEB6 E <ECB?P;B64A<9@ EXPLAIN. #D<@9A9A<9 <A89>EB6 6 E?B:AOI 
;4CDBE4I. �ECB?P;B64A<9 K4EF<KAOI <A89>EB6 < <A89>EB6 CB 6OD4:9A<S@. $45BF4 E EBEF46AO@< 
<A89>E4@<.   
2. $4;D45BF>4 A9B5IB8<@OI 8?S D4;?<KAOI 7DGCC CB?P;B64F9?9= CD98EF46?9A<S 
3. �A4?<; ?B7B6 BL<5B> < @98?9AAOI ;4CDBEB6. "CF<@<;4J<S ;4CDBEB6. #BEFDB9A<9 < 4A4?<; 
C?4A4 6OCB?A9A<S ;4CDBEB6. "CF<@<;4J<S EFDG>FGDO F45?<J < <A89>EB6. #DBH<?<DB64A<9 
;4CDBEB6.  BA<FBD<A7 < 4A4?<; CDB<;6B8<F9?PABEF< ;4CDBEB6 
4. %B;84A<9 < <ECB?P;B64A<9 CDBEFOI CB?P;B64F9?PE><I HGA>J<=. %B;84A<9 CB?P;B64F9?PE><I 
HGA>J<= 8?S D45BFO E F9>EFB6O@< 84AAO@< < 84F4@<. �?B:9AAO9 CB?P;B64F9?PE><9 HGA>J<<. 
"5D45BF>4 BL<5B> 6 CB?P;B64F9?PE><I HGA>J<SI. �ECB?P;B64A<9 CB?P;B64F9?PE><I HGA>J<= 6 
;4CDBE4I. %B;84A<9 CB?P;B64F9?PE><I HGA>J<= 8?S D45BFO E JSON-84AAO@<. 
5. %B;84A<9 CDBEFB= ID4A<@B= CDBJ98GDO 8?S 6EF46>< 84AAOI. %B;84A<9 ID4A<@B= 
CDBJ98GDO 8?S B5AB6?9A<S BCD989?9AAB7B CB?S 6 F45?<J9 A4 BEAB64A<< A9>BFBDB7B >D<F9D<S. 
%B;84A<9 ID4A<@B= CDBJ98GDO, CD<A<@4RMGR C4D4@9FDO 8?S H<?PFD4J<< 84AAOI < 
6B;6D4M4RMGR D9;G?PF4F 6 6<89 A45BD4 EFDB>. %B;84A<9 ID4A<@B= CDBJ98GDO E <ECB?P;B64A<9@ 
>GDEBD4 8?S CBE?98B64F9?PAB= B5D45BF>< ;4C<E9=. %B;84A<9 ID4A<@B= CDBJ98GDO EB 6EFDB9AAB= 
B5D45BF>B= BL<5B>. %B;84A<9 E?B:AB= ID4A<@B= CDBJ98GDO E A9E>B?P><@< C4D4@9FD4@<, 
6OCB?ASRMGR A9E>B?P>B BC9D4J<= A48 84AAO@<. "CF<@<;4J<S ID4A<@OI CDBJ98GD. 
6. %B;84A<9 CDBEFB7B FD<779D4 8?S 4G8<F4 <;@9A9A<=. #DB69D>4 >BDD9>FABEF< 84AAOI E 
CB@BMPR FD<779DB6. �6FB@4F<K9E>B9 ;4CB?A9A<9 CB?9= E CB@BMPR FD<779D4. %B;84A<9 FD<779D4, 
;4CD9M4RM<= G84?9A<9 ;4C<E9= <; F45?<JO, 9E?< BA< E6S;4AO E 8DG7<@< F45?<J4@<. %B;84A<9 
FD<779D4, >BFBDO= D94?<;G9F >4E>48AB9 B5AB6?9A<9 E6S;4AAB= <AHBD@4J<<. %B;84A<9 FD<779D4 EB 
E?B:AB= ?B7<>B=, 6>?RK4RM9= B5D45BF>G BL<5B>. "CF<@<;4J<S FD<779D4 E <ECB?P;B64A<9@ 
6D9@9AAOI F45?<J. 
7. 'CD46?9A<9 FD4A;4>J<S@<. !4EFDB=>4 GDB6A9= <;B?SJ<< FD4A;4>J<=. �A4?<; < D9L9A<9 
CDB5?9@O 7DS;AB7B KF9A<S. !9CB6FBDS9@B9 KF9A<9 < H4AFB@AB9 KF9A<9: 8<47ABEF<>4 < 
<ECD46?9A<9. �6FB@4F<K9E>B9 < DGKAB9 GCD46?9A<9 5?B><DB6>4@< 6 SQL. 
8. $45BF4 E D4;?<KAO@< F<C4@< NoSQL E<EF9@ GCD46?9A<S 54;4@< 84AAOI 
9. %B;84A<S ;4CDBEB6 8?S D45BFO E 84AAO@< 6 NoSQL 54;4I 84AAOI 
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10. "CF<@<;4J<< CDB<;6B8<F9?PABEF< NoSQL E<EF9@ GCD46?9A<S 54; 84AAOI, <ECB?P;GS 
<A89>EO < 8DG7<9 F9IA<>< 
11. !4EFDB=>4 < GCD46?9A<9 NoSQL E<EF9@4@< GCD46?9A<S 54;4@< 84AAOI 

   
4.2. &8?>2K5 7040=8O 4;O >F5=:8 >A2>5=8O  ��.01.02 '?@02;5=85 1070<8 40==KE 
�>?@>AK 4;O ?>43>B>2:8 : M:70<5=C/70GёBC 

1. "EAB6AO9 >B@CBA9AFO 4DI<F9>FGDO E<EF9@4@ GCD46?9A<S 54;4@< 84AAOI.  
2.  9FB8O >BAH<7GD<DB64A<S, BEAB6O C4D4@9FDO >BAH<7GD4J<< E9D69D4.  
3. "EB59AABEF< D45BFO E D4;?<KAO@< E<EF9@4@< GCD46?9A<S 54;4@< 84AAOI.  
4.  9FB8O 6OCB?A9A<S E>D<CFB6 <A<J<4?<;4J<<, EB;84A<9 E>D<CFB6 8?S <A<J<4?<;4J<<.  
5.  9FB8O 6A98D9A<S 54?4AE<DB6>< A47DG;>< A4 E9D69D. 
6. $B?<, CD98GEF4AB6?9AAO9 DB?< < CD<6<?97<<.  
7. #B889D:<649@O9 @9FB8O 4GF9AF<H<>4J<<, A4EFDB=>4 4GF9AF<H<>4J<<.  
8. #D464 8BEFGC4 > D4;?<KAO@ B5N9>F4@ 54;O 84AAOI, @4E><DB64A<9 84AAOI. 
9. #DBE@BFD 4>F<6AOI EB98<A9A<=, @9FB8O :GDA4?<DB64A<S EB5OF<= CB8>?RK9A<S.  
10. �GDA4?<DB64A<9 DML BC9D4FBDB6 < @4EEB6OI BC9D4J<= A48 84AAO@<. 
11. #D<AJ<CO D9;9D6AB7B >BC<DB64A<S < 6BEEF4AB6?9A<S 54; 84AAOI.  
12. &<CO D9;9D6AOI >BC<=.   
13.  9FB8O EB;84A<S < GCD46?9A<S D9;9D6AO@< >BC<S@< 84AAOI, 6>?RK4S <ECB?P;B64A<9 
?B7<K9E><I < H<;<K9E><I D9;9D6AOI >BC<=. 
14. �?RK96O9 @9FD<>< CDB<;6B8<F9?PABEF< E9D69D4. 
15. %<EF9@AO9 F45?<JO < B5N9>FO, ID4ASM<9 @9F4-<AHBD@4J<R B5 B5N9>F4I 54; 84AAOI < 
CDBJ9EE4I E9D69D4.  
16. �?B><DB6>< B5N9>FB6 54; 84AAOI, 6;4<@AO9 5?B><DB6><, BFE?9:<64A<9 5?B><DB6B>.  
17. 'DB6A< :GDA4?<DB64A<S, HBD@4F :GDA4?<DB64A<S.  
18. �D<F<K9E><9 64:AO9 CDBJ9EEO 8?S D45BFO E9D69D4.  
19. "FE?9:<64A<9 ;4CDBEB6 > B5N9>F4@, 6OS6?9A<9 A4<5B?99 <ECB?P;G9@OI B5N9>FB6. 
20. #D<AJ<CO 59;BC4EABEF< ID4A9A<S 84AAOI.  
21.  9FB8O ;4M<FO 54; 84AAOI BF 6A9LA<I G7DB;.  
22. 'CD46?9A<9 8BEFGCB@ < 59;BC4EABEFPR 54; 84AAOI.  
23.  9FB8O CDB6989A<S 4G8<F4 59;BC4EABEF< 54; 84AAOI.  
24. #D<AJ<CO >D<CFB7D4H<< < @9FB8B6 L<HDB64A<S 84AAOI.  
25. %F4A84DFO < CDBFB>B?O 59;BC4EABEF<, F4><I >4> SSL/TLS, SSH, Kerberos < 8D.  
26.  9FB8O 4GF9AF<H<>4J<< < 46FBD<;4J<< CB?P;B64F9?9=, 6>?RK4S <ECB?P;B64A<9 C4DB?9=, 
E9DF<H<>4FB6 < 5<B@9FD<K9E><I 84AAOI.  
27.  9FB8O B5A4DG:9A<S < CD98BF6D4M9A<S 4F4>, 6>?RK4S ;4M<FG BF SQL-<AN9>J<=, 
DoS/DDoS-4F4> < 8DG7<I G7DB; 59;BC4EABEF<.  
28.  9FB8O EB;84A<S < GCD46?9A<S ;4M<M9AAO@< EB98<A9A<S@< E 54;B= 84AAOI, 6>?RK4S 
VPN-FGAA9?< < SSL-L<HDB64A<9.  
29.  9FB8O B59EC9K9A<S 59;BC4EABEF< 54;O 84AAOI CD< <ECB?P;B64A<< B5?4KAOI E9D6<EB6, 
6>?RK4S ;4M<FG BF GF9K>< 84AAOI < GCD46?9A<9 8BEFGCB@ > B5?4KAO@ D9EGDE4@.  
30. �4>BAB84F9?PEF6B < EF4A84DFO 59;BC4EABEF<, F4><9 >4> GDPR, HIPAA, PCI DSS < 8D. 

 

#@8<5@K ?@0:B8G5A:8E 7040=89 

1. �O5BD BCF<@4?PAB= >BAH<7GD4J<< E9D69D4 CB8 BCD989?9AAO9 4CC4D4FAO9 C?4FHBD@O. 
'EF4AB6>4 < A4EFDB=>4 E<EF9@ GCD46?9A<S 54;4@< 84AAOI. �BAH<7GD<DB64A<9 E9D69D4 6 
EBBF69FEF6<< E F9IA<K9E><@ ;484A<9@. 
2. #D<@9A9A<9 E>D<CFB6 8?S <A<J<4?<;4J<< 54; 84AAOI, EB;84A<S B5N9>FB6 6AGFD< 54;O 
84AAOI.  
3. %B;84A<9 < A4EFDB=>4 54?4AE<DB6>< CB8>?RK9A<= A4 E9D69D.  
4. %B;84A<9 CB?P;B64F9?9= < A4;A4K9A<9 DB?9=. 'CD46?9A<9 CD464@< 8BEFGC4 CB?P;B64F9?9= 
A4 GDB6A9 E9D69D4, 54; 84AAOI < 84AAOI. 
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5. %B;84A<9 E?B:AB= EFDG>FGDO DB?9=. �ECB?P;B64A<9 @9FB8B6 L<HDB64A<S C4DB?9=. 
!4EFDB=>4 4GF9AF<H<>4J<< >?<9AFE>B7B CD<?B:9A<S. #D<@9ASFP CD98BCD989?9AAO9 DB?<. 
6.  BA<FBD<A7 < D97<EFD4J<S 89=EF6<= CB?P;B64F9?9= 6 E<EF9@9 8?S 4A4?<;4 < 6OS6?9A<S 
A4DGL9A<= 59;BC4EABEF<. 
7. �4M<F4 A4 GDB6A9 EFDB> (RLS).  4E><DB6>4 E9AE<F<6AOI 84AAOI 
8. #D<@9A9A<9 FD<779DB6 6 >4K9EF69 8BCB?A<F9?PAB7B <AEFDG@9AF4 8?S GCD46?9A<S CD464@< 
8BEFGC4. 
9. �B>G@9AF<DB64A<9 CD46 8BEFGC4 < 59;BC4EABEFP 54;O 84AAOI, 6>?RK4S GK9FAO9 ;4C<E< 
CB?P;B64F9?9= < <I DB?<. 
10. %B;84A<9 CB?P;B64F9?9= < A4;A4K9A<9 DB?9=. 'CD46?9A<9 CD464@< 8BEFGC4 CB?P;B64F9?9= 
A4 GDB6A9 E9D69D4, 54; 84AAOI < 84AAOI. 
11. %B;84A<9 E?B:AB= EFDG>FGDO DB?9=. �ECB?P;B64A<9 @9FB8B6 L<HDB64A<S C4DB?9=. 
!4EFDB=>4 4GF9AF<H<>4J<< >?<9AFE>B7B CD<?B:9A<S. #D<@9ASFP CD98BCD989?9AAO9 DB?<. 
12. �OCB?A9A<9 D9;9D6AB7B >BC<DB64A<S < 6BEEF4AB6?9A<S.  !4EFDB=>4 46FB@4F<K9E>B7B 
D9;9D6AB7B >BC<DB64A<S. �BEEF4AB6?9A<9 84AAOI <; D9;9D6AB= >BC<<. &9EF<DB64A<9 CDBJ98GD 
6BEEF4AB6?9A<S. "CB69M9A<S B D9;G?PF4F4I 6BEEF4AB6?9A<S/>BC<DB64A<S. 
13. !4EFDB=>4 D9C?<>4J<<. �BAH<7GD4J<S @4EF9D4 < E?9=64. %<AIDBA<;4J<S 84AAOI @9:8G 
G;?4@<. $9L9A<9 CDB5?9@ E D9C?<>4J<9=. 
14. "5E?G:<64A<9 < @BA<FBD<A7 54;O 84AAOI. $97G?SDAB9 B5E?G:<64A<9 (64>GG@<DB64A<9, 
89HD47@9AF4J<S). %5BD @9FD<> CDB<;6B8<F9?PABEF<. �<47ABEF<>4 < GEFD4A9A<9 A9CB?48B>. 
15. �GDA4?<DB64A<9 EB5OF<=.  �AEFDG@9AFO 8?S E5BD4 < 47D974J<< :GDA4?B6. !4EFDB=>4 
@9I4A<;@B6 BCB69M9A<S A4 >D<F<K9E><9 EB5OF<S E9D69D4. 
16. �G8<F 59;BC4EABEF< 54; 84AAOI. %B;84A<9 < GCD46?9A<9 ;4M<M9AAO@< EB98<A9A<S@< E 
E9D69DB@ 

 

�>?@>AK 4;O CAB=>3> >?@>A0 ?> @0745;0< 

CB  ��.01.01 #DB9>F<DB64A<9 < D4;D45BF>4 54; 84AAOI 
1. "5NSEA<F9, >4> E6S;4AO @9:8G EB5B= F45?<JO, CD98EF46?9A<S, <A89>EO < >?4EF9DO 6 

D9?SJ<BAAB= 54;9 84AAOI. � Kё@ A4;A4K9A<9 >4:8B7B B5N9>F4? 
2. +FB F4>B9 <A89>E 6 54;9 84AAOI? "5NSEA<F9 E6B<@< E?B64@<, >4> BA GE>BDS9F CB<E> 

84AAOI < CBK9@G 97B A9?P;S EB;8464FP A4 6E9I EFB?5J4I CB8DS8. 
3. "C<L<F9 CBL47B6B CDBJ9EE EB;84A<S <A89>E4: BF 4A4?<;4 ;4CDBE4 8B CDB69D>< 97B 

QHH9>F<6ABEF<. �4><9 BL<5>< K4M9 6E97B 8BCGE>4RF AB6<K><? 
4. � Kё@ D4;A<J4 @9:8G >?4EF9D<;B64AAO@ < A9>?4EF9D<;B64AAO@ <A89>EB@? #D<698<F9 

CD<@9D E<FG4J<<, >B784 >4:8O= <; A<I 5G89F A4<5B?99 CB?9;9A. 
5. +FB ;A4K<F «BCF<@<;<DB64FP ;4CDBE»? !4;B6<F9 FD< CDBEFOI ECBEB54 GE>BD<FP 

6OCB?A9A<9 @98?9AAB7B SELECT-;4CDBE4. 
6. �4> D45BF49F >B@4A84 EXPLAIN (<?< EXPLAIN ANALYZE)? +FB @B:AB G;A4FP <; C?4A4 

6OCB?A9A<S ;4CDBE4 < >4> QFG <AHBD@4J<R <ECB?P;B64FP A4 CD4>F<>9? 
7. �4><9 CD<;A4>< G>4;O64RF A4 FB, KFB ;4CDBE 6OCB?AS9FES A9QHH9>F<6AB? "C<L<F9 

4?7BD<F@ 8<47ABEF<>< «FBD@B;SM97B» ;4CDBE4. 
8. #BK9@G <AB784 G84?9A<9 <A89>E4 @B:9F GE>BD<FP D45BFG 54;O 84AAOI? � >4><I E?GK4SI 

<A89>EO CD<ABESF 5B?PL9 6D984, K9@ CB?P;O? 
9. +FB F4>B9 ID4A<@4S CDBJ98GD4? "5NSEA<F9 9ё CD9<@GM9EF64 < A98BEF4F>< CB ED46A9A<R 

E 6OCB?A9A<9@ ;4CDBEB6 A9CBED98EF69AAB <; CD<?B:9A<S. 
10. "C<L<F9 EFDG>FGDG ID4A<@B= CDBJ98GDO: <; >4><I BEAB6AOI K4EF9= BA4 EBEFB<F < >4> 

C9D984RFES C4D4@9FDO 6AGFDP < A4DG:G CDBJ98GDO? 
11. #D<698<F9 CD<@9D <ECB?P;B64A<S GE?B6AB= >BAEFDG>J<< (IF/CASE) < J<>?4 

(WHILE/FOR) 6AGFD< ID4A<@B= CDBJ98GDO. �?S >4><I ;484K QFB CD<@9AS9FES? 
12. �4> 6O;64FP ID4A<@GR CDBJ98GDG <; CD<?B:9A<S < <; >BAEB?< %'��? � Kё@ D4;A<J4 

@9:8G CDBJ98GDB= < HGA>J<9=? 
13. �4> BD74A<;B64FP B5D45BF>G BL<5B> 6AGFD< ID4A<@B= CDBJ98GDO? �4K9@ AG:AO 5?B>< 
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TRY...CATCH (<?< 4A4?B7<KAO9 @9I4A<;@O)? 
14. �4> ID4A<@O9 CDBJ98GDO CB@B74RF ;4M<F<FPES BF SQL-<AN9>J<=? #BK9@G 

C4D4@9FD<;B64AAO9 ;4CDBEO 6AGFD< CDBJ98GD 59;BC4EA99 8<A4@<K9E>B7B SQL? 
15. +FB F4>B9 FD<779D? "5NSEA<F9, K9@ BA BF?<K49FES BF ID4A<@B= CDBJ98GDO < 6 >4><I 

E?GK4SI 97B <ECB?P;B64A<9 BCD4684AB. 
16. �4><9 EB5OF<S @B7GF ;4CGE>4FP FD<779D? "C<L<F9 D4;A<JG @9:8G FD<779D4@< BEFORE, 

AFTER < INSTEAD OF. 
17. �4> FD<779D CB?GK49F 8BEFGC > <;@9AS9@O@ 84AAO@? +FB F4>B9 CE968B;4C<E< NEW < 

OLD < >4> <I <ECB?P;B64FP? 
18. �4><9 CDB5?9@O @B7GF 6B;A<>AGFP CD< A9CD46<?PAB@ <ECB?P;B64A<< FD<779DB6? 

#BK9@G <I A4;O64RF «E>DOFB= ?B7<>B=» < >4> QFB GE?B:AS9F BF?48>G? 
19. �4> B59EC9K<FP A48ё:ABEFP FD<779D4: B5D45BF>4 BL<5B>, BF>4F FD4A;4>J<<, 

?B7<DB64A<9? #D<698<F9 CD<@9D 59;BC4EAB7B FD<779D4 8?S 4G8<F4 <;@9A9A<=. 
20. +FB F4>B9 FD4A;4>J<S? "5NSEA<F9 >4:8O= <; CD<AJ<CB6 ACID CDBEFO@< E?B64@< < 

CD<698<F9 CD<@9D A4DGL9A<S B8AB7B <; A<I. 
21. �4><9 >B@4A8O <ECB?P;GRFES 8?S GCD46?9A<S FD4A;4>J<S@<? � Kё@ D4;A<J4 @9:8G 

COMMIT, ROLLBACK < SAVEPOINT? 
22. +FB F4>B9 5?B><DB6>4 6 54;9 84AAOI? "C<L<F9, K9@ BF?<K4RFES C9EE<@<EF<K9E><9 < 

BCF<@<EF<K9E><9 5?B><DB6><, < 789 >4:84S <; A<I G@9EFA4. 
23. �4><9 CDB5?9@O C4D4??9?<;@4 6O ;A49F9 (7DS;AB9 KF9A<9, A9CB6FBDS9@B9 KF9A<9, 

H4AFB@O)? �4> GDB6A< <;B?SJ<< FD4A;4>J<= CB@B74RF <I CD98BF6D4F<FP? 
24. +FB F4>B9 FGC<> (deadlock)? �4> 97B B5A4DG:<FP, CD98BF6D4F<FP < GEFD4A<FP? #BK9@G 

FGC<>< 4 QFB ABD@4?PAB9 S6?9A<9 6 6OEB>BA47DG:9AAOI E<EF9@4I? 
25. #BK9@G CBS6<?<EP NoSQL 54;O 84AAOI? !4;B6<F9 FD< >?RK96OI BF?<K<S NoSQL BF 

D9?SJ<BAAOI %'�� < E<FG4J<R, 789 NoSQL 5G89F CD98CBKF<F9?PA99. 
26. "C<L<F9 K9FOD9 BEAB6AOI F<C4 NoSQL 54; 84AAOI (>?RK-;A4K9A<9, 8B>G@9AFAO9, 

>B?BABKAO9, 7D4HB6O9). �?S >4><I ;484K CB8IB8<F >4:8O= F<C? 
27. +FB F4>B9 CAP-F9BD9@4? "5NSEA<F9, CBK9@G 6 D4ECD989?ёAAB= E<EF9@9 A9?P;S 

B8AB6D9@9AAB B59EC9K<FP EB7?4EB64AABEFP, 8BEFGCABEFP < GEFB=K<6BEFP > D4;89?9A<R. 
28. �4> GEFDB9A4 8B>G@9AFA4S 54;4 84AAOI (A4 CD<@9D9 MongoDB)? � Kё@ CD9<@GM9EF6B 

ID4A9A<S 84AAOI 6 JSON-CB8B5AB@ HBD@4F9 < >4><9 9EFP B7D4A<K9A<S? 
29. �4> D45BF49F 54;4 84AAOI F<C4 «>?RK-;A4K9A<9» (A4 CD<@9D9 Redis)? #BK9@G BA4 

B59EC9K<649F 6OEB>GR E>BDBEFP < 8?S >4><I EJ9A4D<96 QFB >D<F<KAB? 
30. �4> CDB9>F<DB64FP EI9@G 84AAOI 6 NoSQL? "5NSEA<F9, CBK9@G 89ABD@4?<;4J<S 4 QFB 

A9 BL<5>4, 4 BEB;A4AAO= 6O5BD, < >4> QFB 6?<S9F A4 KF9A<9 < ;4C<EP 84AAOI. 
 

CB  ��.01.02 'CD46?9A<9 54;4@< 84AAOI 
1. !4;B6<F9 BEAB6AO9 >B@CBA9AFO 4DI<F9>FGDO %'�� < B5NSEA<F9, ;4 KFB BF69K49F >4:8O= 

<; A<I (>?<9AF, E9D69D, 86<:B> ID4A9A<S, 5GH9DAO= CG?, :GDA4? FD4A;4>J<=). 
2. �4><9 54;B6O9 C4D4@9FDO >BAH<7GD4J<< E9D69D4 %'�� A9B5IB8<@B A4EFDB<FP ED4;G 

CBE?9 GEF4AB6><? "5NSEA<F9 A4;A4K9A<9 C4D4@9FDB6: CBDF, >B8<DB6>4, ?<@<F CB8>?RK9A<=, 
D4;@9D 5GH9D4. 

3. � Kё@ BEB59AABEF< D45BFO E D4;AO@< %'�� (PostgreSQL, MySQL, MS SQL Server)? 
!4;B6<F9 864-FD< >?RK96OI BF?<K<S 6 A4EFDB=>9 <?< GCD46?9A<<. 

4. �?S K97B AG:AO E>D<CFO <A<J<4?<;4J<< 54;O 84AAOI? "C<L<F9, >4><9 >B@4A8O B5OKAB 
6>?RK4RF 6 F4>B= E>D<CF < >4> 97B 6OCB?A<FP CD< D4;6ёDFO64A<< CDB9>F4. 

5. +FB F4>B9 54?4AE<DB6>4 A47DG;>< A4 E9D69D ��? !4;B6<F9 864 @9FB84 D4ECD989?9A<S 
;4CDBEB6 @9:8G A9E>B?P><@< E9D69D4@< < B5NSEA<F9, >B784 QFB A9B5IB8<@B. 

6. +FB F4>B9 DB?< 6 %'��? "5NSEA<F9 D4;A<JG @9:8G CD98GEF4AB6?9AAO@< DB?S@< 
(A4CD<@9D, admin, readonly) < CB?P;B64F9?PE><@<, < ;4K9@ BA< AG:AO. 

7. �4><9 @9FB8O 4GF9AF<H<>4J<< CB?P;B64F9?9= CB889D:<649F %'��? "C<L<F9 A4EFDB=>G 
6IB84 CB C4DB?R < CB E9DF<H<>4FG: 6 Kё@ CD9<@GM9EF64 >4:8B7B ECBEB54? 
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8. �4> A4;A4K4RFES CD464 8BEFGC4 > B5N9>F4@ 54;O 84AAOI (F45?<J4@, CD98EF46?9A<S@, 
CDBJ98GD4@)? +FB F4>B9 @4E><DB64A<9 84AAOI < >B784 97B CD<@9ASRF? 

9. �4> CDBE@BFD9FP 4>F<6AO9 CB8>?RK9A<S > E9D69DG ��? �4><9 84AAO9 CB?9;AB 
H<>E<DB64FP 6 :GDA4?9 CD< CB8>?RK9A<< CB?P;B64F9?S < ;4K9@ QFB AG:AB? 

10. �4K9@ :GDA4?<DB64FP DML-BC9D4J<< (INSERT, UPDATE, DELETE) < @4EEB6O9 
<;@9A9A<S 84AAOI? �4><9 C4D4@9FDO 64:AB ;4C<EO64FP 6 ?B7 8?S CBE?98GRM97B 4A4?<;4? 

11. "5NSEA<F9 BEAB6AO9 CD<AJ<CO D9;9D6AB7B >BC<DB64A<S 54; 84AAOI. #BK9@G 5Q>4C 59; 
CDB69D>< 6BEEF4AB6?9A<S EK<F49FES A9A48ё:AO@? 

12. �4><9 F<CO D9;9D6AOI >BC<= 6O ;A49F9 (CB?A4S, <A>D9@9AF4?PA4S, 8<HH9D9AJ<4?PA4S)? 
� Kё@ D4;A<J4 @9:8G A<@< < >B784 >4>B= F<C J9?9EBB5D4;AB <ECB?P;B64FP? 

13. %D46A<F9 ?B7<K9E><9 < H<;<K9E><9 D9;9D6AO9 >BC<<: >4> BA< EB;84RFES, >4><9 G A<I 
CD9<@GM9EF64 < B7D4A<K9A<S, < 6 >4><I EJ9A4D<SI >4:8O= F<C CD98CBKF<F9?PA99? 

14. !4;B6<F9 >?RK96O9 @9FD<>< CDB<;6B8<F9?PABEF< E9D69D4 %'�� (;47DG;>4 *#, 
<ECB?P;B64A<9 C4@SF<, 8<E>B6O9 BC9D4J<<, 6D9@S BF>?<>4). �4><9 ;A4K9A<S EK<F4RFES 
FD96B:AO@<? 

15. +FB F4>B9 E<EF9@AO9 F45?<JO < CD98EF46?9A<S (A4CD<@9D, information_schema, 
pg_stat_activity)? �4>GR @9F4-<AHBD@4J<R BA< ID4ASF < >4> 9ё <ECB?P;B64FP 8?S 8<47ABEF<><? 

16. +FB F4>B9 5?B><DB6>4 B5N9>F4 6 54;9 84AAOI? "5NSEA<F9, >4> 6B;A<>4RF 6;4<@AO9 
5?B><DB6>< (deadlocks) < >4><9 <AEFDG@9AFO CB@B74RF <I BFE?9:<64FP. 

17. �4><9 GDB6A< :GDA4?<DB64A<S EGM9EF6GRF 6 %'�� (ERROR, WARNING, INFO, 
DEBUG)? �4> 6O5D4FP CB8IB8SM<= GDB69AP < HBD@4F ;4C<E< ?B7B6 8?S D45BK97B E9D69D4? 

18. �4><9 CDBJ9EEO %'�� S6?SRFES >D<F<K9E>< 64:AO@< 8?S 9ё D45BFO (CDBJ9EE ;4C<E<, 
CDBJ9EE >BAFDB?PAOI FBK9>, CDBJ9EE D9C?<>4J<<)? +FB CDB<;B=8ёF CD< E5B9 B8AB7B <; A<I? 

19. �4> 6OS6<FP A4<5B?99 K4EFB <ECB?P;G9@O9 F45?<JO < ;4CDBEO 6 54;9 84AAOI? �4K9@ QFB 
AG:AB 48@<A<EFD4FBDG < >4> D9;G?PF4FO 6?<SRF A4 BCF<@<;4J<R? 

20. �4><9 CD<AJ<CO 59;BC4EAB7B ID4A9A<S 84AAOI 6O ;A49F9 (>BAH<89AJ<4?PABEFP, 
J9?BEFABEFP, 8BEFGCABEFP)? #D<698<F9 CD<@9D A4DGL9A<S >4:8B7B CD<AJ<C4 < ECBEB5 ;4M<FO. 

21. !4;B6<F9 BEAB6AO9 6A9LA<9 G7DB;O 8?S 54;O 84AAOI (A9E4A>J<BA<DB64AAO= 8BEFGC, 
SQL-<AN9>J<<, DoS-4F4><). �4><9 @9FB8O ;4M<FO CD<@9ASRFES CDBF<6 >4:8B= <; A<I? 

22. �4> D94?<;G9FES GCD46?9A<9 8BEFGCB@ < 59;BC4EABEFPR A4 GDB6A9 %'��? "C<L<F9 
J9CBK>G: 4GF9AF<H<>4J<S → 46FBD<;4J<S → 4G8<F → D947<DB64A<9. 

23. +FB F4>B9 4G8<F 59;BC4EABEF< 54;O 84AAOI? �4><9 EB5OF<S B5S;4F9?PAB H<>E<DB64FP 6 
:GDA4?9 4G8<F4 < >4> K4EFB AG:AB CDB6B8<FP CDB69D>G A4EFDB9> 59;BC4EABEF<? 

24. "5NSEA<F9 54;B6O9 CD<AJ<CO >D<CFB7D4H<< 6 >BAF9>EF9 ;4M<FO ��. � Kё@ D4;A<J4 
@9:8G L<HDB64A<9@ «A4 BF8OI9» (at rest) < «6 86<:9A<<» (in transit)? 

25. �?S K97B <ECB?P;GRFES CDBFB>B?O SSL/TLS, SSH, Kerberos CD< D45BF9 E %'��? 
"C<L<F9 EJ9A4D<=, >B784 B5S;4F9?PAB CD<@9A9A<9 L<HDB64AAB7B EB98<A9A<S. 

26. %D46A<F9 @9FB8O 4GF9AF<H<>4J<<: C4DB?P, E9DF<H<>4F, 5<B@9FD<S. �4><9 C?REO < 
@<AGEO G >4:8B7B ECBEB54 CD< CB8>?RK9A<< > 54;9 84AAOI? 

27. �4> B5A4DG:<FP < CD98BF6D4F<FP 4F4>G F<C4 SQL-<AN9>J<S? #BK9@G ID4A<@O9 
CDBJ98GDO < C4D4@9FD<;B64AAO9 ;4CDBEO EA<:4RF D<E> GEC9LAB= 4F4><? 

28. �4> BD74A<;B64FP ;4M<MёAAB9 CB8>?RK9A<9 > 54;9 84AAOI K9D9; <AF9DA9F? "C<L<F9 
DB?P VPN-FGAA9?9= < SSL-L<HDB64A<S 6 ;4M<F9 FD4H<>4. 

29. �4><9 8BCB?A<F9?PAO9 @9DO 59;BC4EABEF< FD95GRFES CD< D4;@9M9A<< �� 6 B5?4>9? 
�4> ;4M<F<FP 84AAO9 BF GF9K>< < CD46<?PAB GCD46?SFP 8BEFGCB@ > B5?4KAO@ D9EGDE4@? 

30. !4;B6<F9 BEAB6AO9 EF4A84DFO 59;BC4EABEF< 84AAOI (GDPR, HIPAA, PCI DSS, 152-(�). 
�4><9 FD95B64A<S BA< CD98NS6?SRF > ID4A9A<R < B5D45BF>9 C9DEBA4?PAOI 84AAOI 6 ��? 

 
КD<F9D<< BJ9A><: 
"B<5B:0 «5»: BF69F CB?AO= < CD46<?PAO= A4 BEAB64A<< <;GK9AAOI F9BD<=; @4F9D<4? 

<;?B:9A 6 BCD989?9AAB= ?B7<K9E>B= CBE?98B64F9?PABEF<, ?<F9D4FGDAO@ S;O>B@. "F69F 
E4@BEFBSF9?PAO=. 
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"B<5B:0 «4»: BF69F CB?AO= < CD46<?PAO= A4 BEAB64A<< <;GK9AAOI F9BD<=; @4F9D<4? 
<;?B:9A 6 BCD989?9AAB= ?B7<K9E>B= CBE?98B64F9?PABEF<, CD< QFB@ 8BCGM9AO 869-FD< 
A9EGM9EF69AAO9 BL<5><, <ECD46?9AAO9 CB FD95B64A<R CD9CB8464F9?S. 

"B<5B:0 «3»: BF69F CB?AO=, AB CD< QFB@ 8BCGM9A4 EGM9EF69AA4S BL<5>4, <?< A9CB?AO=, 
A9E6S;AO=. 

 
(>=4 B5AB>2KE 7040=89 

CB  ��.01.01 #DB9>F<DB64A<9 < D4;D45BF>4 54; 84AAOI 
"<C 1: �O59D<F9 B8<A CD46<?PAO= BF69F 

1. �=45:A 2 1075 40==KE A>740ёBAO 4;O & 
4) L<HDB64A<S 84AAOI 
5) GE>BD9A<S CB<E>4 < 6O5BD>< 84AAOI 
6) 46FB@4F<K9E>B7B G84?9A<S EF4DOI ;4C<E9= 
7) EB;84A<S D9;9D6AOI >BC<= 
2. �><0=40 CREATE INDEX 8A?>;L7C5BAO 4;O & 
4) G84?9A<S F45?<JO 
5) EB;84A<S AB6B7B <A89>E4 
6) <;@9A9A<S EFDG>FGDO F45?<JO 
7) CDBE@BFD4 84AAOI 
3. +B> ?>:07K205B :><0=40 EXPLAIN 2 %'��? 
4) EC<EB> 6E9I CB?P;B64F9?9= 54;O 84AAOI 
5) C?4A 6OCB?A9A<S ;4CDBE4 < 97B EFB<@BEFP 
6) F9>GM<9 5?B><DB6>< 6 E<EF9@9 
7) D4;@9D D9;9D6AB= >BC<< 
4. )@0=8<0O ?@>F54C@0 3 MB> & 
4) D9;9D6A4S >BC<S 54;O 84AAOI 
5) A45BD SQL->B@4A8, EBID4AёAAO= A4 E9D69D9 8?S @AB7B>D4FAB7B 6OCB?A9A<S 
6) :GDA4? EB5OF<= CB8>?RK9A<S 
7) F<C <A89>E4 8?S GE>BD9A<S JOIN 
5. �0:>9 >?5@0B>@ 8A?>;L7C5BAO 4;O 2K7>20 E@0=8<>9 ?@>F54C@K 2 MySQL? 
4) EXECUTE <?< CALL 
5) RUN 
6) START 
7) BEGIN 
6. &@8335@ A@010BK205B & 
4) FB?P>B CB >B@4A89 48@<A<EFD4FBD4 
5) 46FB@4F<K9E>< CD< A4EFGC?9A<< G>4;4AAB7B EB5OF<S (INSERT, UPDATE, DELETE) 
6) D4; 6 EGF>< CB D4EC<E4A<R 
7) FB?P>B CD< CB8>?RK9A<< AB6B7B CB?P;B64F9?S 
7. #A524>70?8AL NEW 2 B@8335@5 A>45@68B & 
4) 84AAO9 8B <;@9A9A<S 
5) 84AAO9 CBE?9 <;@9A9A<S (AB6O9 ;A4K9A<S) 
6) EC<EB> 6E9I CB?P;B64F9?9= 
7) :GDA4? BL<5B> 
8. #@8=F8? 0B><0@=>AB8 (A 2 ACID) >7=0G05B & 
4) 84AAO9 EBID4ASRFES 84:9 CBE?9 E5BS 
5) FD4A;4>J<S 6OCB?AS9FES CB?ABEFPR <?< A9 6OCB?AS9FES EB6E9@ 
6) C4D4??9?PAO9 FD4A;4>J<< A9 6?<SRF 8DG7 A4 8DG74 
7) 84AAO9 6E9784 A4IB8SFES 6 EB7?4EB64AAB@ EBEFBSA<< 
9. �><0=40 COMMIT 8A?>;L7C5BAO 4;O & 
4) BF@9AO 6E9I <;@9A9A<= FD4A;4>J<< 
5) CB8F69D:89A<S < EBID4A9A<S <;@9A9A<= FD4A;4>J<< 
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6) EB;84A<S AB6B= F45?<JO 
7) G84?9A<S <A89>E4 
10. &C?8: (deadlock) 2>7=8:05B, :>340 & 
4) 864 CDBJ9EE4 :8GF D9EGDEO, G89D:<649@O9 8DG7 8DG7B@ 
5) ;4>4AK<649FES @9EFB A4 8<E>9 
6) CB?P;B64F9?P 66ё? A969DAO= C4DB?P 
7) E9D69D C9D9;47DG:49FES 
11. NoSQL @0AH8D@>2K205BAO :0: & 
4) Not Only SQL 
5) No Standard Query Language 
6) New Open SQL 
7) Non-Operational SQL 
12. �070 40==KE B8?0 «:;NG-7=0G5=85» E@0=8B 40==K5 2 2845 & 
4) F45?<J EB EFDB>4@< < EFB?5J4@< 
5) C4D: GA<>4?PAO= >?RK → EBBF69FEF6GRM99 ;A4K9A<9 
6) 7D4HB6 E G;?4@< < Dё5D4@< 
7) >B?BAB>, E7DGCC<DB64AAOI CB E9@9=EF64@ 
13. #@8<5@ %'�� B8?0 «:;NG-7=0G5=85» 3 MB> & 
4) PostgreSQL 
5) MongoDB 
6) Redis  
7) Cassandra 
14. �>:C<5=B>->@85=B8@>20==0O 1070 40==KE E@0=8B 40==K5 2 D>@<0B5 & 
4) FB?P>B 6 86B<KAB@ 6<89 
5) 8B>G@9AFB6, CBIB:<I A4 JSON <?< BSON 
6) <E>?RK<F9?PAB 6 6<89 7D4HB6 
7) FB?P>B 6 D9?SJ<BAAOI F45?<J4I 
15. �0:0O 87 ?5@5G8A;5==KE %'�� O2;O5BAO 4>:C<5=B>->@85=B8@>20==>9? 
4) MySQL 
5) MongoDB  
6) Oracle 
7) Redis 
16. �>;>=>G=K5 107K 40==KE =081>;55 MDD5:B82=K 4;O & 
4) K4EFOI BC9D4J<= INSERT BF89?PAOI ;4C<E9= 
5) 4A4?<F<K9E><I ;4CDBEB6 E 47D974J<9= CB EFB?5J4@  
6) ID4A9A<S 7D4HB6OI E6S;9= 
7) >QL<DB64A<S E9EE<= CB?P;B64F9?9= 
17. �@0D>20O 1070 40==KE 8A?>;L7C5B 4;O E@0=5=8O A2O759 & 
4) FB?P>B C9D6<KAO9 >?RK< 
5) G;?O, Dё5D4 < <I E6B=EF64  
6) 8B>G@9AFO E 6?B:9AAO@< @4EE<64@< 
7) IQL-F45?<JO 
18. /7K: 70?@>A>2 Cypher 8A?>;L7C5BAO 2 & 
4) MongoDB 
5) Redis 
6) Neo4j  
7) Cassandra 
19. CAP-B5>@5<0 CB25@6405B, GB> 2 @0A?@545;ё==>9 A8AB5<5 =5;L7O >4=>2@5<5==> >15A?5G8BL 
& 
4) L<HDB64A<9, E:4F<9 < D9;9D6AB9 >BC<DB64A<9 
5) EB7?4EB64AABEFP, 8BEFGCABEFP < GEFB=K<6BEFP > D4;89?9A<R E9F<  
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6) E>BDBEFP, A48ё:ABEFP < CDBEFBFG <ECB?P;B64A<S 
7) 4GF9AF<H<>4J<R, 46FBD<;4J<R < 4G8<F 
20. �5=>@<0;870F8O 2 NoSQL ?@8<5=O5BAO 4;O & 
4) EFDB7B7B EB5?R89A<S FD9FP9= ABD@4?PAB= HBD@O 
5) GE>BD9A<S KF9A<S ;4 EKёF 8G5?<DB64A<S 84AAOI  
6) G@9APL9A<S B5Nё@4 ID4A<@B= <AHBD@4J<< 
7) 46FB@4F<K9E>B7B EB;84A<S <A89>EB6 
21. +B> B0:>5 «eventual consistency» (A>3;0A>20==>ABL 2 :>=5G=>< AGёB5)? 
4) 84AAO9 6E9784 B8<A4>B6O A4 6E9I D9C?<>4I 6 ?R5B= @B@9AF 6D9@9A< 
5) 84AAO9 EB=8GFES > B8AB@G EBEFBSA<R K9D9; A9>BFBDB9 6D9@S CBE?9 B5AB6?9A<S  
6) 84AAO9 A<>B784 A9 <;@9ASRFES CBE?9 ;4C<E< 
7) 84AAO9 L<HDGRFES C9D98 D9C?<>4J<9= 
22. �0:>9 B8? NoSQL ;CGH5 2A53> ?>4E>48B 4;O E@0=5=8O A>F80;L=KE A2O759 («4@C7LO 
4@C759»)? 
4) >?RK-;A4K9A<9 
5) 8B>G@9AFAO= 
6) >B?BABKAO= 
7) 7D4HB6O=  
23. �;O G53> 8A?>;L7C5BAO ?0@0<5B@87>20==K9 70?@>A? 
4) 8?S GE>BD9A<S 6OCB?A9A<S ?R5B7B ;4CDBE4 
5) 8?S ;4M<FO BF SQL-<AN9>J<= < CB6FBDAB7B <ECB?P;B64A<S C?4A4 6OCB?A9A<S  
6) 8?S 46FB@4F<K9E>B7B EB;84A<S <A89>EB6 
7) 8?S L<HDB64A<S C9D984649@OI 84AAOI 
24. �;>:8@>2:0 SELECT ... FOR UPDATE >B=>A8BAO : B8?C & 
4) BCF<@<EF<K9E>B= 5?B><DB6>< 
5) C9EE<@<EF<K9E>B= 5?B><DB6><  
6) 6D9@9AAB= 5?B><DB6>< 
7) 6<DFG4?PAB= 5?B><DB6>< 
25. '@>25=L 87>;OF88 READ UNCOMMITTED 4>?CA:05B & 
4) FB?P>B KF9A<9 EB5EF69AAOI 84AAOI 
5) «7DS;AB9 KF9A<9» (KF9A<9 A9;4H<>E<DB64AAOI 84AAOI 8DG7<I FD4A;4>J<=)  
6) CB?AGR <;B?SJ<R BF 6E9I 8DG7<I FD4A;4>J<= 
7) 46FB@4F<K9E>B9 EB;84A<9 D9;9D6AOI >BC<= 
 

№ "B25B № "B25B № "B25B 
1 5 10 4 19 5 
2 5 11 4 20 5 
3 5 12 5 21 5 
4 5 13 6 22 7 
5 4 14 5 23 5 
6 5 15 5 24 5 
7 5 16 5 25 5 
8 5 17 5   

9 5 18 6   

 
"<C 2: �O59D<F9 A9E>B?P>B CD46<?PAOI BF69FB6 
26. �0:85 ?@58<CI5AB20 40NB 8=45:AK? (2K15@8B5 233 20@80=B0) 
4) GE>BD9A<9 6OCB?A9A<S SELECT E WHERE 
5) GE>BD9A<9 BC9D4J<= INSERT < UPDATE 
6) GE>BD9A<9 EBDF<DB6>< ORDER BY 
7) G@9APL9A<9 ;4A<@49@B7B @9EF4 A4 8<E>9 
8) GE>BD9A<9 CB<E>4 CB JOIN 
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27. �0:85 =54>AB0B:8 <>3CB 1KBL C 871KB>G=>3> :>;8G5AB20 8=45:A>2? (2K15@8B5 233 

20@80=B0) 
4) ;4@98?9A<9 BC9D4J<= ;4C<E< (INSERT/UPDATE/DELETE) 
5) G69?<K9A<9 ;4A<@49@B7B @9EF4 A4 8<E>9  
6) A96B;@B:ABEFP 6OCB?A9A<S SELECT 
7) GE?B:A9A<9 CB889D:>< < 4A4?<;4 ;4CDBEB6  
8) 46FB@4F<K9E>B9 L<HDB64A<9 84AAOI 
28. �0:85 :>=AB@C:F88 <>3CB 8A?>;L7>20BLAO 2=CB@8 E@0=8<>9 ?@>F54C@K? (2K15@8B5 3 
20@80=B0) 
4) GE?B6AO9 BC9D4FBDO IF / CASE  
5) J<>?O WHILE / FOR  
6) B5D45BF>4 <E>?RK9A<= TRY / CATCH  
7) EB;84A<9 H<;<K9E><I E9D69DB6 
8) 46FB@4F<K9E>4S D9C?<>4J<S 6 B5?4>B 
29. �0:85 A>1KB8O <>3CB 70?CA:0BL B@8335@? (2K15@8B5 3 20@80=B0) 
4) INSERT  
5) UPDATE  
6) DELETE  
7) SELECT 
8) CREATE DATABASE 
30. �0:85 ?@>1;5<K ?0@0;;5;87<0 2K 7=05B5? (2K15@8B5 3 20@80=B0) 
4) 7DS;AB9 KF9A<9 (dirty read)  
5) A9CB6FBDS9@B9 KF9A<9 (non-repeatable read)  
6) H4AFB@AB9 KF9A<9 (phantom read)  
7) 46FB@4F<K9E>B9 D9;9D6AB9 >BC<DB64A<9 
8) L<HDB64A<9 FD4H<>4 
31. �0:85 B8?K @575@2=KE :>?89 ACI5AB2CNB? (2K15@8B5 3 20@80=B0) 
4) CB?A4S (full)  
5) <A>D9@9AF4?PA4S  
6) 8<HH9D9AJ<4?PA4S  
7) 6<DFG4?PA4S 
8) 6D9@9AA4S 
32. �0:85 <5B>4K 0CB5=B8D8:0F88 ?>445@6820NBAO 2 %'��? (2K15@8B5 3 20@80=B0) 
4) CB C4DB?R  
5) CB E9DF<H<>4FG  
6) CB 5<B@9FD<K9E><@ 84AAO@ (6 A9>BFBDOI E<EF9@4I)  
7) CB J69FG <AF9DH9=E4 
8) CB E>BDBEF< <AF9DA9F4 
33. �0:85 ?@>B>:>;K 8A?>;L7CNBAO 4;O 70I8BK A>548=5=8O A ��? (2K15@8B5 233 20@80=B0) 
4) SSL/TLS  
5) SSH  
6) Kerberos  
7) HTTP 59; L<HDB64A<S 
8) FTP 
34. �0:85 <5B@8:8 206=K 4;O <>=8B>@8=30 ?@>872>48B5;L=>AB8 %'��? (2K15@8B5 3 
20@80=B0) 
4) ;47DG;>4 CDBJ9EEBD4  
5) <ECB?P;B64A<9 BC9D4F<6AB= C4@SF<  
6) 6D9@S BF>?<>4 A4 ;4CDBEO  
7) J69F >BDCGE4 E9D69D4 
8) >B?<K9EF6B CB?P;B64F9?9= 6 K4F9 
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35. �0:85 ?0BB5@=K ?@>5:B8@>20=8O E0@0:B5@=K 4;O NoSQL? (2K15@8B5 233 20@80=B0) 
4) 89ABD@4?<;4J<S 84AAOI  
5) 6?B:9AAO9 8B>G@9AFO  
6) CD9864D<F9?PA4S 47D974J<S 84AAOI  
7) EFDB74S ABD@4?<;4J<S 8B 3!( 
8) B5S;4F9?PAB9 <ECB?P;B64A<9 6A9LA<I >?RK9= 

 

№ #@028;L=K5 20@80=BK 
26 4, 6, 8 
27 4, 5, 7 
28 4, 5, 6 
29 4, 5, 6 
30 4, 5, 6 
31 4, 5, 6 
32 4, 5, 6 
33 4, 5, 6 
34 4, 5, 6 
35 4, 5, 6 

 
"<C 3: �9DAB/�969DAB 

36. �=45:A 2A5340 CA:>@O5B 2K?>;=5=85 ;N1>3> 70?@>A0. 
○ �9DAB 
○ !969DAB 
37. )@0=8<0O ?@>F54C@0 2K?>;=O5BAO =0 AB>@>=5 A5@25@0 ��. 
○ �9DAB 
○ !969DAB 
38. &@8335@ <>6=> 2K720BL 2@CG=CN, :0: >1KG=CN ?@>F54C@C. 
○ �9DAB 
○ !969DAB  
39. &@0=70:F8O <>65B 1KBL G0AB8G=> 70D8:A8@>20=0: G0ABL :><0=4 4 COMMIT, G0ABL 4 

ROLLBACK. 
○ �9DAB 
○ !969DAB  
40. � 4>:C<5=B=>9 �� 2A5 4>:C<5=BK 2 :>;;5:F88 >1O70=K 8<5BL >48=0:>2CN AB@C:BC@C 
?>;59. 
○ �9DAB 
○ !969DAB 
41. �@0D>20O 1070 40==KE MDD5:B82=0 4;O ?>8A:0 :@0BG09H53> ?CB8 <564C >1J5:B0<8. 
○ �9DAB 
○ !969DAB 
42. CAP-B5>@5<0 >7=0G05B, GB> <>6=> 2K1@0BL B>;L:> 420 A2>9AB20 87 B@ёE: C, A 8;8 P. 
○ �9DAB 
○ !969DAB 
 

№ "B25B 
36 !969DAB (<A89>EO @B7GF ;4@98?SFP ;4C<EP < A9 CB@B74RF CD< CB?AB@ E>4A<DB64A<<) 
37 �9DAB 
38 !969DAB (FD<779D ED454FO649F FB?P>B 46FB@4F<K9E>< CD< EB5OF<<) 
39 !969DAB (FD4A;4>J<S H<>E<DG9FES <?< BF>4FO649FES J9?<>B@) 
40 !969DAB (EI9@4 7<5>4S, CB?S @B7GF BF?<K4FPES) 
41 �9DAB 
42 �9DAB 
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"<C 4: #EF4AB6<F9 EBBF69FEF6<9 
43. %>>B=5A8B5 B8? NoSQL A ?@8<5@>< %'��: 

&<C 54;O 84AAOI #D<@9D %'�� 

1. �?RK-;A4K9A<9 �. MongoDB 

2. �B>G@9AFA4S �. Redis 
3. �B?BABKA4S �. Cassandra 
4. �D4HB64S �. Neo4j 
44. %>>B=5A8B5 :><0=4C A 5ё =07=0G5=85<: 

�><0=40 !07=0G5=85 
1. CREATE INDEX �. #DBE@BFD C?4A4 6OCB?A9A<S ;4CDBE4 
2. EXPLAIN �. %B;84A<9 <A89>E4 8?S GE>BD9A<S CB<E>4 
3. CALL proc_name() �. �O;B6 ID4A<@B= CDBJ98GDO 

4. ROLLBACK �. "F@9A4 <;@9A9A<= FD4A;4>J<< 

45. %>>B=5A8B5 C@>25=L 87>;OF88 A 4>?CA:05<K< O2;5=85<: 
'@>25=L 87>;OF88 �>?CA:05<>5 O2;5=85 

1. READ UNCOMMITTED �. &B?P>B H4AFB@AB9 KF9A<9 
2. READ COMMITTED �. �DS;AB9, A9CB6FBDS9@B9, H4AFB@AB9 KF9A<9 
3. REPEATABLE READ �. �DS;AB9 KF9A<9 A9 8BCGE>49FES 

4. SERIALIZABLE 
�. �DS;AB9 < A9CB6FBDS9@B9 KF9A<9 A9 
8BCGE>4RFES 

46. %>>B=5A8B5 ?@8=F8? ACID A >?8A0=85<: 
#@8=F8? "?8A0=85 

1. �FB@4DABEFP �. $9;G?PF4FO FD4A;4>J<< EBID4ASRFES CBE?9 E5BS 
2. %B7?4EB64AABEFP �. &D4A;4>J<S 6OCB?AS9FES J9?<>B@ <?< A9 6OCB?AS9FES 
3. �;B?<DB64AABEFP �. #4D4??9?PAO9 FD4A;4>J<< A9 6?<SRF 8DG7 A4 8DG74 
4. �B?7B69KABEFP �. #9D9IB8 <; B8AB7B J9?BEFAB7B EBEFBSA<S 6 8DG7B9 
47. %>>B=5A8B5 B8? 8=45:A0 A E0@0:B5@8AB8:>9: 

&8? 8=45:A0 )0@0:B5@8AB8:0 
1. 'A<>4?PAO= �. !9 8BCGE>49F CB6FBDSRM<IES ;A4K9A<= 6 EFB?5J9 
2. %BEF46AB= �. %B;84ёFES CB A9E>B?P><@ EFB?5J4@ B8AB6D9@9AAB 
3. +4EF<KAO= �. �A89>E<DG9F FB?P>B EFDB><, G8B6?9F6BDSRM<9 GE?B6<R 

4. #B>DO64RM<= �. �>?RK49F 6E9 EFB?5JO, A9B5IB8<@O9 8?S ;4CDBE4 
 

№ "B25B 
43 1-�, 2-�, 3-�, 4-� 
44 1-�, 2-�, 3-�, 4-� 
45 1-�, 2-�, 3-�, 4-� 
46 1-�, 2-�, 3-�, 4-� 
47 1-�, 2-�, 3-�, 4-� 

 
"<C 5: #EF4AB6<F9 CD46<?PAGR CBE?98B64F9?PABEFP 
48. ':068B5 ?@028;L=K9 ?>@O4>: 459AB289 ?@8 A>740=88 8 8A?>;L7>20=88 8=45:A0: 

1. �A4?<; @98?9AAB7B ;4CDBE4 
2. �O5BD EFB?5J4(B6) 8?S <A89>E<DB64A<S 
3. �OCB?A9A<9 CREATE INDEX 
4. #DB69D>4 QHH9>F<6ABEF< K9D9; EXPLAIN 
5.  BA<FBD<A7 6?<SA<S A4 ;4C<EP 

49. ':068B5 ?>@O4>: MB0?>2 >1@01>B:8 B@0=70:F88: 
1. !4K4?B FD4A;4>J<< (BEGIN) 
2. �OCB?A9A<9 SQL->B@4A8 
3. #DB69D>4 GE?B6<= < B5D45BF>4 BL<5B> 
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4. (<>E4J<S (COMMIT) <?< BF>4F (ROLLBACK) 
5. �4C<EP 6 :GDA4? FD4A;4>J<= 

50. ':068B5 MB0?K ?@>5:B8@>20=8O AE5<K 2 4>:C<5=B=>9 �� (NoSQL): 
1. �A4?<; L45?BAB6 8BEFGC4 > 84AAO@ (KF9A<9/;4C<EP) 
2. "CD989?9A<9 EGMABEF9= < <I E6S;9= 
3. �O5BD EFD4F97<< 89ABD@4?<;4J<< 
4. #DB9>F<DB64A<9 EFDG>FGDO 8B>G@9AFB6 
5. &9EF<DB64A<9 < BCF<@<;4J<S ;4CDBEB6 

 

№ #@028;L=K9 ?>@O4>: 
48 1 → 2 → 3 → 4 → 5 
49 1 → 2 → 3 → 5 → 4 
50 1 → 2 → 3 → 4 → 5 

 
CB  ��.01.02 'CD46?9A<9 54;4@< 84AAOI 

"<C 1: �O59D<F9 B8<A CD46<?PAO= BF69F 

1. "A=>2=>9 :><?>=5=B %'��, >B25G0NI89 70 >1@01>B:C 70?@>A>2 :;85=B>2, 3 MB> & 
4) 5GH9DAO= CG? 
5) BCF<@<;4FBD ;4CDBEB6 
6) E9D69DAO= CDBJ9EE (backend) 
7) :GDA4? FD4A;4>J<= 
2. �0:>9 ?0@0<5B@ :>=D83C@0F88 %'�� >?@545;O5B ?>@B 4;O ?>4:;NG5=8O :;85=B>2? 
4) max_connections 
5) port  
6) shared_buffers 
7) log_level 
3. %:@8?B 8=8F80;870F88 107K 40==KE >1KG=> A>45@68B & 
4) FB?P>B >B@4A8O G84?9A<S F45?<J 
5) >B@4A8O EB;84A<S EFDG>FGDO �� < A4K4?PAOI 84AAOI  
6) A4EFDB=>< 5D4A8@4GQD4 E9D69D4 
7) D4EC<E4A<9 D9;9D6AB7B >BC<DB64A<S 
4. �0;0=A8@>2:0 =03@C7:8 =0 A5@25@K �� ?@8<5=O5BAO 4;O & 
4) L<HDB64A<S C9D984649@OI 84AAOI 
5) D4ECD989?9A<S ;4CDBEB6 @9:8G A9E>B?P><@< E9D69D4@< 8?S CB6OL9A<S CDB<;6B8<F9?PABEF<  
6) 46FB@4F<K9E>B7B EB;84A<S D9;9D6AOI >BC<= 
7) @4E><DB64A<S >BAH<89AJ<4?PAOI 84AAOI 
5. #@54CAB0=>2;5==0O @>;L readonly 2 %'�� >1KG=> ?>72>;O5B & 
4) EB;8464FP < G84?SFP F45?<JO 
5) FB?P>B 6OCB?ASFP ;4CDBEO SELECT  
6) <;@9ASFP CD464 8DG7<I CB?P;B64F9?9= 
7) GCD46?SFP D9;9D6AO@ >BC<DB64A<9@ 
6.  5B>4 0CB5=B8D8:0F88 scram-sha-256 2 PostgreSQL 8A?>;L7C5B & 
4) C9D984KG C4DB?S 6 BF>DOFB@ 6<89 
5) IQL<DB64A<9 C4DB?S E «EB?PR» 8?S 59;BC4EAB= CDB69D><  
6) 5<B@9FD<K9E><9 84AAO9 CB?P;B64F9?S 
7) B8ABD4;B6O9 SMS->B8O 
7.  0A:8@>20=85 40==KE ?@8<5=O5BAO 4;O & 
4) GE>BD9A<S 6OCB?A9A<S ;4CDBEB6 
5) EB>DOF<S >BAH<89AJ<4?PAB= <AHBD@4J<< BF A946FBD<;B64AAOI CB?P;B64F9?9=  
6) E:4F<S 84AAOI A4 8<E>9 
7) 46FB@4F<K9E>B7B D9;9D6AB7B >BC<DB64A<S 
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8. �><0=40 4;O ?@>A<>B@0 0:B82=KE ?>4:;NG5=89 2 PostgreSQL 3 MB> & 
4) SHOW CONNECTIONS; 
5) SELECT * FROM pg_stat_activity;  
6) LIST USERS; 
7) EXPLAIN CONNECTIONS; 
9. �C@=0;8@>20=85 DML->?5@0F89 (INSERT, UPDATE, DELETE) ?>;57=> 4;O & 
4) GE>BD9A<S 6OCB?A9A<S QF<I BC9D4J<= 
5) 4G8<F4 <;@9A9A<= < 6BEEF4AB6?9A<S 84AAOI CBE?9 BL<5B>  
6) 46FB@4F<K9E>B= BCF<@<;4J<< <A89>EB6 
7) L<HDB64A<S C9D984649@OI 84AAOI 
10. #>;=0O @575@2=0O :>?8O (full backup) A>45@68B & 
4) FB?P>B <;@9A9A<S E @B@9AF4 CBE?98A97B 5Q>4C4 
5) 6ER 54;G 84AAOI J9?<>B@ A4 @B@9AF EB;84A<S >BC<<  
6) FB?P>B EFDG>FGDG F45?<J 59; 84AAOI 
7) FB?P>B E<EF9@AO9 A4EFDB=>< %'�� 
11. �=:@5<5=B0;L=0O @575@2=0O :>?8O A>E@0=O5B & 
4) 6E9 84AAO9 54;O >4:8O= D4; 
5) FB?P>B 84AAO9, <;@9AёAAO9 E @B@9AF4 CBE?98A97B 5Q>4C4 ?R5B7B F<C4  
6) FB?P>B G84?ёAAO9 ;4C<E< 
7) FB?P>B @9F484AAO9 F45?<J 
12. �>38G5A:0O @575@2=0O :>?8O A>740ёBAO A ?><>ILN & 
4) >BC<DB64A<S H4=?B6 84AAOI A4 8<E>9 
5) Q>ECBDF4 84AAOI 6 6<89 SQL-E>D<CFB6 <?< 8DG7<I HBD@4FB6  
6) EB;84A<S EA<@>4 H4=?B6B= E<EF9@O (snapshot) 
7) >?BA<DB64A<S 6E97B E9D69D4 
13. �;NG520O <5B@8:0 ?@>872>48B5;L=>AB8 «IOPS» >7=0G05B & 
4) >B?<K9EF6B BC9D4J<= 66B84-6O6B84 6 E9>GA8G  
5) 6D9@S BF>?<>4 E9F< 6 @<??<E9>GA84I 
6) CDBJ9AF <ECB?P;B64A<S CDBJ9EEBD4 
7) B5Nё@ BC9D4F<6AB= C4@SF< 6 �� 
14. %8AB5<=>5 ?@54AB02;5=85 information_schema 2 %'�� E@0=8B & 
4) CB?P;B64F9?PE><9 84AAO9 CD<?B:9A<= 
5) @9F484AAO9 B5 B5N9>F4I 54;O 84AAOI (F45?<JO, EFB?5JO, CD464)  
6) :GDA4? 4G8<F4 59;BC4EABEF< 
7) D9;9D6AO9 >BC<< 84AAOI 
15. �708<=0O 1;>:8@>2:0 (deadlock) 2>7=8:05B, :>340 & 
4) B8<A CDBJ9EE G89D:<649F 5?B><DB6>G E?<L>B@ 8B?7B 
5) 864 <?< 5B?99 CDBJ9EE4 :8GF D9EGDEO, G89D:<649@O9 8DG7 8DG7B@  
6) ;4>4AK<649FES @9EFB 6 :GDA4?9 FD4A;4>J<= 
7) CB?P;B64F9?P 66ё? A969DAO= C4DB?P 
16. '@>25=L 6C@=0;8@>20=8O ERROR D8:A8@C5B & 
4) 6E9 6OCB?A9AAO9 ;4CDBEO 
5) FB?P>B >D<F<K9E><9 BL<5><, CD9DO64RM<9 D45BFG  
6) CB8>?RK9A<S 6E9I CB?P;B64F9?9= 
7) <;@9A9A<S >BAH<7GD4J<< 6 D94?PAB@ 6D9@9A< 
17. �@8B8G5A:8 206=K9 ?@>F5AA %'�� wal writer 2 PostgreSQL >B25G05B 70 & 
4) B5D45BF>G >?<9AFE><I CB8>?RK9A<= 
5) ;4C<EP 84AAOI <; 5GH9D4 6 :GDA4? CD98;4C<E< (WAL)  
6) EB;84A<9 D9;9D6AOI >BC<= CB D4EC<E4A<R 
7) L<HDB64A<9 C9D984649@OI 84AAOI 
18. �;O 2KO2;5=8O =081>;55 G0AB> 8A?>;L7C5<KE B01;8F ?@8<5=ONB & 
4) 4A4?<; E<EF9@AOI CD98EF46?9A<= EF4F<EF<>< (A4CD<@9D, pg_stat_user_tables)  
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5) DGKAB9 KF9A<9 :GDA4?B6 6 F9>EFB6B@ D984>FBD9 
6) BF>?RK9A<9 6E9I <A89>EB6 A4 6D9@S F9EF4 
7) EB;84A<9 8BCB?A<F9?PAOI D9;9D6AOI >BC<= 
19. #@8=F8? :>=D845=F80;L=>AB8 2 157>?0A=>AB8 40==KE >7=0G05B & 
4) 84AAO9 8BEFGCAO FB?P>B 46FBD<;B64AAO@ CB?P;B64F9?S@  
5) 84AAO9 A9 @B7GF 5OFP <;@9A9AO A9E4A>J<BA<DB64AAB 
6) 84AAO9 6E9784 8BEFGCAO CD< A9B5IB8<@BEF< 
7) 84AAO9 46FB@4F<K9E>< G84?SRFES K9D9; BCD989?ёAAB9 6D9@S 
20. �0I8B0 >B SQL-8=J5:F89 4>AB8305BAO ?@5645 2A53> 70 AGёB & 
4) <ECB?P;B64A<S C4D4@9FD<;B64AAOI ;4CDBEB6 < ID4A<@OI CDBJ98GD  
5) K4EFB7B EB;84A<S D9;9D6AOI >BC<= 
6) BF>?RK9A<S 6E9I 6A9LA<I CB8>?RK9A<= 
7) G69?<K9A<S D4;@9D4 5GH9DAB7B CG?4 
21. #@>B>:>; SSL/TLS ?@8 ?>4:;NG5=88 : �� >15A?5G8205B & 
4) E:4F<9 C9D984649@OI 84AAOI 
5) L<HDB64A<9 FD4H<>4 8?S ;4M<FO BF C9D9I64F4  
6) 46FB@4F<K9E>GR 54?4AE<DB6>G A47DG;>< 
7) GE>BD9A<9 6OCB?A9A<S ;4CDBEB6 
22.  5B>4 0CB5=B8D8:0F88 ?> A5@B8D8:0BC >B;8G05BAO >B ?0@>;O B5<, GB> & 
4) FD95G9F @9APL9 @9EF4 A4 8<E>9 
5) <ECB?P;G9F >D<CFB7D4H<K9E><9 >?RK< 6@9EFB F9>EFB6B7B C4DB?S  
6) D45BF49F FB?P>B 6 ?B>4?PAB= E9F< 
7) A9 FD95G9F A4EFDB=>< A4 EFBDBA9 E9D69D4 
23. �0I8B0 >B DoS/DDoS-0B0: =0 A5@25@ �� <>65B 2:;NG0BL & 
4) B7D4A<K9A<9 K<E?4 CB8>?RK9A<= E B8AB7B IP < <ECB?P;B64A<9 5D4A8@4GQD4  
5) BF>?RK9A<9 :GDA4?<DB64A<S 8?S Q>BAB@<< @9EF4 
6) G69?<K9A<9 D4;@9D4 EFD4A<J C4@SF< 
7) K4EFGR E@9AG C4DB?9= CB?P;B64F9?9= 
24. #@8 @07<5I5=88 �� 2 >1;0:5 4;O 70I8BK >B CB5G:8 40==KE 206=> & 
4) L<HDB64FP 84AAO9 «A4 BF8OI9» < GCD46?SFP 8BEFGCB@ K9D9; IAM-CB?<F<><  
5) BF>?RK<FP 6E9 6A9LA<9 CB8>?RK9A<S 
6) ID4A<FP 6E9 C4DB?< 6 BF>DOFB@ 6<89 6 >BAH<7GD4J<BAAOI H4=?4I 
7) <ECB?P;B64FP FB?P>B 59EC?4FAO9 F4D<HAO9 C?4AO 
25. %B0=40@B 157>?0A=>AB8 PCI DSS @53C;8@C5B & 
4) B5D45BF>G C9DEBA4?PAOI 84AAOI 7D4:84A �% 
5) ;4M<FG 84AAOI C?4Fё:AOI >4DF < FD4A;4>J<=  
6) ID4A9A<9 @98<J<AE><I ;4C<E9= 6 %,� 
7) 4G8<F 7BEG84DEF69AAOI <AHBD@4J<BAAOI E<EF9@ 6 $( 
 

№ "B25B № "B25B № "B25B 
1 6 10 5 19 4 
2 5 11 5 20 4 
3 5 12 5 21 5 
4 5 13 4 22 5 
5 5 14 5 23 4 
6 5 15 5 24 4 
7 5 16 5 25 5 
8 5 17 5   
9 5 18 4   
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"<C 2: �O59D<F9 A9E>B?P>B CD46<?PAOI BF69FB6 
26. �0:85 :><?>=5=BK 2E>4OB 2 0@E8B5:BC@C :;85=B-A5@25@=>9 %'��? (2K15@8B5 3 
20@80=B0) 
4) >?<9AFE>B9 CD<?B:9A<9  
5) E9D69DAO= CDBJ9EE %'��  
6) 86<:B> ID4A9A<S 84AAOI  
7) 695-5D4G;9D CB?P;B64F9?S 
8) CD<AF9D 8?S C9K4F< BFKёFB6 
27. �0:85 ?0@0<5B@K :>=D83C@0F88 2;8ONB =0 ?@>872>48B5;L=>ABL %'��? (2K15@8B5 3 

20@80=B0) 
4) shared_buffers / buffer_pool_size  
5) max_connections  
6) work_mem / sort_buffer_size  
7) log_filename 
8) default_timezone 
28. �0:85 <5B>4K 10;0=A8@>2:8 =03@C7:8 =0 A5@25@K �� 2K 7=05B5? (2K15@8B5 3 20@80=B0) 
4) D9C?<>4J<S «@4EF9D-E?9=6» E KF9A<9@ EB E?9=6B6  
5) <ECB?P;B64A<9 CDB>E<-54?4AE<DB6M<>4 (PgBouncer, HAProxy)  
6) L4D8<DB64A<9 84AAOI CB A9E>B?P><@ E9D69D4@  
7) BF>?RK9A<9 :GDA4?<DB64A<S A4 6E9I G;?4I 
8) G69?<K9A<9 D4;@9D4 EFD4A<J C4@SF< A4 B8AB@ E9D69D9 
29. �0:85 ?@828;5388 <>6=> 2K40BL ?>;L7>20B5;N =0 B01;8FC? (2K15@8B5 4 20@80=B0) 
4) SELECT  
5) INSERT  
6) UPDATE  
7) DELETE   
8) SHUTDOWN 
30. �0:85 <5B>4K 0CB5=B8D8:0F88 ?>445@6820NBAO 2 A>2@5<5==KE %'��? (2K15@8B5 3 
20@80=B0)  
4) CB C4DB?R (md5, scram-sha-256)  
5) CB E9DF<H<>4FG (SSL client certificate)  
6) K9D9; 6A9LA<9 E<EF9@O (LDAP, Kerberos, PAM)  
7) CB J69FG <AF9DH9=E4 CD<?B:9A<S 
8) CB E>BDBEF< <AF9DA9F-EB98<A9A<S 
31. �0:85 40==K5 ?>;57=> D8:A8@>20BL 2 6C@=0;5 ?>4:;NG5=89? (2K15@8B5 3 20@80=B0) 
4) <@S CB?P;B64F9?S < <EFBKA<> CB8>?RK9A<S (IP)  
5) 6D9@S CB8>?RK9A<S < BF>?RK9A<S  
6) D9;G?PF4F 4GF9AF<H<>4J<< (GEC9I/BL<5>4)  
7) EB89D:<@B9 6E9I 6OCB?A9AAOI ;4CDBEB6 
8) C4DB?P CB?P;B64F9?S 6 BF>DOFB@ 6<89 
32. �0:85 ?@58<CI5AB20 C D878G5A:8E @575@2=KE :>?89? (2K15@8B5 233 20@80=B0) 
4) 5OEFDB9 6BEEF4AB6?9A<9 5B?PL<I 54; 84AAOI  
5) 6B;@B:ABEFP FBK9KAB7B 6BEEF4AB6?9A<S 8B @B@9AF4 E5BS (PITR)  
6) CDBEFBF4 EB;84A<S 59; BEF4AB6>< %'�� (CD< CB889D:>9)   
7) 6B;@B:ABEFP D984>F<DB64A<S 5Q>4C4 6 F9>EFB6B@ D984>FBD9 
8) @9APL<= D4;@9D CB ED46A9A<R E ?B7<K9E><@< >BC<S@< 
33. �0:85 <5B@8:8 206=K 4;O <>=8B>@8=30 48A:>2>9 ?>4A8AB5<K %'��? (2K15@8B5 3 
20@80=B0) 
4) ;47DG;>4 8<E>B6 (I/O wait)  
5) E6B5B8AB9 @9EFB A4 8<E>9  
6) E>BDBEFP KF9A<S/;4C<E< (throughput)  



 36 

7) J69F <A8<>4FBDB6 E9D69D4 
8) >B?<K9EF6B CB8>?RKёAAOI >?46<4FGD 
34. �0:85 <5B>4K 70I8BK >B 2=5H=8E C3@>7 ?@8<5=ONBAO : %'��? (2K15@8B5 3 20@80=B0) 
4) A4EFDB=>4 5D4A8@4GQD4 8?S B7D4A<K9A<S 8BEFGC4 CB CBDF4@  
5) D97G?SDAB9 B5AB6?9A<9 %'�� 8?S GEFD4A9A<S GS;6<@BEF9=  
6) <ECB?P;B64A<9 VPN 8?S 8BEFGC4 48@<A<EFD4FBDB6  
7) BF>?RK9A<9 6E9I :GDA4?B6 8?S Q>BAB@<< @9EF4 
8) ID4A9A<9 C4DB?9= 6 >BAH<7GD4J<BAAOI H4=?4I 6 BF>DOFB@ 6<89 
35. �0:85 AB0=40@BK 157>?0A=>AB8 @53C;8@CNB >1@01>B:C ?5@A>=0;L=KE 40==KE? (2K15@8B5 
3 20@80=B0) 
4) GDPR (�%)  
5) 152-(� ($()  
6) HIPAA (@98<J<AE><9 84AAO9, %,�)  
7) ISO 9001 (GCD46?9A<9 >4K9EF6B@) 
8) UTF-8 (>B8<DB6>4 F9>EF4) 
 

№ #@028;L=K5 20@80=BK 
26 4, 5, 6 
27 4, 5, 6 
28 4, 5, 6 
29 4, 5, 6, 7 
30 4, 5, 6 
31 4, 5, 6 
32 4, 5, 6 
33 4, 5, 6 
34 4, 5, 6 
35 4, 5, 6 

 
"<C 3: �9DAB/�969DAB 

36. #0@0<5B@ max_connections >3@0=8G8205B <0:A8<0;L=>5 G8A;> >4=>2@5<5==KE 
?>4:;NG5=89 : %'��. 
○ �9DAB 
○ !969DAB 
37. �>38G5A:0O @575@2=0O :>?8O 2A5340 <5=LH5 D878G5A:>9 ?> @07<5@C. 
○ �9DAB 
○ !969DAB 
38.  0A:8@>20=85 40==KE 87<5=O5B 8AE>4=K5 40==K5 2 B01;8F5 =02A5340. 
○ �9DAB 
○ !969DAB  
39. �C@=0;8@>20=85 =0 C@>2=5 DEBUG @5:><5=4C5BAO 4;O @01>G53> (?@>40:H=) A5@25@0. 
○ �9DAB 
○ !969DAB 
40. ,8D@>20=85 40==KE «=0 >B4KE5» 70I8I05B 8=D>@<0F8N ?@8 :@065 48A:>2 8;8 D09;>2. 
○ �9DAB 
○ !969DAB 
41. #@>B>:>; Kerberos 8A?>;L7C5BAO B>;L:> 4;O H8D@>20=8O B@0D8:0, => =5 4;O 
0CB5=B8D8:0F88. 
○ �9DAB 
○ !969DAB 
42. "1;0G=K5 ?@>20945@K ?>;=>ABLN A=8<0NB A :;85=B0 >B25BAB25==>ABL 70 157>?0A=>ABL 
40==KE 2 ��. 
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○ �9DAB 
○ !969DAB 
 

№ "B25B 
36 �9DAB 
37 !969DAB (;46<E<F BF 84AAOI < E:4F<S; A9 6E9784) 
38 !969DAB (@4E><DB64A<9 B5OKAB CD<@9AS9FES 8<A4@<K9E>< CD< 6O5BD>9) 
39 !969DAB (EB;84ёF B7DB@AO= B5Nё@ ?B7B6 < EA<:49F CDB<;6B8<F9?PABEFP) 
40 �9DAB 
41 !969DAB (Kerberos — QFB CD9:89 6E97B CDBFB>B? 4GF9AF<H<>4J<<) 
42 !969DAB (@B89?P B5M9= BF69FEF69AABEF<: CDB64=89D ;4M<M49F <AHD4EFDG>FGDG, 

>?<9AF — 84AAO9 < 8BEFGC) 
 
"<C 4: #EF4AB6<F9 EBBF69FEF6<9 
43. %>>B=5A8B5 ?0@0<5B@ :>=D83C@0F88 A 53> =07=0G5=85<: 

#0@0<5B@ !07=0G5=85 
1. port �. "7D4A<K9A<9 K<E?4 B8AB6D9@9AAOI CB8>?RK9A<= 

2. max_connections �. #BDF 8?S CD<ё@4 >?<9AFE><I CB8>?RK9A<= 

3. shared_buffers �. $4;@9D C4@SF< 8?S >QL<DB64A<S 84AAOI 
4. log_directory �. #GFP > C4C>9 8?S H4=?B6 :GDA4?B6 
44. %>>B=5A8B5 B8? @575@2=>9 :>?88 A E0@0:B5@8AB8:>9: 

&8? 1M:0?0 )0@0:B5@8AB8:0 
1. #B?A4S (full) �. %B89D:<F FB?P>B <;@9A9A<S E @B@9AF4 CBE?98A97B full 
2. �A>D9@9AF4?PA4S �. %B89D:<F 6ER �� A4 @B@9AF EB;84A<S 
3. �<HH9D9AJ<4?PA4S �. %B89D:<F <;@9A9A<S E @B@9AF4 CBE?98A97B full 
4. �B7<K9E>4S �. 1>ECBDF 84AAOI 6 6<89 SQL->B@4A8 <?< 8DG7<I HBD@4FB6 
45. %>>B=5A8B5 ?@>B>:>; 157>?0A=>AB8 A 53> >A=>2=>9 DC=:F859: 

#@>B>:>; (C=:F8O 
1. SSL/TLS �. ,<HDB64A<9 FD4H<>4 @9:8G >?<9AFB@ < E9D69DB@ 

2. SSH �. �4M<MёAAO= G84?ёAAO= 8BEFGC > E9D69DG 
3. Kerberos �. *9AFD4?<;B64AA4S 4GF9AF<H<>4J<S 6 8B@9AAB= E9F< 

4. IPsec �. ,<HDB64A<9 A4 E9F96B@ GDB6A9 (VPN) 
46. %>>B=5A8B5 AB0=40@B 157>?0A=>AB8 A >1;0ABLN ?@8<5=5=8O: 

%B0=40@B "1;0ABL ?@8<5=5=8O 
1. GDPR �. �4M<F4 84AAOI C?4Fё:AOI >4DF 
2. HIPAA �. "5D45BF>4 C9DEBA4?PAOI 84AAOI 6 �% 

3. PCI DSS �.  98<J<AE><9 84AAO9 6 %,� 

4. 152-(� �. #9DEBA4?PAO9 84AAO9 6 $BEE<=E>B= (989D4J<< 

47. %>>B=5A8B5 <5B>4 70I8BK A C3@>7>9, >B :>B>@>9 >= 70I8I05B: 
 5B>4 70I8BK '3@>70 

1. #4D4@9FD<;B64AAO9 ;4CDBEO �. #9D9I64F FD4H<>4 6 E9F< 

2. ,<HDB64A<9 SSL �. SQL-<AN9>J<< 

3. �D4A8@4GQD �. !9E4A>J<BA<DB64AAO= 8BEFGC CB E9F< 

4. $97G?SDAO9 5Q>4CO �. #BF9DS 84AAOI <;-;4 E5BS <?< BL<5>< 

 

№ "B25B 
43 1-�, 2-�, 3-�, 4-� 
44 1-�, 2-�, 3-�, 4-� 
45 1-�, 2-�, 3-�, 4-� 
46 1-�, 2-�, 3-�, 4-� 
47 1-�, 2-�, 3-�, 4-� 
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"<C 5: #EF4AB6<F9 CD46<?PAGR CBE?98B64F9?PABEFP 
48. ':068B5 ?>@O4>: 459AB289 ?@8 =0AB@>9:5 0CB5=B8D8:0F88 ?> A5@B8D8:0B0<: 
1. �9A9D4J<S >BDA96B7B < >?<9AFE><I E9DF<H<>4FB6 
2. !4EFDB=>4 %'�� A4 CDB69D>G E9DF<H<>4FB6 (ssl = on, clientcert=1) 
3. #D98BEF46?9A<9 >?<9AFG E9DF<H<>4F4 < >?RK4 
4. #B8>?RK9A<9 >?<9AF4 E G>4;4A<9@ E9DF<H<>4F4 
5. #DB69D>4 GEC9LAB= 4GF9AF<H<>4J<< 6 ?B74I 
49. ':068B5 MB0?K 2>AAB0=>2;5=8O 107K 40==KE 87 @575@2=>9 :>?88: 
1. "J9A>4 GM9D54 < 6O5BD FBK>< 6BEEF4AB6?9A<S 
2. �O5BD CB8IB8SM9= D9;9D6AB= >BC<< (full + <A>D9@9AF4?PAO9) 
3. #B87BFB6>4 ED98O 6BEEF4AB6?9A<S (K<EFO= E9D69D/<AEF4AE) 
4. #D<@9A9A<9 5Q>4CB6 6 CD46<?PAB@ CBDS8>9 
5. #DB69D>4 J9?BEFABEF< < F9EF<DB64A<9 6BEEF4AB6?9AAOI 84AAOI 
50. ':068B5 ?>@O4>: =0AB@>9:8 <>=8B>@8=30 ?@>872>48B5;L=>AB8 %'��: 
1. "CD989?9A<9 >?RK96OI @9FD<> (*#, C4@SFP, 8<E>, ;4CDBEO) 
2. �O5BD <AEFDG@9AFB6 @BA<FBD<A74 (pg_stat, Prometheus, Zabbix) 
3. !4EFDB=>4 E5BD4 < ID4A9A<S @9FD<> 
4. !4EFDB=>4 BCB69M9A<= CD< CD96OL9A<< CBDB7B6 
5. $97G?SDAO= 4A4?<; BFKёFB6 < BCF<@<;4J<S 
 

№ #@028;L=K9 ?>@O4>: 
48 1 → 2 → 3 → 4 → 5 
49 1 → 2 → 3 → 4 → 5 
50 1 → 2 → 3 → 4 → 5 

 
КD<F9D<< BJ9A><: 
90-100 10;;>2 «>B;8G=>» ;4E?G:<649F EFG89AF, CB>4;46L<= 6E9EFBDBAA99 E<EF9@4F<K9E>B9 

< 7?G5B>B9 ;A4A<9 GK95AB-CDB7D4@@AB7B @4F9D<4?4, G@9A<9 E6B5B8AB 6OCB?ASFP ;484A<S, 
CD98GE@BFD9AAO9 CDB7D4@@B=, GE6B<6L<= BEAB6AGR < ;A4>B@O= E 8BCB?A<F9?PAB= ?<F9D4FGDB=, 
D9>B@9A8B64AAB= CDB7D4@@B=; >4> CD46<?B, BJ9A>4 «BF?<KAB» 6OEF46?S9FES EFG89AF4@, 
GE6B<6L<@ 6;4<@BE6S;P BEAB6AOI CBASF<= @9:8<EJ<C?<A4DAB7B >GDE4 < <I ;A4K9A<9 8?S 
CD<B5D9F49@B= CDBH9EE<<, CDBS6<6L<@ F6BDK9E><9 ECBEB5ABEF< 6 CBA<@4A<<, <;?B:9A<< < 
<ECB?P;B64A<< GK95AB-CDB7D4@@AB7B @4F9D<4?4. 

80-90 10;;>2 «E>@>H>» ;4E?G:<649F EFG89AF, B5A4DG:<6L<= CB?AB9 ;A4A<9 GK95AB-
CDB7D4@@AB7B @4F9D<4?4, GEC9LAB 6OCB?ASRM<= CD98GE@BFD9AAO9 6 CDB7D4@@9 ;484A<S, 
GE6B<6L<= BEAB6AGR ?<F9D4FGDG, D9>B@9A8B64AAGR 6 CDB7D4@@9; >4> CD46<?B, BJ9A>4 «IBDBLB» 
6OEF46?S9FES EFG89AF4@, CB>4;46L<@ E<EF9@4F<K9E><= I4D4>F9D ;A4A<= CB 8<EJ<C?<A9 < 
ECBEB5AO@ > <I E4@BEFBSF9?PAB@G CBCB?A9A<R < B5AB6?9A<R 6 IB89 84?PA9=L9= GK95AB= D45BFO 
< CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

60-80 10;;>2 «C4>2;5B2>@8B5;L=>» ;4E?G:<649F EFG89AF, B5A4DG:<6L<= ;A4A<S 
BEAB6AB7B GK95AB-CDB7D4@@AB7B @4F9D<4?4 6 B5N9@9, A9B5IB8<@B@ 8?S 84?PA9=L9= GK95O < 
CD98EFBSM9= D45BFO CB CDBH9EE<<, ECD46?SRM<=ES E 6OCB?A9A<9@ ;484A<=, CD98GE@BFD9AAOI 
CDB7D4@@B=, ;A4>B@O= E BEAB6AB= ?<F9D4FGDB=, D9>B@9A8B64AAB= CDB7D4@@B=; >4> CD46<?B, 
BJ9A>4 «G8B6?9F6BD<F9?PAB» 6OEF46?S9FES EFG89AF4@, 8BCGEF<6L<@ CB7D9LABEF< 6 BF69F9 A4 
;4K9F9, AB B5?484RM<@ A9B5IB8<@O@< ;A4A<S@< 8?S <I GEFD4A9A<S CB8 DG>B6B8EF6B@ 
CD9CB8464F9?S. 

 5=55 60 10;;>2 «=5C4>2;5B2>@8B5;L=>» 6OEF46?S9FES EFG89AFG, B5A4DG:<6L9@G 
CDB5?9@O 6 ;A4A<SI BEAB6AB7B GK95AB-CDB7D4@@AB7B @4F9D<4?4, 8BCGEF<6L9@G CD<AJ<C<4?PAO9 
BL<5>< 6 6OCB?A9A<< CD98GE@BFD9AAOI CDB7D4@@B= ;484A<=; >4> CD46<?B, BJ9A>4 
«A9G8B6?9F6BD<F9?PAB» EF46<FES EFG89AF4@, >BFBDO9 A9 @B7GF CDB8B?:4FP B5GK9A<9 <?< 
CD<EFGC<FP > CDBH9EE<BA4?PAB= 89SF9?PABEF< CB B>BAK4A<< GK95AB7B ;46989A<S 59; 
8BCB?A<F9?PAOI ;4ASF<= CB EBBF69FEF6GRM9@G @9:8<EJ<C?<A4DAB@G >GDEG. 
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CB  ��.01.01 #DB9>F<DB64A<9 < D4;D45BF>4 54; 84AAOI 
К9=E 1: �98?9AAO= CB<E> 6 <AF9DA9F-@474;<A9 
�>=B5:AB: � 54;9 84AAOI @474;<A4 F45?<J4 products EB89D:<F 2 @?A FB64DB6. �4CDBE CB<E>4 

CB >4F97BD<<, J9A9 < D9=F<A7G 6OCB?AS9FES 5B?99 5 E9>GA8: 
SELECT * FROM products WHERE category_id = 3 AND price BETWEEN 1000 AND 5000 AND rating >= 4.5 
ORDER BY rating DESC; 

�040G0: 'E>BD<FP 6OCB?A9A<9 ;4CDBE4, A9 @9ASS EFDG>FGDG CD<?B:9A<S. 
 
К9=E 2: �9D96B8 ED98EF6 @9:8G EK9F4@< 

�>=B5:AB: �4A>B6E>B9 CD<?B:9A<9 6OCB?AS9F C9D96B8 10 000 ₽ EB EKёF4 A A4 EKёF B. � 
>B89 CD<?B:9A<S QFB 864 BF89?PAOI UPDATE. #D< B5DO69 E9F< 89AP7< EC<E4?<EP, AB A9 
;4K<E?<?<EP. 

�040G0: $94?<;B64FP A48ё:AO= C9D96B8 E CB@BMPR ID4A<@B= CDBJ98GDO. 
 

К9=E 3: �G8<F <;@9A9A<= ;4DC?4FO EBFDG8A<>B6 
�>=B5:AB: HR-BF89? FD95G9F H<>E<DB64FP >4:8B9 <;@9A9A<9 ;4DC?4FO 6 F45?<J9 employees, 

4 F4>:9 5?B><DB64FP <;@9A9A<S 6 A9D45BK99 6D9@S (22:00306:00). 
�040G0: %B;84FP FD<779D, >BFBDO= 5G89F 69EF< :GDA4? <;@9A9A<= < BF>?BASFP 

A9E4A>J<BA<DB64AAO9 CD46><. 
 

К9=E 4: "GC<> CD< 5DBA<DB64A<< 5<?9FB6 
�>=B5:AB: �64 CB?P;B64F9?S B8AB6D9@9AAB 5DBA<DGRF CBE?98A99 @9EFB 6 ;4?9. "54 

6OCB?ASRF SELECT 8BEFGCABEF<, ;4F9@ UPDATE. %<EF9@4 ;46<E49F, ;4F9@ 6O84ёF BL<5>G 
deadlock. 

�040G0: "5NSEA<FP CD<K<AG FGC<>4 < CD98?B:<FP 864 ECBEB54 97B CD98BF6D4M9A<S. 
 

К9=E 5: �O5BD !#�Д 8?S ?9AFO AB6BEF9= 

�>=B5:AB: %F4DF4C D4;D454FO649F EBJ<4?PAGR E9FP. ":<849FES 10 @?A CB?P;B64F9?9=, 
6OEB>4S K4EFBF4 ;4C<E9= CBEFB6 < ?4=>B6, KF9A<9 ?9AFO 8B?:AB CDB<EIB8<FP @7AB69AAB. 
�BCGEF<@4 A95B?PL4S ;489D:>4 E<AIDBA<;4J<< 84AAOI. 

�040G0: �O5D4FP F<C NoSQL 54;O 84AAOI < B5BEAB64FP 6O5BD K9D9; CAP-F9BD9@G. 
 

К9=E 6: КQL<DB64A<9 E9EE<= < K4EFOI ;4CDBEB6 
�>=B5:AB: �95-CD<?B:9A<9 FBD@B;<F 6 K4EO C<>. �4:8O= ;4CDBE EFD4A<JO 6OCB?AS9F 537 

FS:ё?OI SQL-;4CDBEB6 > B8AB= < FB= :9 ��. 
�040G0: �A98D<FP >QL<DB64A<9 E CB@BMPR Redis. 
 

К9=E 7: К4F4?B7 FB64DB6 E D4;AO@< I4D4>F9D<EF<>4@< 

�>=B5:AB:  4D>9FC?9=E CDB84ёF F9?9HBAO, B89:8G < >A<7<. ' F9?9HBAB6 9EFP RAM, storage, 
G B89:8O size, color, G >A<7 ISBN, pages. � D9?SJ<BAAB= �� QFB CD<6B8<F > 10+ F45?<J4@ < E?B:AO@ 
JOIN. 

�040G0: %CDB9>F<DB64FP EI9@G 6 8B>G@9AFAB= %'�� (MongoDB). 
 

К9=E 8: �A4?<F<>4 CDB84: ;4 5 ?9F 

�>=B5:AB: �B@C4A<S ID4A<F 3 @?D8 EFDB> CDB84: 6 PostgreSQL. �:9@9ESKAO9 BFKёFO E 
SUM, AVG, GROUP BY month, region 6OCB?ASRFES 15+ @<AGF. 

�040G0: �O5D4FP 4DI<F9>FGDG �� 8?S 4A4?<F<>< < B5NSEA<FP CD<AJ<C 9ё D45BFO. 
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К9=E 9:  9>B@9A84J<< «8DG;9= 8DG;9=» < CBIB:<9 FB64DO 

�>=B5:AB: #?4FHBD@9 AG:AB 5OEFDB A4IB8<FP J9CBK>< E6S;9=: CB?P;B64F9?<, EBEFBSM<9 6 
B5M<I 7DGCC4I, <?< FB64DO, >BFBDO9 K4EFB CB>GC4RF 6@9EF9. � SQL QFB 435 JOIN < D45BF49F 
@98?9AAB CD< DBEF9 7D4H4 E6S;9=. 

�040G0: %@B89?<DB64FP 84AAO9 6 7D4HB6B= �� < A4C<E4FP CD<@9D ;4CDBE4. 
 

К9=E 10: Д9ABD@4?<;4J<S < L45?BAO CDB9>F<DB64A<S NoSQL 

�>=B5:AB: � CD<?B:9A<< ?9AF4 AB6BEF9= CB>4;O649F CBEF, <@S 46FBD4, >B?<K9EF6B ?4=>B6 < 
>B@@9AF4D<96. +F9A<9 CDB<EIB8<F 6 100 D4; K4M9 ;4C<E<. &D95G9FES @7AB69AAO= BF>?<>. 

�040G0: %CDB9>F<DB64FP EFDG>FGDG 8B>G@9AF4 E GKёFB@ 89ABD@4?<;4J<< < C4FF9DAB6 
NoSQL. 

 
CB  ��.01.02 'CD46?9A<9 54;4@< 84AAOI 
К9=E 1.  4;6ёDFO64A<9 E9D69D4 54;O 84AAOI 8?S GK95AB7B CBDF4?4 

�>=B5:AB: �4@ CBDGK9AB CB87BFB6<FP E9D69D %'�� 8?S 695-CBDF4?4 >B??98:4. ":<849FES 
8B 300 B8AB6D9@9AAOI CB8>?RK9A<=. �8@<A<EFD4FBDO :4?GRFES, KFB CBE?9 GEF4AB6>< «6Eё 
D45BF49F @98?9AAB». 

�040G0: "5NSEA<FP 4DI<F9>FGDG B5D45BF>< ;4CDBEB6 < CB8B5D4FP 54;B6O9 C4D4@9FDO 
>BAH<7GD4J<<. 

 
К9=E 2. �A<J<4?<;4J<S < D4ECD989?9A<9 A47DG;>< 

�>=B5:AB: #D<?B:9A<9 D4;6BD4K<649FES A4 FDёI E9D69D4I ��. &D95G9FES 46FB@4F<K9E>B9 
EB;84A<9 EI9@O, A4K4?PAOI 84AAOI < D4ECD989?9A<9 ;4CDBEB6. 

�040G0: "C<E4FP CDBJ9EE <A<J<4?<;4J<< < 6O5D4FP @9FB8 54?4AE<DB6><. 
 

К9=E 3.  4;7D4A<K9A<9 CD46 < ;4M<F4 C9DEBA4?PAOI 84AAOI 

�>=B5:AB: � F45?<J9 employees ID4ASFES C4ECBDF4 < ;4DC?4FO. $4;D45BFK<>4@ AG:9A 8BEFGC 
8?S BF?48><, AB BA< A9 8B?:AO 6<89FP D94?PAO9 84AAO9. 

�040G0: %CDB9>F<DB64FP DB?< < D94?<;B64FP @4E><DB64A<9. 
 
К9=E 4. �B8B;D<F9?PAO9 CB8>?RK9A<S < 4GF9AF<H<>4J<S 

�>=B5:AB: � ?B74I EBFA< ;4C<E9= authentication failed E 6A9LA<I IP. !G:AB GE<?<FP CDB69D>G 
6IB84 < >BAFDB?<DB64FP E9EE<<. 

�040G0: !4EFDB<FP 59;BC4EAGR 4GF9AF<H<>4J<R < @BA<FBD<A7 CB8>?RK9A<=. 
 
К9=E 5. �G8<F <;@9A9A<= 6 H<A4AEB6B= 54;9 
�>=B5:AB: #B FD95B64A<R 6AGFD9AA97B >BAFDB?S >4:8B9 <;@9A9A<9 54?4AEB6 8B?:AB 

;4C<EO64FPES E G>4;4A<9@ CB?P;B64F9?S, 6D9@9A< < EF4DOI/AB6OI ;A4K9A<=. 
�040G0: $94?<;B64FP :GDA4?<DB64A<9 DML 59; >D<F<K9E>B7B C489A<S CDB<;6B8<F9?PABEF<. 
 
К9=E 6. �64D<S < 6BEEF4AB6?9A<9 84AAOI 

�>=B5:AB: %5B= C<F4A<S. #BE?98ASS CB?A4S >BC<S 4 24 K4E4 A4;48. �GDA4?O FD4A;4>J<= 
(WAL/binlog) EBID4AS?<EP >4:8O= K4E. !G:AB 6BEEF4AB6<FP EBEFBSA<9 A4 14:00. 

 
К9=E 7. Д<47ABEF<>4 «FBD@B;SM9=» 54;O 

�>=B5:AB: #B?P;B64F9?< :4?GRFES A4 ;489D:>< 5310 E9>.  BA<FBD<A7 CB>4;O649F 
6OEB>GR A47DG;>G A4 8<E> < CDBJ9EEBD.  

�040G0: !4=F< G;>B9 @9EFB E CB@BMPR E<EF9@AOI CD98EF46?9A<=. 
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К9=E 8. �;4<@AO9 5?B><DB6>< < >D<F<K9E><9 CDBJ9EEO 

�>=B5:AB: �64 @B8G?S E>?484 B8AB6D9@9AAB B5AB6?SRF BEF4F><. �B;A<>4RF deadlock. 
&4>:9 <AB784 «;46<E49F» 46FBBK<EF>4 (autovacuum/checkpoint). 

�040G0: 'EFD4A<FP FGC<>< < B59EC9K<FP EF45<?PABEFP HBAB6OI CDBJ9EEB6. 
 

К9=E 9. �4M<F4 BF 6A9LA<I 4F4> < L<HDB64A<9 
�>=B5:AB: %9D69D �� <@99F 6A9LA<= IP. �4H<>E<DB64AO CBCOF>< SQL-<AN9>J<= < 

E>4A<DB64A<9 CBDFB6. 
�040G0: �4>DOFP GS;6<@BEF< < A4EFDB<FP ;4M<MёAAO9 EB98<A9A<S. 

 
 К9=E 10. �5?4KA4S @<7D4J<S < EBBF69FEF6<9 EF4A84DF4@ 

�>=B5:AB: �B@C4A<S C9D9ABE<F �� E C9DEBA4?PAO@< 84AAO@< 6 B5?4>B. &D95G9FES 
EB5?R89A<9 152-(� < PCI DSS. 

�040G0: %CDB9>F<DB64FP @B89?P 59;BC4EABEF< < GCD46?9A<S 8BEFGCB@ 6 B5?4>9. 
 
КD<F9D<< BJ9A><: 
>B<5B:0 «5»: �484A<9 6OCB?A9AB 6 CB?AB@ B5Nё@9 E EB5?R89A<9@ A9B5IB8<@B= 

CBE?98B64F9?PABEF<. %FG89AF D45BF4? CB?ABEFPR E4@BEFBSF9?PAB. 
>B<5B:0 «4»: #D4>F<K9E>B9 ;484A<9 6OCB?A9AB EFG89AFB@ 6 CB?AB@ B5Nё@9 < 

E4@BEFBSF9?PAB. �BCGE>49FES BF>?BA9A<9 BF A9B5IB8<@B= CBE?98B64F9?PABEF< 6OCB?A9A<S, A9 
6?<SRM99 A4 CD46<?PABEFP >BA9KAB7B D9;G?PF4F4. �BCGE>4RFES A9FBKABEF< < A95D9:ABEFP 6 
BHBD@?9A<< D9;G?PF4FB6 ;484A<S. 

>B<5B:0 «3»: #D4>F<K9E>B9 ;484A<9 6OCB?A9AB < BHBD@?9AB EFG89AFB@ E CB@BMPR 
CD9CB8464F9?S <?< IBDBLB CB87BFB6?9AAOI < G:9 6OCB?A<6L<I A4 «BF?<KAB» 84AAGR D45BFG 
EFG89AFB6. !4 6OCB?A9A<9 ;484A<S ;4FD4K9AB @AB7B 6D9@9A<. 

>B<5B:0 «2»: �OEF46?S9FES 6 FB@ E?GK49, >B784 EFG89AF B>4;4?ES A9CB87BFB6?9AAO@ > 
6OCB?A9A<R ;484A<S. #B?GK9AAO9 D9;G?PF4FO A9 CB;6B?SRF E89?4FP CD46<?PAOI 6O6B8B6 < 
CB?ABEFPR D4EIB8SFES E CBEF46?9AAB= J9?PR. "5A4DG:9AB C?BIB9 ;A4A<9 F9BD9F<K9E>B7B 
@4F9D<4?4 < BFEGFEF6<9 A9B5IB8<@OI G@9A<=. $G>B6B8EF6B < CB@BMP EB EFBDBAO CD9CB8464F9?S 
A9QHH9>F<6AO <;-;4 C?BIB= CB87BFB6>< EFG89AF4. 

 
%8BC0F8>==K5 7040G8 4;O CG51=>9 ?@0:B8:8 

CB # .01 «$4;D45BF>4, 48@<A<EFD<DB64A<9 < ;4M<F4 54; 84AAOI» 
�484A<9 1.  4;6ёDFO64A<9 < 54;B64S A4EFDB=>4 !#�Д 8?S GK95AB7B CDB9>F4 

%8BC0F8O: �4@ CBDGK9AB CB87BFB6<FP E9D69DAGR K4EFP �� 8?S AB6B7B 695-CD<?B:9A<S 
>B??98:4. &D95G9FES GEF4AB6<FP %'��, A4EFDB<FP 54;B6O9 C4D4@9FDO < B59EC9K<FP EF45<?PAO= 
8BEFGC. 

�040=85: 
1. 'EF4AB6<FP PostgreSQL <?< MySQL 6 F9EFB6GR ED98G. 
2. !4EFDB<FP: CBDF CB8>?RK9A<S, >B8<DB6>G UTF8, max_connections (A9 @9A99 50), 

D4;@9D 5GH9D4 C4@SF< (shared_buffers/innodb_buffer_pool_size). 
3. �4CGEF<FP E?G:5G, CDB69D<FP EF4FGE, CB8>?RK<FPES >?<9AFB@ BF <@9A< superuser. 
4. %B;84FP BF89?PAGR �� < CB?P;B64F9?S 8?S 5G8GM97B CD<?B:9A<S. 
 
�484A<9 2.  B?964S @B89?P < D4;7D4A<K9A<9 CD46 8BEFGC4 

%8BC0F8O: � E<EF9@9 D45BF4RF FD< 7DGCCO: 48@<A<EFD4FBDO, >BAF9AF-@9A98:9DO < 
4A4?<F<><. �BEFGC > 84AAO@ 8B?:9A 5OFP EFDB7B D4;89?ёA.  

�040=85: 
1. %B;84FP DB?<: app_admin, content_mgr, analyst. 
2. �O84FP CD464: 48@<A4@ 3 ALL; >BAF9AF-@9A98:9D4@ 3 SELECT/INSERT/UPDATE A4 

F45?<JO >BAF9AF4; 4A4?<F<>4@ 3 FB?P>B SELECT A4 47D97<DB64AAB9 CD98EF46?9A<9. 
3. %B;84FP VIEW E @4E><DB64A<9@ KG6EF6<F9?PAOI CB?9= (A4CD<@9D, email <?< phone). 
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4. #DB69D<FP B7D4A<K9A<9 CD46: CBCOF>4 4A4?<F<>4 6OCB?A<FP UPDATE 8B?:A4 
;469DL<FPES BL<5>B=. 

 
�484A<9 3. �4EFDB=>4 D9;9D6AB7B >BC<DB64A<S < F9EFB6B9 6BEEF4AB6?9A<9 
%8BC0F8O: #B D97?4@9AFG 59;BC4EABEF< 84AAO9 8B?:AO D9;9D6<DB64FPES 9:98A96AB. 

&D95G9FES 46FB@4F<;4J<S < CDB69D>4 6BEEF4AB6?9A<S. 
�040=85: 
1. !4C<E4FP E>D<CF CB?AB7B ?B7<K9E>B7B 5Q>4C4 (pg_dump/mysqldump) E G>4;4A<9@ 

<@9A< ��, CGF< < 84FO 6 <@9A< H4=?4. 
2. !4EFDB<FP 46FB@4F<K9E><= ;4CGE> CB D4EC<E4A<R (cron <?< #?4A<DB6M<> ;484A<=). 
3. '84?<FP 20% F9EFB6OI 84AAOI. 
4. �OCB?A<FP 6BEEF4AB6?9A<9 6 AB6GR F9EFB6GR ��, E69D<FP >B?<K9EF6B EFDB> < 

>BAFDB?PAO9 EG@@O >?RK96OI F45?<J. 
 
�484A<9 4. �CF<@<;4J<S E?B:AOI SQL-;4CDBEB6 
%8BC0F8O: �:9@9ESKAO= BFKёF CB CDB84:4@ 6OCB?AS9FES >8 E9> <;-;4 @AB:9EF69AAOI 

JOIN < BFEGFEF6<S <A89>EB6. 
�040=85: 
1. �;SFP <EIB8AO= ;4CDBE E JOIN, WHERE, ORDER BY, GROUP BY. 
2. �4CGEF<FP EXPLAIN (ANALYZE, BUFFERS) <?< 4A4?B7. 
3. �OS6<FP G;><9 @9EF4 (Seq Scan, Sort, Hash Join E 6OEB>B= EFB<@BEFPR). 
4. %B;84FP EBEF46AB= <A89>E, CD< A9B5IB8<@BEF< C9D9C<E4FP ;4CDBE (G5D4FP SELECT *, 

;4@9A<FP IN A4 EXISTS). 
5. �4@9D<FP 6D9@S 8B/CBE?9. 
 
�484A<9 5.  4;D45BF>4 ID4A<@B= CDBJ98GDO E 64?<84J<9= < B5D45BF>B= BL<5B> 

%8BC0F8O: &D95G9FES 46FB@4F<;<DB64FP D4EKёF <FB7B6B= EG@@O ;4>4;4 E GKёFB@ E><8B>, 
A4?B7B6 < CDB69D>< BEF4F>B6 A4 E>?489. 

 �040=85: 
1. !4C<E4FP CDBJ98GDG E 6IB8AO@< C4D4@9FD4@< (order_id, discount_code). 
2. $94?<;B64FP CDB69D><: EGM9EF6B64A<9 ;4>4;4, 4>F<6ABEFP E><8><, A4?<K<9 FB64D4. 
3. �B546<FP 5?B> C9D9I64F4 BL<5B> (TRY...CATCH <?< BEGIN...EXCEPTION). 
4. �9DAGFP D9;G?PF4F K9D9; OUT C4D4@9FD <?< RETURN TABLE. 
5. #DBF9EF<DB64FP A4 3 EJ9A4D<SI: GEC9I, A969DAO= >B8 E><8><, BFEGFEF6<9 FB64D4. 
 
�040=85 6. &@8335@K 4;O 0C48B0 87<5=5=89 8 :>=B@>;O 187=5A-?@028; 
%8BC0F8O: !9B5IB8<@B H<>E<DB64FP >4:8B9 <;@9A9A<9 J9AO 6 >4F4?B79 < ;4CD9M4FP 

G84?9A<9 4>F<6AOI ;4>4;B6. 
�040=85: 
1. %B;84FP F45?<JG price_audit (id, product_id, old_price, new_price, changed_at, 

changed_by). 
2. !4C<E4FP AFTER UPDATE FD<779D, ;4C<EO64RM<= <;@9A9A<S. 
3. !4C<E4FP BEFORE DELETE FD<779D, BF>?BASRM<= G84?9A<9, 9E?< status = 'active'. 
4. #DBF9EF<DB64FP: GEC9LAB9 B5AB6?9A<9 J9AO < CBCOF>4 G84?9A<S 4>F<6AB7B ;4>4;4. 

� $57C;LB0B A40G8: �B8 FD<779DB6, E>D<ALBFO ED454FO64A<S, ;4C<E< 6 price_audit, ?B7  
 
�484A<9 7. "D4A;4>J<< < B5D45BF>4 C4D4??9?PAB7B 8BEFGC4 

%8BC0F8O: �64 BC9D4FBD4 B8AB6D9@9AAB 5DBA<DGRF CBE?98A99 @9EFB 6 E<EF9@9. �B;@B:A4 
CBF9DS B5AB6?9A<= <?< deadlock. 

 �040=85: 
1. !4C<E4FP >B8 5DBA<DB64A<S: BEGIN → SELECT ... FOR UPDATE → CDB69D>4 

8BEFGCABEF< → UPDATE → COMMIT. 
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2. %@B89?<DB64FP C4D4??9?PAO= ;4CGE> <; 86GI E9EE<= (@B:AB K9D9; 864 B>A4 
F9D@<A4?4). 

3. !4EFDB<FP B5D45BF>G F4=@4GF4/FGC<>4: BF>4F E CBASFAO@ EBB5M9A<9@ <?< CB6FBDA4S 
CBCOF>4. 

4. #DB69D<FP, KFB @9EFB A9 ;45DBA<DB64AB 864:8O. 
 
�484A<9 8. �DB9>F<DB64A<9 < D45BF4 E NoSQL �Д (8B>G@9AFA4S @B89?P) 
%8BC0F8O: �4F4?B7 FB64DB6 E D4;AO@< 4FD<5GF4@< (F9?9HBAO: RAM/Storage; B89:84: 

Size/Color). $9?SJ<BAA4S @B89?P EB;84ёF <;5OFBKABEFP < E?B:AO9 JOIN. 
 �040=85: 
1. %B;84FP >B??9>J<R products, 6EF46<FP 8310 8B>G@9AFB6 E D4;AB= EFDG>FGDB= CB?9=. 
2. !4C<E4FP ;4CDBEO: CB<E> CB 6?B:9AAB@G CB?R, H<?PFD4J<S CB 8<4C4;BAG, 47D974J<S 

$group 8?S CB8EKёF4 FB64DB6 CB >4F97BD<<. 
3. %B;84FP <A89>E CB K4EFB <ECB?P;G9@B@G CB?R (A4CD<@9D, category <?< price). 
4. "5NSEA<FP, CBK9@G 6O5D4A4 8B>G@9AFA4S @B89?P 8?S QFB= ;484K<. 
 
�040=85 9.  >=8B>@8=3 ?@>872>48B5;L=>AB8 8 BN=8=3 ?0@0<5B@>2 A5@25@0 
%8BC0F8O: � K4EO C<> CD<?B:9A<9 BF69K49F E ;489D:>B=. &D95G9FES 6OS6<FP G;>B9 @9EFB < 

A4EFDB<FP C4D4@9FDO %'��.  
�040=85: 
1. #DB69D<FP ;47DG;>G CPU, RAM, 8<E>B6B7B I/O, K<E?B 4>F<6AOI E9EE<=. 
2. !4=F< FBC-3 @98?9AAOI ;4CDBEB6 K9D9; pg_stat_statements <?< slow_query_log. 
3. !4EFDB<FP C4D4@9FDO: work_mem, maintenance_work_mem, effective_cache_size (6 

CD989?4I 8BEFGCAB= RAM). 
4. #9D9;47DG;<FP >BAH<7GD4J<R, ;4CGEF<FP F9EFB6GR A47DG;>G, ;4H<>E<DB64FP 

<;@9A9A<9 6D9@9A< BF>?<>4. 
 
�484A<9 10. �5AB6?9A<9 !#�Д < 6989A<9 F9IA<K9E>B= 8B>G@9AF4J<< 

%8BC0F8O: �OL?4 @<ABDA4S 69DE<S %'�� E <ECD46?9A<S@< 59;BC4EABEF<. &D95G9FES 
59;BC4EA4S @<7D4J<S < 4>FG4?<;4J<S 8B>G@9AF4J<< CDB9>F4. 

 �040=85: 
1. %BEF46<FP K9>-?<EF: 5Q>4C → D4;6ёDFO64A<9 F9EFB6B= >BC<< → B5AB6?9A<9 → 

CDB69D>4 EB6@9EF<@BEF< CDBJ98GD/<A89>EB6 → BF>4F CD< BL<5>9. 
2. �OCB?A<FP B5AB6?9A<9 6 F9EFB6B= ED989, ;4H<>E<DB64FP D9;G?PF4FO < 

CD98GCD9:89A<S. 
3. %B;84FP 8B>G@9AF: 4DI<F9>FGD4 ��, C4D4@9FDO >BAH<7GD4J<<, GKёFAO9 ;4C<E< < 

DB?<, D97?4@9AF 5Q>4CB6, CDBJ98GDO @BA<FBD<A74, C?4A BF>4F4. 
 

КD<F9D<< BJ9A><: 
>B<5B:0 «5»: �484A<9 6OCB?A9AB 6 CB?AB@ B5Nё@9 E EB5?R89A<9@ A9B5IB8<@B= 

CBE?98B64F9?PABEF<. %FG89AF D45BF4? CB?ABEFPR E4@BEFBSF9?PAB. 
>B<5B:0 «4»: #D4>F<K9E>B9 ;484A<9 6OCB?A9AB EFG89AFB@ 6 CB?AB@ B5Nё@9 < 

E4@BEFBSF9?PAB. �BCGE>49FES BF>?BA9A<9 BF A9B5IB8<@B= CBE?98B64F9?PABEF< 6OCB?A9A<S, A9 
6?<SRM99 A4 CD46<?PABEFP >BA9KAB7B D9;G?PF4F4. �BCGE>4RFES A9FBKABEF< < A95D9:ABEFP 6 
BHBD@?9A<< D9;G?PF4FB6 ;484A<S. 

>B<5B:0 «3»: #D4>F<K9E>B9 ;484A<9 6OCB?A9AB < BHBD@?9AB EFG89AFB@ E CB@BMPR 
CD9CB8464F9?S <?< IBDBLB CB87BFB6?9AAOI < G:9 6OCB?A<6L<I A4 «BF?<KAB» 84AAGR D45BFG 
EFG89AFB6. !4 6OCB?A9A<9 ;484A<S ;4FD4K9AB @AB7B 6D9@9A<. 

>B<5B:0 «2»: �OEF46?S9FES 6 FB@ E?GK49, >B784 EFG89AF B>4;4?ES A9CB87BFB6?9AAO@ > 
6OCB?A9A<R ;484A<S. #B?GK9AAO9 D9;G?PF4FO A9 CB;6B?SRF E89?4FP CD46<?PAOI 6O6B8B6 < 
CB?ABEFPR D4EIB8SFES E CBEF46?9AAB= J9?PR. "5A4DG:9AB C?BIB9 ;A4A<9 F9BD9F<K9E>B7B 
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@4F9D<4?4 < BFEGFEF6<9 A9B5IB8<@OI G@9A<=. $G>B6B8EF6B < CB@BMP EB EFBDBAO CD9CB8464F9?S 
A9QHH9>F<6AO <;-;4 C?BIB= CB87BFB6>< EFG89AF4. 

 
%8BC0F8>==K5 7040G8 4;O ?@>872>4AB25==>9 ?@0:B8:8 

CB # .01 «$4;D45BF>4, 48@<A<EFD<DB64A<9 < ;4M<F4 54; 84AAOI» 
�484A<9 1.  4;6ёDFO64A<9 BF>4;BGEFB=K<6B7B >?4EF9D4 !#�Д 8?S CDB84>L9A4 

�>=B5:AB: �B@C4A<S ;4CGE>49F AB6O= 6OEB>BA47DG:9AAO= E9D6<E. &D95G9FES CB87BFB6<FP 
>?4EF9D �� E D9C?<>4J<9= < 46FB@4F<K9E><@ C9D9>?RK9A<9@ CD< E5B9 BEAB6AB7B G;?4. 

�040=85: 
1. $4;69DAGFP 864 <AEF4AE4 %'�� (PostgreSQL/MySQL) A4 BF89?PAOI �  <?< 

>BAF9=A9D4I. 
2. !4EFDB<FP CBFB>B6GR D9C?<>4J<R (streaming replication) <?< Group Replication. 
3. !4EFDB<FP @BA<FBD<A7 ?474 D9C?<>4J<< < EF4FGE4 CB8>?RK9A<S. 
4. %@B89?<DB64FP BF>4; @4EF9D4, CDB69D<FP 46FB@4F<K9E>B9 <?< DGKAB9 C9D9>?RK9A<9 

A4 E?9=6. 
5. �B>G@9AF<DB64FP CDBJ98GDG 6BEEF4AB6?9A<S.  

 
�484A<9 2. !<EF9@4 D9;9D6AB7B >BC<DB64A<S E CDB69D>B= 6BEEF4AB6?9A<S < DBF4J<9= 

�>=B5:AB: #B D97?4@9AFG �� 84AAO9 8B?:AO D9;9D6<DB64FPES CB EI9@9 3-2-1. &D95G9FES 
46FB@4F<;4J<S < D97G?SDA4S CDB69D>4 J9?BEFABEF< 5Q>4CB6. 

�040=85: 
1. $4;D45BF4FP EI9@G 5Q>4CB6: CB?AO= (9:9A989?PAB) + <A>D9@9AF4?PAO= (9:98A96AB) 

+ 4DI<6 WAL/binlog. 
2. !4C<E4FP E>D<CF 5Q>4C4 E: CDB69D>B= E6B5B8AB7B @9EF4, ?B7<DB64A<9@, BFCD46>B= 

G698B@?9A<S B5 GEC9I9/BL<5>9. 
3. !4EFDB<FP DBF4J<R: ID4A9A<9 9:98A96AOI 4 7 8A9=, 9:9A989?PAOI 4 4 A989?<, 

9:9@9ESKAOI 4 12 @9ESJ96. 
4. $94?<;B64FP 46FB@4F<K9E>B9 F9EFB6B9 6BEEF4AB6?9A<9 6 <;B?<DB64AAGR ED98G D4; 6 

A989?R. 
5. �B>G@9AF<DB64FP CDBJ98GDG 464D<=AB7B 6BEEF4AB6?9A<S (RTO/RPO). 

 
�484A<9 3. �BA<FBD<A7 CDB<;6B8<F9?PABEF< < CDB4>F<6A4S A4EFDB=>4 C4D4@9FDB6 
�>=B5:AB: � K4EO C<> A45?R84RFES ;489D:>< 6 D45BF9 CD<?B:9A<S. &D95G9FES A4EFDB<FP 

E<EF9@G @BA<FBD<A74 < 6OS6<FP G;><9 @9EF4. 
�040=85: 
1. $4;69DAGFP E<EF9@G @BA<FBD<A74 (Prometheus + Grafana <?< pg_stat_statements + 

custom dashboards). 
2. !4EFDB<FP E5BD @9FD<>: CPU, RAM, I/O wait, cache hit ratio, lock waits, slow queries 

(>1 E9>). 
3. !4EFDB<FP 4?9DFO CD< CD96OL9A<< CBDB7B6 (A4CD<@9D, CPU >85%, slow queries 

>10/@<A). 
4. #DB4A4?<;<DB64FP 84AAO9 ;4 A989?R, 6OS6<FP 3 A4<5B?99 CDB5?9@AOI ;4CDBE4. 
5. #D98?B:<FP < CD<@9A<FP BCF<@<;4J<R: <A89>EO, <;@9A9A<9 >BAH<7GD4J<< 

(work_mem, shared_buffers), D9H4>FBD<A7 ;4CDBEB6. 
 
�484A<9 4. �G8<F 59;BC4EABEF< < GEFD4A9A<9 GS;6<@BEF9= 

�>=B5:AB: #BE?9 6AGFD9AA97B 4G8<F4 6OS6?9AO D<E><: E?45O9 C4DB?<, 8BEFGC CB 
G@B?K4A<R, BFEGFEF6<9 L<HDB64A<S. &D95G9FES GEFD4A<FP GS;6<@BEF<. 

�040=85: 
1. #DB69EF< E>4A<DB64A<9 >BAH<7GD4J<< A4 EBBF69FEF6<9 EF4A84DF4@ (CIS Benchmark 

<?< 6AGFD9AA<= K9>-?<EF). 
2. 'EFD4A<FP A4=89AAO9 CDB5?9@O: 
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o �4@9A<FP 4GF9AF<H<>4J<R trust/md5 A4 scram-sha-256 <?< E9DF<H<>4FO. 
o "FB;64FP <;5OFBKAO9 CD464, 6A98D<FP DB?96GR @B89?P. 
o �>?RK<FP L<HDB64A<9 EB98<A9A<= (SSL/TLS). 
o !4EFDB<FP :GDA4?<DB64A<9 EB5OF<= 59;BC4EABEF<. 
3. #DB69EF< CB6FBDAGR CDB69D>G, ;4H<>E<DB64FP G?GKL9A<S. 
4. #B87BFB6<FP BFKёF 8?S DG>B6B8EF64 E D9>B@9A84J<S@<. 

 
�484A<9 5. �A98D9A<9 @AB7BH4>FBDAB= 4GF9AF<H<>4J<< < DB?96B7B 8BEFGC4 

�>=B5:AB: �B@C4A<S C9D9IB8<F A4 @B89?P AG?96B7B 8B69D<S (Zero Trust). &D95G9FES 
GE<?<FP 4GF9AF<H<>4J<R > �� 8?S 48@<A<EFD4FBDB6.  

�040=85: 
1. �AF97D<DB64FP %'�� E LDAP/Active Directory 8?S J9AFD4?<;B64AAB= 

4GF9AF<H<>4J<<. 
2. !4EFDB<FP 86GIH4>FBDAGR 4GF9AF<H<>4J<R 8?S CD<6<?97<DB64AAOI DB?9= (K9D9; 

PAM, Google Authenticator <?< 4A4?B7). 
3. %B;84FP @4FD<JG 8BEFGC4: DB?< → B5N9>FO �� → BC9D4J<< 

(SELECT/INSERT/UPDATE/DELETE). 
4. $94?<;B64FP 8<A4@<K9E>B9 @4E><DB64A<9 84AAOI 8?S DB?9= E B7D4A<K9AAO@ 

8BEFGCB@. 
5. #DBF9EF<DB64FP EJ9A4D<<: 6IB8 E CD46<?PAO@</A9CD46<?PAO@< 84AAO@<, 8BEFGC > 

;4@4E><DB64AAO@ CB?S@. 
 

�484A<9 6. �DB6989A<9 GK95AB7B C9AF9EF4 < BFKёF CB GS;6<@BEFS@ 

�>=B5:AB: � D4@>4I CDB7D4@@O �� FD95G9FES BJ9A<FP GEFB=K<6BEFP �� > 4F4>4@. �484K4 4 
CDB69EF< ?974?PAO= C9AF9EF < CB87BFB6<FP BFKёF. 

 �040=85: 
1. %BEF46<FP C?4A F9EF<DB64A<S: 6A9LA99 E>4A<DB64A<9, CDB69D>4 A4 SQL-<AN9>J<<, 

C9D95BD GKёFAOI 84AAOI, QE>4?4J<S CD<6<?97<=. 
2. �ECB?P;B64FP <AEFDG@9AFO: sqlmap, Nmap, Metasploit (6 <;B?<DB64AAB= ED989!). 
3. �4H<>E<DB64FP D9;G?PF4FO: >4><9 GS;6<@BEF< A4=89AO, >4>B= GM9D5 6B;@B:9A. 
4. $4;D45BF4FP D9>B@9A84J<< CB GEFD4A9A<R: C4D4@9FD<;4J<S ;4CDBEB6, B7D4A<K9A<9 

CD46, WAF-CD46<?4. 
5. #B87BFB6<FP BFKёF 8?S F9IA<K9E>B7B < A9F9IA<K9E>B7B DG>B6B8EF64. 

 
�484A<9 7. �CF<@<;4J<S EFDG>FGDO �Д < <ECD46?9A<9 BL<5B> 6 CDB84>L9A9 
�>=B5:AB: � D45BF4RM9= E<EF9@9 B5A4DG:9AO: 8G5?<DB64A<9 84AAOI, BFEGFEF6<9 6A9LA<I 

>?RK9=, @98?9AAO9 BFKёFO. &D95G9FES D9H4>FBD<A7 59; CDBEFBS. 
 �040=85: 
1. #DB69EF< 4G8<F EI9@O: A4=F< 8G5?<, A4DGL9A<S J9?BEFABEF<, BFEGFEF6GRM<9 

<A89>EO. 
2. $4;D45BF4FP C?4A @<7D4J<<: 8B546?9A<9 B7D4A<K9A<=, ABD@4?<;4J<S, EB;84A<9 

<A89>EB6 4 E @<A<@4?PAO@ 6D9@9A9@ 5?B><DB6><. 
3. $94?<;B64FP <;@9A9A<S 6 F9EFB6B= ED989, CDBF9EF<DB64FP A4 D9CD9;9AF4F<6AOI 

84AAOI. 
4. #D<@9A<FP <;@9A9A<S 6 CDB84>L9A9 6 B>AB B5E?G:<64A<S, E 6B;@B:ABEFPR BF>4F4. 
5. �4@9D<FP CDB<;6B8<F9?PABEFP 8B/CBE?9, ;4H<>E<DB64FP G?GKL9A<S. 

 
�484A<9 8. �<7D4J<S 84AAOI @9:8G D4;ABDB8AO@< !#�Д (D9?SJ<BAA4S → NoSQL) 

�>=B5:AB: �B@C4A<S C9D9IB8<F E MySQL A4 MongoDB 8?S 7<5>BEF< EI9@O. &D95G9FES 
C9D9A9EF< 84AAO9 E EBID4A9A<9@ J9?BEFABEF< < @<A<@4?PAO@ CDBEFB9@. 

�040=85: 
1. #DB4A4?<;<DB64FP <EIB8AGR EI9@G: 6O89?<FP EGMABEF<, E6S;<, B7D4A<K9A<S. 
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2. %CDB9>F<DB64FP J9?96GR EI9@G 6 MongoDB: 8B>G@9AFO, 6?B:9AAO9 EFDG>FGDO, 
<A89>EO. 

3. !4C<E4FP E>D<CF @<7D4J<< (Python/Node.js + 8D4=69DO): KF9A<9 <; MySQL, 
FD4AEHBD@4J<S, ;47DG;>4 6 MongoDB E B5D45BF>B= BL<5B>. 

4. $94?<;B64FP <A>D9@9AF4?PAGR E<AIDBA<;4J<R A4 6D9@S @<7D4J<< (CDC <?< 
FD<779DO). 

5. #DB69EF< 64?<84J<R: E69D>4 >B?<K9EF64 ;4C<E9=, 6O5BDBKA4S CDB69D>4 84AAOI, 
F9EFB6O9 ;4CDBEO. 

 
�484A<9 9. �47DG;BKAB9 F9EF<DB64A<9 < BCD989?9A<9 CD989?B6 @4ELF45<DG9@BEF< 

�>=B5:AB: #9D98 ;4CGE>B@ AB6B= HGA>J<BA4?PABEF< FD95G9FES BJ9A<FP, >4> �� CB698ёF 
E95S CB8 A47DG;>B=. 

�040=85: 
1. #B87BFB6<FP F9EFB6O= EJ9A4D<=: F<C<KAO9 ;4CDBEO CD<?B:9A<S 

(KF9A<9/;4C<EP/E@9L4AAO9). 
2. !4EFDB<FP <AEFDG@9AF A47DG;BKAB7B F9EF<DB64A<S (JMeter, pgbench, sysbench). 
3. #DB69EF< F9EFO: CBEF9C9AAB9 G69?<K9A<9 A47DG;>< 8B BF>4;4, H<>E4J<S @9FD<> (RPS, 

latency, error rate). 
4. �OS6<FP ?<@<F<DGRM<9 H4>FBDO: 5?B><DB6><, 8<E>B6O= I/O, A9I64F>4 C4@SF<, 

>BAH<7GD4J<S. 
5. #D98?B:<FP D9>B@9A84J<<: 7BD<;BAF4?PAB9/69DF<>4?PAB9 @4ELF45<DB64A<9, 

>QL<DB64A<9, BCF<@<;4J<S ;4CDBEB6. 
 

�484A<9 10. КB@C?9>EAB9 F9EF<DB64A<9 BF>4;BGEFB=K<6BEF< < CDBJ98GDO 464D<=AB7B 
6BEEF4AB6?9A<S 

�>=B5:AB: #B FD95B64A<S@ 5<;A9E4 6D9@S 6BEEF4AB6?9A<S (RTO) A9 8B?:AB CD96OL4FP 15 
@<AGF, CBF9DS 84AAOI (RPO) 4 A9 5B?99 5 @<AGF. &D95G9FES CDB69D<FP EBBF69FEF6<9.  

�040=85: 
1. %@B89?<DB64FP 464D<=AO9 EJ9A4D<<: BF>4; E9D69D4, CB6D9:89A<9 84AAOI, E9F96B= 

D4;89?. 
2. �OCB?A<FP CDBJ98GDO 6BEEF4AB6?9A<S EB7?4EAB D97?4@9AFG: C9D9>?RK9A<9 A4 

D9C?<>G, 6BEEF4AB6?9A<9 <; 5Q>4C4, CD<@9A9A<9 ?B7B6. 
3. �4@9D<FP H4>F<K9E>B9 6D9@S CDBEFBS (RTO) < CBF9DR 84AAOI (RPO). 
4. �OS6<FP BF>?BA9A<S BF J9?96OI CB>4;4F9?9=, CD98?B:<FP G?GKL9A<S. 
5. "5AB6<FP D97?4@9AF 464D<=AB7B 6BEEF4AB6?9A<S E GKёFB@ D9;G?PF4FB6. 
 
КD<F9D<< BJ9A><: 
>B<5B:0 «5»: �484A<9 6OCB?A9AB 6 CB?AB@ B5Nё@9 E EB5?R89A<9@ A9B5IB8<@B= 

CBE?98B64F9?PABEF<. %FG89AF D45BF4? CB?ABEFPR E4@BEFBSF9?PAB. 
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CB?ABEFPR D4EIB8SFES E CBEF46?9AAB= J9?PR. "5A4DG:9AB C?BIB9 ;A4A<9 F9BD9F<K9E>B7B 
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