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1. OBIIME ITOJIOXKEHUA

@®onx oneHounblx cpenctB (POC) pa3zpaboraH C  LENbIO YCTAaHOBJIEHUS COOTBETCTBHS
00pa3oBaTENbHBIX JOCTI)KEHUH CTYIEHTOB TpeOOBaHMUAM MPOTPAMMBI MOJATOTOBKH CHEIMAIHCTOB
CpeAHero 3BeHa 1o npodeccuoHanbHoMy Moyt IIM.01 Pa3zpaGoTka, aqMUHUCTpUPOBAHUE U 3alllUTa
0a3 TaHHBIX JJI1 KOMIIBIOTEPHBIX CHCTEM.

OOC BKIIOYAIOT KOHTPOJIbHBIE MaTepuajabl Ul IPOBEAEHUS TEKYIIEro KOHTPOJIs U
IIPOMEKYTOUYHOM aTTECTALUU.

@DOC TeKyIero KOHTPOJIsl UCHOJIB3YETCs AJIsl ONIEPATUBHOIO U PEryJIIPHOTO YIpaBIeHUs y4eOHOM
JESITEIbHOCTBIO CTY/IEHTOB.

OOC npomeKyTOuHOW aTTeCTallui CTYAEHTOB IO MPO(EeCCHOHAIBHOMY MOJIYIIO IpeAHAa3HAYEeH
IUISL OLICHKH CTETICHH JOCTHKCHUS 3aINTAHMPOBAHHBIX PE3YJIbTaTOB OOYUYECHHUS 110 3aBEPIICHUIO U3yUCHHUS
MEXIUCUUIUIMHAPHBIX KYPCOB MPO(ECCHOHAIBHOTO MOIYJs, 3K3aMeHa (KBaJM(UKALMOHHOIO) II0
3aBEPIICHHUIO U3YYCHUS MTPOPECCHOHATBHOTO MOYJIS B IIETIOM.

®OC pa3paboTaH Ha OCHOBAaHUH:

— IIPOrpaMMbI MOATOTOBKH CIIELUATINCTOB CpeHero 38eHa no crenuanbocty CI10 09.02.11
Pa3palotka u ynpapieHHe IpOrpaMMHBIM 00ECIIEYEHUEM ;

- paboueii MIpOrpaMMBbI po(heCcCUOHATTLHOTO MOIYJIS [IM.01 Pazpabotka,
aJIMMHUCTPUPOBAHUE U 3aluTa 0a3 TaHHBIX;

- yuebHoro muaHa no crneuuansHoctd CIIO 09.02.11 Pa3pabotka u ynpaBieHUe
IIPOrpaMMHBIM 00€CIIEYEHHEM.



2. PE3YJIBTATBI OCBOEHUSA ITPO®ECCHUOHAJBHOI'O MOAYJIA,

HOJJIEXKAIINUE ITPOBEPKE

PesynpraToM B pamMkax ocBoeHus mpodeccruoHambHOro Moxayias [IM.0] Paspabomka,
AOMUHUCIPUPOBAHUE U 3awuma 6a3 OaHHbIX SBISIETCS OBJIAZICHUE CTYACHTAMH B PO ECCHOHATHLHON
nesitenbHOCTH  Paspabomka, admunucmpuposanue u 3awuma 6a3 OAHHbIX, B TOM UHUCIE
npodeccuonanbubiMu (I1K) u o6mmmvu (OK) komMneTeHnusIMu:

Kon HaumenoBanue pe3yabTara 00yueHust
IIK 1.1 ITpoexTrpoBaTh 6a3bl JAHHBIX
I[IK 1.2 Pa3zpabarbiBaTh 00BEKTHI 0a3 TaHHBIX B COOTBETCTBHH C pe3y/IbTaTaMU aHAIN3a
MpeIMETHOM 00JIacTH
K 1.3 PeanuzoBeiBaTh 0a3y JaHHBIX B KOHKPETHOW CHCTEME YIIPaBJICHUS Oa3aMu JaHHBIX
IIK 1.4 AJIMHHHCTPUPOBATH 0a3bl JAHHBIX
K 1.5 3amuimare nHGOpMalKio B 6a3e JaHHBIX C UCIIOJIB30BAHUEM TEXHOJIOTUH 3aIUThHI
nH(pOpMaIU
OK1 Bri6upath ciocoObl perienus 3a1a4 npopecCHOHANBHON AeSITeTbHOCTH
IIPUMEHMUTEIBHO K Pa3IMUHbIM KOHTEKCTaM
OK 2 Hcnonb30BaTh COBpEMEHHBIE CPEJICTBA IIOUCKA, aHAIN3Aa U UHTEPIIPETALIUU
uHpopmanuu, 1 UHGOPMALIMOHHBIE TEXHOJIOTHH IS BHITIOTHEHUS 3a7a4
poecCHOHAIBHON IeSATEIIBHOCTH
OK 3 [InanupoBaTh W pealv30BBIBATH COOCTBEHHOE MpOo(deccHoHabHOE M JUYHOCTHOE
pa3BUTHE, MPEINPUHUMATEIBCKYIO eITeIbHOCTh B IpodeccuoHanbHOU — cdepe,
UCIIONIb30BaTh 3HAaHUS IO MPaBOBOM U (UHAHCOBON T'PaMOTHOCTH B PAa3IUYHBIX
YKU3HEHHBIX CUTYaIUIX
OK 4 D¢ dexTuBHO B3aNMOIEHCTBOBATH U Pa0OTATh B KOJIEKTUBE U KOMaH/IE
OK 5 OcCy1ecTBIATh YCTHYIO U TUCbMEHHYIO KOMMYHHUKAIMIO HA TOCYJapCTBEHHOM SI3bIKE
Poccuiickoit @enepanuu ¢ yueToM 0COOEHHOCTEN COLMAIIBHOTO U KYJIbTYPHOTO
KOHTEKCTa
OK 6 IIposABIATE T'paKIAHCKO-NATPUOTUYECKYIO TMO3MIMIO, JIEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHHE HAa OCHOBE TPAJWLUOHHBIX POCCHICKUX JYXOBHO-HPAaBCTBEHHBIX
LIEHHOCTEH, B TOM YHCIE€ C YYETOM TapMOHM3allMM MEXHAIMOHAIbHBIX U
MEXPEIUTHO3HbIX  OTHOIIEHWH, TPUMEHATh CTAHJIAPThl  AHTUKOPPYHIIMOHHOIO
IIOBE/ICHHUS
OK 7 CopelicTBOBaTh COXPAaHEHUIO OKPYXAIOUIeH Cpelbl, pecypcocOepeKeHnI0, MPUMEHSITh
3HaHUS 00 U3MEHEHMH KJIMMaTa, MPUHLUIBI OepeKITMBOTO MPOU3BOACTBA, Y3PPEKTUBHO
JICICTBOBATh B UPE3BBIYaNHBIX CUTYAIUSIX
OK 8 Hcnonb3oBate cpenctBa (pU3MUECKOW KyJAbTYpbl U COXPAHEHHUS M YKpEIUICHUS
30pOBbsS B Ipolecce Mpo(ecCHOHAIbHON  JESATeNbHOCTH M MOJAJEp’KaHus
HE00X0AUMOT0 YPOBHS (PU3MUECKON OATOTOBIEHHOCTH
OK9 ITonp30BaTbes MpodecCoHaIbHOM TOKyMEHTaluel Ha TOCYAapCTBEHHOM U

HHOCTPaHHOM A3bIKax




3. OLIEHKA YPOBHEH OCBOEHHUSA MTPO®ECCHOHAJILHOT'O MOAY.JIS

OuenuBanue ypoBHEl CcGHOPMUPOBAHHOCTH NPO(MECCHOHATBHBIX W OOMUX KOMIETCHIIUN
IIPOBOAMTCS B paMKax TEKYILIETO U IPOMEXYTOUHOI'O KOHTPOJISL.

B pesynbTaTe ocBoenus npodeccruonansaoro moayist [IM.01 Pa3zpaboTtka, aiIMUHHCTpUPOBAHUE U
3ammTa 06a3 JaHHBIX CTYACHTHI JAEMOHCTPHUPYIOT TPU YPOBHS CPOPMHUPOBAHHOCTH NMPO(ECCHOHATBHBIX
KOMITETCHIIMI: TIOPOTOBBIN, 0a30BBI M MOBBIIIICHHBIH.

Jis  KaXIoro KOHKPETHOro JTama (OpMUPOBaHMS KOMIIETEHIIMHM OIpPEENICHbl KaTerOpUH
«3HATBY, KYMETbY, «IIPAKTUUECKHI OIBIT», B KOTOPbIE BKJIA/IBIBAETCS CIEAYIOLIUN CMBICI:

«MPHOOPECTH MPAKTUUYECKUN OIBITY» — PEIaTh YCIOKHEHHBIE 3a/1a4d Ha OCHOBE IPHOOPETEHHBIX
YMEHHI U HAaBBIKOB, C UX IPUMEHEHHEM B MPO(PECCUOHAIBHBIX JESTeIbHOCTH;

«yMETb» — pellaTh TUIIMYHBIC 33JaUYd Ha OCHOBE BOCIIPOM3BEACHMS CTAaHAAPTHBIX aJTOPUTMOB
pelieHus;

«3HaTh» - BOCHPOU3BOJUTH U OOBSACHATH Y4e€OHBIM MaTepuan ¢ TpeOyeMOoll CTENEHbI0 HayqyHOU

TOYHOCTH U IIOJIHOTHI.

Kon OK, IIK YMmeThb 3HaThL BaageTh HaBBIKAMU
OK.01Bp16upath Br16uparh criocoOsbI aKTyaJIbHbII -
CIOCOOBI PEIICHUS peleHus 3a1aq npodecCHOHATBHBIN U
3azaq npodeccuoHanbHOM COLIMATIbHBIA KOHTEKCT, B
npoeCCHOHATIBHON | eI TETBHOCTH KOTOPOM TPUXOAUTCS
JeSITeIbHOCTH MPUMEHUTEIHHO K paboTaTh U KUTh; OCHOBHBIE
MPUMEHUTEIHHO K pa3IMYHBIM UCTOYHUKH UHPOPMALIUHU U
pa3IUYHbIM KOHTEKCTaM pecypchl AJisl peleHus
KOHTEKCTaM 3a/1a4 ¥ npobsieM B

poeCCHOHAITBHOM H/HITH
COLIMAIBHOM KOHTEKCTE;
AITOPUTMBI BHITIOTHEHUS
pabot B npodecCHuoHaATBHOMN
U CMEXHBIX 00J1aCcTsX;
MeTO/Ibl pabOTHI B
npodeccuoHaNbHOM U
CMEXHBIX chepax;
CTPYKTYpY ILJIaHa JIIs
peLIeH s 3a]1a9; TTOPSII0K
OLIEHKU PE3yJIbTaTOB
pemnieHns 3a1a4
npodeccuoHaNbHOMI
JeSITeTTbHOCTH
OK.02 Hcnonb3oBath HOMEHKJIaTypa -
Hcnons3oBats COBPEMEHHBIE MH(OPMaLIMOHHBIX
COBpPEMEHHBIE CpeZCTBa MOUCKA, HCTOYHUKOB, IPUMEHSIEMBIX
CpeICTBa MOUCKA, aHayM3a u B IpOoeCCHOHATBHOM
aHanm3a u UHTEpIpeTalun NeSITeTbHOCTH; TPUEMBI
WHTEPIpPETAINN UHPOPMAIIAN CTPYKTYPHUPOBAHUS
uHpOpMaLnH, U UH(POPMAaILIMOHHbIE uHpopmanuu; popmar
nH(pOpMaITMOHHBIE TEXHOJIOTHH JIJIS odopMIIeHHSI pPE3yIbTAaTOB
TEXHOJIOTUH IS BBITTOJIHEHUS 3a/1a4 MOKCKa UH(POPMALIUH,
BBITTOJIHEHUS 33/1a4 | Tpo(heCCHOHATLHOU COBpPEMEHHBIE CPEACTBA U
npoeCCUOHATIBHON | IeSITeIbHOCTH yCTpOMCTBa
JeSTeTbHOCTH MHPOPMATH3ALNH; TIOPSITOK
WX IPUMEHEHHS U




porpaMMHOe oOecrieueHue
B MpoeCCUOHATBHOU
JIeATEILHOCTH B TOM YHCIIC
C UCTOJIb30BaHNEM
U(POBBIX CPENICTB

OK.03 I[TnanupoBatb

IInanupoBats 1

COJIepKaHUE aKTyaJIbHON

U peaJln30BbIBATh peann30BbIBATH HOPMAaTHBHO-IIPABOBOM

coOCTBEHHOE cOOCTBEHHOE JIOKYMEHTalUY;

npodeccuoHanbHOe | MPO(pECCHOHAIBHOE U | COBPEMEHHAas Hay4yHasl U

U JIMYHOCTHOE JMYHOCTHOE Pa3BUTHE, | MPOodecCHOHANbHAS

pas3BuUTHE, HPEANPUHUMATENBCKY | TEPMUHOJIOTUS; BO3MOXKHBIE

IIPEANPUHUMATEILCK | F0 JESATEIBHOCTD B TpPaeKTOPUU

YIO IeTENIBHOCTh B | IPO(heCCHOHAIbHON npo¢ecCuOHaIBHOIO

npodeccuoHaIbHON | cepe, UCIONB30BaTh | Pa3BUTHUS H

chepe, 3HaHUS 110 IPaBOBOM U | caMO0Opa30BaHMs; OCHOBBI

HCII0JIb30BATh ¢uHaHCOBOM IIPEANPUHUMATEIIBCKON

3HaHUA 110 IPaBOBOIM | IPaMOTHOCTH B JeSITeIbHOCTH; OCHOBBI

1 (pMHAHCOBOM Ppa3JInYHBIX (uHaHCOBOI I'PaMOTHOCTH;

IPaMOTHOCTH B KU3HEHHBIX IpaBuiia pa3paboTKu

pas3IUYHbIX CUTYyalUAX Ou3HeC-IJIaHOB; OPSII0K

AKHU3HEHHBIX BBICTpauBaHUs

CUTYyaLUsAX IPE3eHTAlMN; KpeIUTHbIE
0AaHKOBCKHUE MPOJYKTHI

OK.04 DddextuBno | DdhdexTruBHO MICUXOJIOTHYECKUE OCHOBBI

B3aMMOJICHCTBOBATh | B3aMMOJIEHCTBOBATh U | JA€ATEIILHOCTU KOJUIEKTHBA,

1 paboTaTh B pabortatsb B MICUXOJIOTHYECKUE

KOJIJICKTUBE U KOJIJIEKTHBE U 0COOEHHOCTH JIMYHOCTH;

KOMaH/Ie KOMaHie OCHOBBI IPOEKTHOM
JESITEIIBHOCTH

OK.05 OcymiecTBISITh 0COOEHHOCTH COIMAJILHOTO

OcymecTBiATh YCTHYIO U Y KyJIBTYpPHOTO KOHTEKCTA;

YCTHYIO U MUCHbMEHHYIO npasuiia opopMIIeHUS

IIMCBMEHHYIO KOMMYHHUKAIIUIO Ha JIOKYMEHTOB U ITIOCTPOEHUS

KOMMYHMKAIMIO HA | TOCYIapCTBEHHOM YCTHBIX COOOIIEHUM

roCcyJ1apCTBEHHOM a3bike Poccuiickoi

s3bIke Poccuiickon denepanuy ¢ y4eToM

denepauuu ¢ 0COOCHHOCTEM

y4eTOM COLIMATILHOTO U

ocoOeHHOCTeH KYJBTYPHOTO

COLIMAJILHOTO U KOHTEKCTa

KYJIbTYPHOIO

KOHTEKCTa

OK.06 ITposiBnsaTH IIposiBisaTh CYIIHOCTb I'PaKJaHCKO-

Ipa)/1aHCKO- IpaXKAaHCKO- MaTPUOTHYECKOMN MO3UIIHNH,

MaTPUOTHYECKYIO NaTPUOTHYECKYIO 00I11eYeTOBEYECKUX

MO3UIHIO, MO3UIIHIO, LEHHOCTEN; 3HaYUMOCTh

JEMOHCTPUPOBATh JEMOHCTPUPOBATh npodeccuoHaIbHON

OCO3HaHHOE OCO3HAHHOE JeSITEIbHOCTH 110

MIOBE/ICHNE Ha [IOBE/ICHNE HA OCHOBE | CIIELIMAJIbHOCTHU; CTaHAAPTHI

OCHOBE TpaZAULHOHHBIX AHTUKOPPYILHUOHHOTO

TpaJIULNOHHBIX POCCUICKHX JTYXOBHO- | IIOBEJIEHUS U MOCIEICTBUSA

POCCUHCKHX HPABCTBEHHBIX €ro HapyueHus




JyXOBHO-
HPaBCTBEHHBIX

LICHHOCTEH, B TOM
YHUCIIE C YYETOM

LIEHHOCTEH, B TOM rapMOHU3ALUT

YHCIIe C YYETOM MEKXHAIIMOHAIBHBIX U

rapMOHU3AIUH MEKPETUTHO3HBIX

MEXHAIIMOHAIBHBIX | OTHOLICHHUIA,

Y MEXPEJIUTHO3HBIX | IPUMEHATh CTaHAaPThI

OTHOIICHUH, AHTUKOPPYIMLIHUOHHOTO

MIPUMCHSIT MIOBEJICHHS

CTaHIapThI

AHTUKOPPYIIIUOHHOT

0 MOBEACHUS

OK.07 ConelicTBOBaThL MpaBUIa SKOJIOTUYECKOM
CopelicTBOBaTh COXPaHEHHUIO 0€3011aCHOCTH NP BEIECHUU
COXPAaHEHHUIO OKpYXarolien cpenpl, | npodeccuoHaibHON
OKpY>KaroIen pecypcocOepexeHnio, | AeITeTbHOCTH; OCHOBHBIE
Cpelbl, MPUMEHSTh 3HaHUS 00 | pecypchl, 3aJ1eiCTBOBAaHHbBIE
pecypcocOepekeHn | U3MEHEHHUH KIIMMarta, | B IPO(eCcCHOHATBHOM

10, IPAMCHSITh TPUHIUITBL NeSITeTbHOCTH; ITyTH
3HaHUS 00 OepexIINBOro obecrnieueHus

W3MEHEHHH KJIMMaTa, | IPOU3BOICTBA, pecypcocOepeKeHuUs;
TIPUHITATIBI 3 pexTBHO MIPUHITUIIBI OEPEHKITHBOTO
OepeKITMBOTO JIeCTBOBATH B IIPOM3BOJICTBA; OCHOBHBIC
MIPOU3BO/ICTBA, Ype3BbIYANHBIX HAIpPaBIICHUS U3MEHEHUS
3pPEKTHBHO CUTYaIHsix KIMMAaTUYECKUX YCIIOBHMA
JIeiCTBOBATH B peruona

YpE3BBIYANHBIX

CUTYaIUsIX

OK.08 Hcnonp3oBats poib pu3nUecKor KyabTypbl
Hcnons3oBats CpelcTBa GU3NYECKON | B OOIIEKYIbTYPHOM,
cpeacTBa KYJIBTYpPBI JJI5 npo¢eCCHOHATLHOM U
buzngeckoi COXpaHEeHHs U COLIMAIEHOM Pa3BUTHU

KYJIBTYpPBI 751

YKPCIUICHUSA 310POBbA

YCJIO0BCKa, OCHOBBI

COXpaHEHHUs U B IIpoLIECCe 3JI0pOBOT0 00pa3a *KU3HU;
YKpEIUIEHUS npodeccuoHaIbHON yCIIOBUSA

3JI0pOBbS B IIPOLIECCE | AESTEIBHOCTH U npodeccuoHaIbHON
npodeccuoHanbHON | moAAepKaHUs JeSITEIbHOCTH U 30HBI pUCKa
NESATEIBHOCTH U HE00X0IMMOT0 (U3UUECKOTro 3/10pOBBS IS
MoAJIepKaHus yYpOBHS (pU3HUECKON CIEINAIbHOCTH; CPE/ICTBA
HE00X0AUMOTO MOATOTOBJIIEHHOCTH npopUIaKTUKN

ypoBHS (pU3HUECKOI NepeHaIpsHKeHUS
IIOAITOTOBJIEHHOCTH

OK.09 ITonb30BaTbCA IIpaBHJIa IOCTPOEHUS
[Tonp3oBaThCs npodecCuOHATbHON MPOCTHIX U CIIOAKHBIX
npodeCCHOHATBHON | TOKYMEHTaIue Ha IIPEIIOKECHU N Ha

JTOKYMEHTaIMen Ha
rOCYJIapCTBEHHOM U
WHOCTPAHHOM
sI3BIKAX

rOCyIapCTBEHHOM M
MHOCTPAHHOM SI3bIKaxX

poeCCHOHATBHBIC TEMBI;
OCHOBHEBIE
001eynoTpeOuTeIbHbIC
riaroiiel (OBITOBAS U
npodeccuoHaIbHAs
JIEKCUKA); JIEKCUYECKHIA
MUHHUMYM, OTHOCHIHHﬁCﬂ K




OMHCAaHUIO MPCIMECTOB,
CPEZICTB U TPOIIECCOB
npodeccHoHaATBLHOMI
NeSITeITbHOCTH,
0COOEHHOCTH
MIPOU3HOICHUS; TIPaBUIIa
YTCHUA TCKCTOB
npodeCCuOHATBLHON
HAIpaBJICHHOCTH

K 1.1
[IpoekTupoBaTh
0a3bl JaHHBIX

— aHaJIM3UPOBATH
npeIMEeTHY0 00J1acTh
Y BBIJICISITh
OCHOBHBIE CYIIIHOCTH;
— OIpEenesiTh
TpeboBaHus K 0aze
JAHHBIX;

— paspabaTbIBaTh
KOHIENTYaIbHYIO,
JIOTUYECKYIO U
(U3NIECKYIO MOJICITH
0a3 JaHHbBIX;

— TPOEKTUPOBATH
cxemy 0a3bl JaHHBIX;
— paborath ¢
COBPEMEHHBIMH Case-
cpeacTBaMu
IPOEKTHpOBaHUs 0a3
JTAHHBIX;

— ONpEIEIsATh CBSI3U
MeEXy TaOIHuIaMH;

— ONpPEIENSATh THITBI
JTAHHBIX JUJIS TTOJIeH
Ta0IuUIL;

— ocopmieHne
JOKYMEHTAIU! Ha
CIIPOEKTUPOBAHHYIO
0a3y MaHHBIX
pa3paboTKH CXEeMBbI
0as3bl JaHHBIX,
ucnoabs3zys NoSQL
MOJICJTH JTAHHBIX,
TaKHe KaK
JIOKYMEHTO-
OpUEHTUPOBaHHBIE,
KJTI0Y-3Ha4YCHNE,
KOJIOHOYHBIE U JIP.

— OCHOBHBIE TTOJIOKCHHS
Teopuu 0a3 1aHHBIX,
XpaHWJIUII JaHHBIX, 0a3
3HAHUI;

— OCHOBHBIC TTPUHIIMITHI
CTPYKTypHU3alLlUU U
HOpMaJIU3aIuu 0a3bl
JAHHBIX;

— OCHOBHBIC TTPUHIIHITHI
MTOCTPOCHHUS
KOHILIENITYaIbHOM,
JOTHYECKOU U (PU3HUECKON
MOJIETH JIaHHBIX;

— METObI OTIMCAHUS CXEM
0a3 TaHHBIX B COBPEMEHHBIX
crCcTeMax yIpaBlICHUS
0a3aMu TaHHBIX;

— CTPYKTYpY JaHHBIX
CUCTEM yIpaBleHUs1 6azaMu
JTAaHHBIX, OCHOBHBIE
TOHSTHS U TPUHIIUIIBI
MIPOEKTUPOBaHUs 0a3
JTAaHHBIX;

— CTPYKTYpPY PEISIIUOHHON
0a3bl JaHHBIX;

— s3eIK SQL u
0COOEHHOCTH €ro
pealn3aiyy B pa3InIHbIX
CUCTEMaXx YIPaBJICHUS
0azaMM JaHHBIX;

— ONTHUMU3ALIUIO
MIPOU3BOIUTENILHOCTH 0a3
JTAHHBIX

MPUHIIMITBI 0€30M1aCHOCTH
XpaHEHUs JaHHBIX

— pazpaboTku
KOHIIENITyaJIbHOM
MOJeIu 0a3bl JaHHBIX;
— pa3paboTKu
UH(OJIOTHYECKON
Mojieu 0a3bl TaHHBIX;
— pa3paboTku
buznueckoit Mmoaenu
0a3bl JaHHBIX;

— pa3paboTku
TpeboBaHU K Oaze
TAHHBIX

— HOpMaHu3aIus
CTPYKTYpPHBI 0a3bl
JTAHHBIX

— JOKYMEHTHPOBAHUS
cxeMbl 0a3bl JaHHBIX,
BKJTIOYAs! JTMArPaMMBbI
ER u onucanus
Ta0IuUIL;
JIOKYMEHTUPOBaHUS
npas JOCTyTIa "
0€30MacHOCTH 6a3sl
JAHHBIX, BKJTIOUAsT
yUYeTHBIC 3anucu
MOJb30BaTENEH M UX
ponu

MK 1.2
PazpabaTbiBaTh
00BEKTHI 6a3
JaHHBIX B
COOTBETCTBHUH C
pe3yabTaTaMu

— pa3pabaThiBaTh
00BeKTHI 0a3 JTaHHBIX
— Cco3/7aBaTh
TaOJIUIIbI, UHICKCHI,
OTpaHUYCHUS U
Ipyrue 00beKThI 0a3bl

— OCHOBBI PEISLIMOHHON
MOJIENU JAHHBIX

— s3b1k SQL u ero
OCHOBHBIE KOMaH/Ibl

— TIPUHITUTIBI
HOpMau3anuu 0a3 TaHHBIX

paboThl ¢ pa3TU4YHBIMU
00BEKTAMU 0a3el
JTAHHBIX




aHanm3a JIaHHBIX — TIPUHIUIIBI pabOTHI C
MIpEAMETHON — ONTUMU3UPOBATH paznuuabiMu CYB]]
oOJactu 3anpockl K 6asze — o0muii moaxonm K
JIAHHBIX IS OpTraHU3aIuN
MOBBIIIECHHS MpeACTaBICHUH, TaOuII,
MIPOU3BOUTEIILHOCTH | MHICKCOB U KIIACTEPOB;
— paspabaThIBaTh — METObl OpraHu3aIuu
XpaHUMBIE LIEJIOCTHOCTH JIaHHBIX
103010 (310 % ) S’ CIOCOOBI KOHTPOJIS AOCTYyTa
TpUTTEpHI 1715 6a3 K JJAHHBIM U yIIPaBJICHUS
JaHHBIX; MIPUBUJICTUSIMHU
pa3zpabaThIBaTh
HEO0OXOaUMBIE IS
pa3IMYHBIX TPYIII
IIOJIb30BaTelICH
MIPEICTaBICHHUS
I[IK 1.3 — pa3pabaTbIBaTh — OCHOBHBIC IMPUHIIHITBI — CcOo3JaHus Ta0IuIl

Peanu3oBwiBaTh 0a3y
JIAHHBIX B
KOHKPETHOU
cucreme
yrpaieHus 6azamu
JIAHHBIX.

00BEKTHI 0a3bI
JIAHHBIX, TAKUE KaK
TaOJIMIIBI, UHACKCHI M
CBSI3H MEXKIY HUMU;

— TPOrpaMMHUPOBATH
1 CO3/1aBaTh
XPaHUMBIC
npoueaypsl, GyHKIIUN
U TPUTTEPHI IS
00pabOTKHN JaHHBIX;
— YIpaBISITH
IaHHBIMHA B 0aze
JIAHHBIX, BKIIOYAst
BBOJI, OOHOBJICHHE U
yIaJeHUe TaHHBIX;

— ONTUMU3UPOBATH
3a1poCkl ¥ MPOBOIUTH
MOHHUTOPHHT
MIPOU3BOTUTENIEHOCTH
0a3bl JaHHBIX;

— paborats ¢ NoSQL
0a3aMu JaHHBIX;

— HCIOJIb30BaTh
3ampOoCHI JIJ1s1 PaOOTHI
¢ ganHeiMu B NoSQL
0asax JIaHHBIX;
ONTUMH3UPOBATH
MIPOU3BOIUTEIIEHOCTh
NoSQL 06a3 1aHHBIX.

CO3/1aHUs 0OBEKTOB Oa3bl
JAaHHBIX;

— CHHTAaKCHC ¥ OCHOBHBIE
npuemsl pabotsl ¢ SQL;

— METO/bl ONTUMU3ALNH
3aMpoCcoOB U MOBBIIICHUS
MIPOU3BOIUTEIHHOCTH 0a3bl
JAaHHBIX;

— OCHOBHBIC TTPHHIIHITHI
yIpaBJICHUS TaHHBIMU U
oOcmy>kuBaHus1 Oa3bl
JTAaHHBIX;

— OCHOBHBIC TTPHHIIHITHI
paboter NoSQL 6a3
NAHHBIX U UX MOJENIEH
JTAaHHBIX;

— TIPEeUMYIIECTBA U
HenoctaTtku NoSQL
TEXHOJIOTHI 110 CPABHEHUIO
C PENSALMOHHBIMU Oa3aMu
JTAaHHBIX;

— METO/bl ONTUMHU3AINH
MIPOU3BOUTEIBHOCTH
NoSQL 6a3 ma"HbIX;
OCHOBHBIE MTPUHITUITHI
yIpaBJiIeHUS JaHHBIMHA U
obciyxuBanust NoSQL 6a3
JTAHHBIX.

0a3bl JAaHHBIX C
onpeieIeHuEM
CTPYKTYpHI U TUTIOB
JAHHBIX IS KaXKI0TO
aTpudyTa;

— ompeneneHus
MIEPBUYHBIX U BHEITHUX
KIIFOuYe misd
YCTaHOBJICHUS CBS3€M
MEXy TaOIHIIaMH;

— CO3JaHUs UHJEKCOB
JUTSL OITUMHM3AITAN
3a1pocoB U
TTOBBIIIICHHS
MIPOU3BOTUTEIIEHOCTH;
— pa3paboTku
XPaHUMBIX TIPOIEAYD,
(GYHKIMI 1 TPUTTEPOB
TUIst 00pabOTKU TaHHBIX
U TIOJICPKKU OM3HEC-
JIOTUKH;

— BBOJA, OOHOBJICHUSA
U yJalleHusl JaHHBIX B
COOTBETCTBUU C
TpeGoBaHUSAMH OU3HEC-
MPOIIECCOB;

— ONTUMHU3AIUU
3ampPOCOB ISt
TTOBBIIIICHHS
MIPOU3BOIUTEIIBHOCTH
CHUCTEMBI;

— co3gaHus 0a3
JIAHHBIX Ha OCHOBE
NoSQL rexHomOTHIT

— CO3J/IaHUA 3aMPOCOB




JUTSE pabOTHI C TAHHBIMH
B NoSQL 6a3ax
JTAHHBIX;

ONITUMH3AIMH
IPOM3BOIUTEIILHOCTH
NoSQL ©0a3 paHHBIX,
UCIIONIB3YSl MHICKCHI U
JPYTUe TEXHUKH

[IK1.4
AMUHUCTPUPOBATH
0a3bl JaHHBIX

— yCTaHaBJIUBaTh U
HactpauBatb CYB/I;
— €O03[aBaTh U
yaansaTh 0a3bl
JIAaHHBIX;

— €O03/1aBaTh
MOJIB30BaTEICH 1
HA3HA4YaTh MpaBa
JIOCTYTI;

— ONTHMH3UPOBATH
3ampockl K O6asze
JIAHHBIX

— o0ecIeuYnBaTh
0e3oImacHOCTh 0a3
JIAaHHBIX;

— CO03/1aBaTh U
HACTpauBaTh Oa3bl
JIAHHBIX B
COOTBETCTBUU C
TpeOOBaHUSIMU
Ou3Heca;

— YIpaBsITH
TPaH3aKIUSIMHU
KOHTPOJIMPOBATH
LIEJIOCTHOCTD JIAHHBIX;
— obecreunBaTh
0€301acHOCTh U
YIPaBISATH JOCTYIIOM
K JTaHHBIM;

— CO3/1aBaTh U
BOCCTaHABJINBATh
pe3epBHbIE KOTUU
JIAHHBIX;

— pabotatb ¢
WHJIEKCAMH U
ONTUMU3UPOBATH
MIPOU3BOIUTEIIEHOCTD
3aMpocoB;

— HOpPMAaJIM30BaTh
0a3bl JaHHBIX U
MPOSKTUPOBATH

3 PeKTUBHBIE
CTPYKTYPHI JIAHHBIX
— MOHHTOPHUTH U

— apxurektypy CYB/I;

— OCHOBHBIC TTPUHIIHITHI
aJIMMHHUCTPUPOBaHUS 0a3
JTaHHBIX;

— METOJbl MOHUTOPHHTA U
onTUMH3AIHH PabOTHI 6a3
JAHHBIX;

— TPHUHIHUIBI PE3EPBHOTO
KOIUPOBAHUA U
BOCCTaHOBJICHUS 0a3
JTAaHHBIX;

— METO/bI 3alUTHI 0623
JAHHBIX OT BHEIIHUX YTPO3;
— 0COOEHHOCTH PabOTHI C
paznuunbiMu CYB/I;

— 3wk SQL (Structured
Query Language);

— YyIpaBJI€HUE
TpaH3aKUUSIMU U KOHTPOIIb
LIETTOCTHOCTU JITAHHBIX;

— yIpaBJIeHHUE JOCTYIIOM U
0e30macHOCTbIO 0a3
JTAaHHBIX;

— pe3epBHOE KOMUPOBAHUE
Y BOCCTAHOBJICHHE JJAaHHBIX;
— ONTHMU3AIHIO
MIPOU3BOIUTENLHOCTH 0a3
JTaHHBIX;

— paboTy c UHIEKCAaMU U
OTITUMMU3AIIHS 3aIPOCOB;

— MOHHTOPHHT M aHAJIH3
MIPOU3BOIUTENBHOCTH;

— TPUHLHUIBI paboThI C
pENSIMOHHBIMU Oa3aMu
JaHHBIX;

MIPUHIIMAITBI paOOTHI €
HEPEISAIMOHHBIMU 0a3aMH
JTAHHBIX

— YCTaHOBKHU U
Hactpoiiku CYB/;

— CO3/1aHUA U
ynaneHus 0a3 qaHHBIX;
— BOCCTaHOBJIEHHMs 0a3
JAHHBIX;

— pPE3epBHOTO
KONIUpOBaHus 6a3
JAHHBIX;

— CO3JaHHA
MOJIb30BaTeNel 1
HA3HAYCHWUSI IPaB
JOCTYTIa;

— ONTHUMHU3ANNU
3aIpocoB K 0aze
TAHHBIX

MOHHMTOPHHTA u
obcmyxxkuBanusi NoSQL
0a3 JaHHBIX, BKJIIOYas
pe3epBHOE
KOMTUPOBaHUE u
BOCCTaHOBJICHHE
JTAaHHBIX.
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aHAIU3UPOBATh
MPOU3BOJUTEIBHOCTD
0a3 JaHHBIX;
paborath ¢
HEPEISUOHHBIMU
0a3zaMu TaHHBIX U
BBIOMpATh Hanbosee
HOIXOISIIUN TUIL
0a3bl JaHHBIX IS
KOHKPETHOU 3a7a4u

IIK 1.5 3ammummniate
uHpopmanuio B 6aze
JAHHBIX C
HCII0JIb30BAHUEM
TEXHOJIOTUH 3alUThI
uHpOpMaIU

— pa3zpabaTbIBaTh U
BHEJIPATH CUCTEMBI
3alUThl 0a3 JaHHBIX
oT
HECAHKI[MOHUPOBAHHO
r'o JIOCTYTIA,

— pa3zpabaTbIBaTh U
BHEJIPSATH CUCTEMBI
pE3epBHOTO
KOITUPOBAHUS U
BOCCTaHOBJICHHS 0a3
JAHHBIX;

— TPOBOAUTH AyJIUT
Oe3omacHocTH 0a3
JAHHBIX;

— yCTaHaBIUBAaTh U
HACTpauBaTh
MEXaHHU3MBI
ayTeHTU(UKAINH U
ABTOPHU3AIAN
MOJIb30BaTENeiH;

— CO3/1aBaTh U
VIPaBISATh POJISIMH U
IpaBaMH JIOCTYyTA K
JTAHHBIM;

— mudpoBaTh
JaHHBIC U
obecreunBaTh UX
KOH(PHICHIIMATBHOCTh
;

— KOHTPOJIMPOBATH
[EJOCTHOCTh JaHHBIX
U 00HapyKHUBaTh
WU3MEHEHUS;

— WCIOJBh30BaTh
MEXaHHU3MBI ayUTa
JUTSL OTCITCKMBAHUS
JOCTyTA K IaHHBIM;
— WCIOJBb30BaTh
MEXaHU3MBI
MOHHTOPHHTA JIJIS
oOHapyXeHHs yrpo3

— METOJbI 3aIUTHI 6a3
JaHHBIX OT
HECaHKLHOHUPOBAHHOTO
JIOCTYIIa;

— METOJbI CO3TaHUS U
BOCCTAHOBJICHUSI pE€3E€PBHBIX
Komui 6a3 TaHHBIX;

— 0COOEHHOCTH PabOTHI C
Pa3TUYHBIMU TUIIAMU
CVYB/;

— METObl IPOBEICHUS
aynurta 6e30macHoCTH 6a3
JTAaHHBIX;

— TIPHUHIIUIIBI
Kpunrorpaguu 1 METOJI0B
mKU(ppoBaHUs JaHHbIX;

— CTaHJaPThI U MPOTOKOJIbI
0€30IaCHOCTH, TAKUX KaK
SSL/TLS, SSH, Kerberos u
Ap-;

— METOJBI
ayTeHTU(UKALUU U
aBTOpU3aLUU
MOJIL30BaTEIICH, BKIIOYas
UCIOJIb30BaHUE MapOJIEH,
CepTU(PHUKATOB U
OMOMETPUUYECKHX JAaHHBIX;
— METO]Ibl KOHTPOJIS
J0CTyMa, BKIIOYas
CO3JaHue POJICH U IPYIIII
MOJI30BaTEIICH,
yIipaBJieHUE MTPaBaMu
JIOCTyTa U ayJIuT AOCTYIa K
JTaHHBIM;

— METObl OOHAPYKEHUS U
MPEJOTBPAICHH aTaK,
BKJIIOYas 3amuTy oT SQL-
nabekni, DoS/DDoS-arak
U IPYTHUX YTPO3
0e30IMacHOCTH;

— METOJIbl MOHUTOPHUHTA
aHaJIN3a )XypHaJIOB

— HCIOJIB30BAaHUS
CTaH/IaPTHBIX METO/IOB
3aIUTEl O0OBEKTOB 0a3bl
JIAHHBIX

— pa3paboTKu U
BHEJIPCHUS CUCTEM
3aIUThI 0a3 JaHHBIX OT
HECAHKIIMOHUPOBAHHOT
0 JIOCTYTIa;

— pa3paboTKu U
BHE/IPEHUS CUCTEM
pe3epBHOTO
KOITUPOBaHUS U
BOCCTaHOBJICHHS 0a3
JIAHHBIX

aynuta 0e30MacHOCTH
0a3 JaHHBIX
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0€30MacHOCTH;

— CO03/1aBaTh U
YIPABISITh
3allMIICHHBIMU
COCOUHCHUSIMH C
0a3oli JaHHBIX;

— HCIOJIb30BaTh
MEXaHU3MbI 3aIHUTHI
oT SQL-uabeKInii 1
JIPYTHX BUJOB aTak;
— co37aBaTh U
YIPaBIATh O9KaraMu
U pe3epPBHBIMHU
KOIUSIMH JTAHHBIX
obecneunBaTh
0e30MmacHOCTh 0a3bl
JIAHHBIX MPU
HCITO0JIb30BaHUH
00JIauHBIX CEPBHCOB

COOBITUH TSI OOHAPYKEHUS
yrpo3 06e30macHOCTH U
aHaym3a
MIPOU3BOIUTEIBHOCTH 0a3bl
JTAaHHBIX;

— METOJbI CO3TAHMS U
yIpaBJICHHS 3alIUIIEHHBIMU
COCTUHEHUSMU C 0a30i
JTaHHBIX, BKIro4Yass VPN-
TyHHEnu U SSL-
mudpoBaHue;

— METOJbI CO3TAHMS U
yInpaBJieHus O9KarnaMu u
pPE3epPBHBIMH KOIUSMU
JAHHBIX, BKJIIOYast
WCIIOJIb30BaHNE
WHKpPEMEHTAIBHBIX U

Qg depeHIraTbHbIX
OPKaIIoB;

— MeTobl 00ecreueHus
0e30MmacHOCTH 0a3bl TaHHBIX
P UCIIOJI30BAHUU
00JIauHbIX CEPBHUCOB,
BKJIIOYAs 3aLIUTY OT YTEUKH
JAHHBIX U YIIPABJIICHHUE
JOCTYTOM K 00JIa4HbIM
pecypcawm;
3aKOHOAATENHCTBO U
CTaHJapThl 0€30MaCHOCTH,
takue kak GDPR, HIPAA,
PCI DSS u np.
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OIEHOYHBIE MATEPHAJIBI 110 TPOPECCHOHAJIBHOMY MOAYJIO
IIM.01 PASPABOTKA, A/IMUHUCTPUPOBAHUME U 3AIINUTA BA3 JAHHBIX (C
INPABUJIBHBIMHU OTBETAMM)

Ne 1

Coaepsxanue Bonpoca

IIpaBu/IbHBINH OTBET

IIpoBepsiembie
KOMIIETCHIIUH

l.

C ero mmoMoIIbI0 MOKHO CO37aBaTh TAOJIMIIbI,
N00aBJIATh, U3MCHSATH U YIAJIATh TaHHBIC, a
TaK)Ke UCKaTh HYXKHYI0 HH(OpMAIHIO. ..

S3bIK
CTPYKTYPUPOBAHHBIX
3anpocoB (SQL)

K 1.1
IIK 1.2
K 1.3
I1IK 1.4
K 1.5
OK 1-OK 9

Ot1o KomaHja Ha s3bike SQL: HaiiTu, 100aBUTH,
W3MEHUTH WIH YIAIUTh IaHHBIC. . .

3anpoc (query)

K 1.1
IIK 1.2
K 1.3
I[IK 1.4
K 1.5
OK 1-OK 9

Kaxnas crpoka — oaHa 3anuch (Harpumep,
CTYJIEHT), KaX bl cTON0eI — CBOMCTBO (MM,
BO3pACT, TpyMna)...

Tabmnura B
peIALMOHHON Oa3e
JIAHHBIX

K 1.1
I[IK 1.2
K 1.3
I[IK 1.4
K 1.5
OK 1-OK 9

[Tomoraer TOYHO HAUTHU OJHY CTPOKY, HE
reperyras €€ ¢ Apyroil. He Moxer nmoBTopsATsCs
1 OBITh IYCTBIM. ..

IlepBrYHBI KITHOY
(Primary Key)

K 1.1
I[IK 1.2
K 1.3
I[IK 1.4
K 1.5
OK 1-OK 9

Bri6upaeT HyXHbIE CTOIOLBI U CTPOKH U3
Tabnuibl, MOxHO 100aBuTh ycinoBus (WHERE)
u coptupoBky (ORDER BY)...

Omneparop SELECT

K 1.1
K 1.2
K 1.3
I[IK 1.4
K 1.5
OK 1-OK 9

XpaHuT JaHHbIE B yJ0O0HOM (popmare:
JOKYMEHTBI, Tapbl «KJII0U-3HAUE€HUE), KOJOHKU
WK Tpadsbl.. ..

NoSQL 6a3a ganHbBIX

K 1.1
K 1.2
K 1.3
I[IK 1.4
K 1.5
OK 1-OK 9

OnuH JOKYMEHT COIEPKUT BCE JIaHHBIE 00
00BeKTE, MaKe BIOXKEHHBIE CIIMCKU U OOBEKT. ..

JlokymeHnTHas 6a3a
JTaHHBIX

K 1.1
K 1.2
[IK 1.3
[IK 1.4
I[IK 1.5
OK 1-OK 9

XpanuT npoctele napsl: key — value. loctym
TaHHBIM OY€Hb OBICTPEIH, IO OTHOMY KITIOUY. ..

baza gaHHBIX «KITIOY-
3HA4YCHHUCH

K 1.1
[IK 1.2
K 1.3
I[IK 1.4
K 1.5
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OK 1-OK 9

0. JlaHHBIE C OCHOBHOTI'O CEPBEPA AaBTOMATUYECKHU Pennukanus 6a3bt K 1.1
MepeIatoTCs Ha OJIMH WJIA HECKOJIBKO TAHHBIX [IK 1.2
JOTIOJTHUTEIBHBIX ... K 1.3

[IK 1.4
K 1.5
OK 1-OK 9
10. Paznenenne 6omb110ii 6a3bl HA YaCTH, KOTOPBIE I'opusoHTansHOE K 1.1
XpaHATCS Ha Pa3HbIX CEpBEpax... MacImTabupoBaHHE K 1.2
(wapaupoBaHue) B K 1.3
NoSQL [IK 1.4
K 1.5
OK 1-OK 9

1. ... - 3TO IporpaMmma, KOTopasi XpaHuT, COPTHUPYET CYBJ (Cucrema K 1.1
Y BBIJIAET nanHbie. OHA TPUHUMAET KOMaHIbl OT ynpaBieHus 6azamu IIK 1.2
MIPUJIOKEHUH, TIPOBEPSIET UX, pabOTaeT ¢ JTAaHHBIX ) K 1.3
(aiinamu Ha AMCKE W BO3BpaIlaeT pe3ybTarT. [IK1.4

K 1.5
OK 1-OK 9

12. ... - 3TO TPOILIECC 3arpy3Ku U HACTPOUKHU VYcranoska CYB/I Ha K 1.1
nporpammbl-CY B/l Ha koMnbrOTEpE-CEPBEPE. cepsep K 1.2
Bxirouaer: ckaunBaHMe MMaKeTa, 3aIlycK K 1.3
yCTaHOBIIIHKA, BBIOOP mapaMeTpoB (TIOpPT, [IK1.4
KOJMPOBKA, NapoJib aIMUHUCTPATOPA), 3aIlyCK K 1.5
CITYKOBI. OK 1-OK 9

13. ... - 3TO 4€THAas 3aIUCh, 0]l KOTOPOH MOMKHO [Tone30BaTens 0a3bl IIK 1.1
noakmouuthes kK CYBJI. V kaxmoro JTAHHBIX K 1.2
MOJIb30BaTeNsl €CTh UMS, Tapojib U HaOOp Mpas: K 1.3
YTO MOKHO JIeaTh (UUTaTh, MUCATh, YIAISITH) U K 1.4
C KaKuMH 0azamu. I[IK 1.5

OK 1-OK 9

14. ... - OTO pa3pelICHUE Ha ONPEACIIEHHbIE IIpaBa nocrymna K 1.1
NENCTBHs ¢ JaHHbIMU. 1IpaBa BeIaroTCs Ha (mpuBUIETUN) K 1.2
ypOBEHB: cepBep — 0aza — Tabnuia — [IK 1.3
cronbeu. OcHoBuble: SELECT (uurats), K 1.4
INSERT (no6aBnste), UPDATE (MmensTh), I[IK 1.5
DELETE (ynansts). OK 1-OK 9

15. ... - OTO KOIIHS BCEX JJaHHBIX, COXpPaHEHHAs PesepBHas komnus K 1.1
OTJeNbHO Ha ciyyail coos. Co3naéres (Ookart) 6a3bl JAHHBIX K 1.2
cnenuanbHoi komanao CYB/I ninu ckpuntom. K 1.3
MosxeT ObITh MOJTHOM (BCs 0a3a) WM YaCTUYHOM I[IK 1.4
(TONBKO BasKHBIE TAOJIUIIBI). I[IK 1.5

OK 1-OK 9

16. ... - 3TO TIPOIIECC BO3BpATa JAHHBIX U3 Boccranosnenue IIK 1.1
pe3epBHOIA KoK mocie c0os. 3amyckaercs 0a3bl JaHHBIX K 1.2
komannoi CYBJI, kotopas untaer daitn 6okama K 1.3
Y BOCCO3JIaET TaOIHIIBI U TAHHBIE. [IK 1.4

K 1.5
OK 1-OK 9

17. ... - 9To (paiin, kyna CYB/] 3anuceiBaer Bcé Jlor (>xypHan K 1.1

BAJKHOE, YTO C HEN IIPOUCXOAUT. B or cobbiTuil) CYB/] K 1.2
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MONAJA0T: MOJKIIOUCHHUS TTOIL30BaTeNeH,

IIK 1.3

OLIMOKH, MEJIJICHHBIE 3aIIPOCHI, 3aITyCK K 1.4
OCTAHOBKa CITY)KOBI. K 1.5

OK 1-OK 9
18. ... - 9TO TIOCTOSTHHOE HaOI0/IeHHE 32 paboTOMH MonuTopuHT 6a3bl IK 1.1
CYB/. BxitouaeT oTClIe)KUBAHUE: 3arPy3KU JTAHHBIX K 1.2
npoueccopa, naMsTH, MeCTa Ha JIUCKE, IIK 1.3
KOJINYECTBA MOAKIFOYEHU I, BPEMEHU [IK 1.4
BBITOJIHEHUS 3aPOCOB. K 1.5

OK 1-OK 9
19. ... - 9TO IIPOBEPKA, KTO ThI: «Thl ACHCTBUTEIBHO Aytentuduxanus B IK 1.1
TOT, 32 KOro cebs Beigaémn?». CYB/] CYB/] K 1.2
CpaBHMBAET BBEJIEHHOE UMS U TTAPOJIb C K 1.3
JIAHHBIMU B CBOEH TAOJIUIIE ITOJIH30BATENEH. IIK 1.4
MoskeT UCIOIb30BaTh U IPYTHE CIIOCOOBI: IIK 1.5

ceprudukarsl, [P-agpeca. OK 1-OK 9
20. ... - 9TO TIpeoOpa3oBaHKe TaHHBIX B HeunTaeMmblid | [llndpoBanue naHHBIX I[K 1.1
BU/J 1151 NOCTOpOHHUX. JlaHHbIe U@ pyroTcs B CYB/] K 1.2
IIPH 3alUCH Ha JUCK (U poBaHUE «HA K 1.3
OTJIBIXE») WM MPH TIepeIaue Mo CeTH [IK 1.4
(mmdpoBaHKUE «B IBHKCHHUI). K 1.5

OK 1-OK 9

TECT
(C npaBWIBHBIMYU OTBETAMM)
Ne ninn Coaep:xanue Bonpoca IIpaBuabHbii | IIpoBepsiemble
OTBeET KOMIIeTeHIIHH

1. SQL (Structured Query Language) — 370 ... 0 IIK 1.1
a) A3bIK IPOrPaMMHUPOBAHUS JUIsl CO3aHUS CATOB K 1.2
0) sA3bIK 11 001IeHus ¢ 0a30H TaHHBIX K 1.3
B) Iporpamma Juis pucoBaHMs cxeM 0a3 JTaHHbIX IIK 1.4
I') OepallMOHHAs CUCTEMA JIJIsl CEpPBEPOB I[IK' 1.5

OK I-OK 9
2. Komanna SELECT B SQL ucnions3yercs i ... B IIK 1.1
a) yIaJIeHUs JaHHBIX U3 TaOIHIIbI IIK 1.2
0) U3MEHEHUS CTPYKTYpbI TaOJINIIbI IIK 1.3
B) BBIOOpPA M MPOCMOTpPA JAHHBIX U3 TAOIHIIBI K 1.4
') CO3/IaHMsI HOBOTO MOJIB30BaTeNsl 0a3bl JAaHHBIX IIK 1.5

OK I-OK 9
3. Tabnuna B peisiiiOHHON 0a3e JaHHBIX — 3TO ... ] K 1.1
a) Habop HECBsA3aHHBIX (HaNIOB K 1.2
0) CTpYKTYpa U3 CTPOK U CTOJIOIOB, IJI€ XPAHATCS IIK 1.3
JaHHbIC IIK 14
B) Mporpamma it 00paboTKH 3aIpocoB IIK 1.5

T) )KypHaJI COOBITHI cepBepa OK 1-OK 9
4. [TepBuunslii kimtoy (Primary Key) B Tabmuie — 3to ... B IIK 1.1
a) ToJie, KOTOPOE MOXKET MOBTOPSITHCS y PA3HBIX 3aIUCEH K 1.2
0) moJse, KOTOpOoe XPaHUT MApOJIb MOJIH30BATEI IIK 1.3
B) YHUKAJIbHOE I10JI€, KOTOPOE TOYHO UAECHTHUPHUIINPYET I[IK 1.4
KaXIYIO 3al1Ch IIK 1.5

T) [oJie, KOTOPOE aBTOMATHUUYECKU yJalsieT cTapble OK 1-OK 9

JaHHBIC
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S. Onepatop WHERE B 3anpoce SQL HyxeH nis ... IK 1.1
a) COPTHPOBKH PE3yIbTATOB 1O a(haBUTY IIK 1.2
0) pubTpanMK CTPOK 1O 3aJaHHOMY YCIIOBHUIO IIK 1.3
B) 00bEIMHEHUS HECKOJIBKUX TaOJIHIY I[IK 1.4
T') CO3/IaHMS PE3EPBHON KOTIMH JTaHHBIX I[IK 1.5

OK I-OK 9

6. NoSQL 6a3a maHHBIX — 3TO ... IIK 1.1
a) 6a3a JaHHBIX 0€3 TaOJIUI U CTPOTOM CTPYKTYPHI, IS K 1.2
TUOKOTO XpaHECHHUsI TaHHBIX IIK 1.3
0) 6a3a JaHHBIX, KOTOpas padOTaeT TOIBKO Ha S3BIKE [IK 1.4
SQL K 1.5
B) Iporpamma Jiisl IEpEBOA 3alpOCOB C PYCCKOro Ha OK I-OK 9
AHIJIMMCKUI
I') ycTapeBUIMi THI 0a3 JaHHBIX, KOTOPHIH OOJbIIE HE
HCIIOJIB3YeTCS

7. JlokymeHTHas 6a3a naHHBIX (Hanpumep, MongoDB) K 1.1
XPaHUT JIaHHbBIE B (hopmarTe ... I[K 1.2
a) TOJIBKO B BHJIE€ MPOCTHIX YHCEIT K 1.3
0) TONBKO B BUJIE TpauuecKux n300paKeHui IIK 1.4
B) HCKITIOYUTEIHHO B IBOMYHOM KOJ1€¢ 0€3 BO3MOKHOCTH I[IK' 1.5
YTEHUS OK 1-OK 9
I') B BUJIE IOKYMEHTOB, N0X0kHUX Ha JSON

8. baza nanHbIX THIA «KITIOY-3HaUeHUE» (Hampumep, Redis) IK 1.1
paboTaer 1o npUHIMUMY ... K 1.2
a) MOUCKa JAHHBIX MO CIOKHBIM YCIIOBUSM B HECKOJIBKUX K 1.3
Tabiunax I[IK 1.4
0) XpaHeHus nap: Mo YHUKaIbHOMY K04y OBICTPO IIK 1.5
HaXOJUTCS HY’)KHOE 3HAUECHHE OK I-OK 9
B) aBTOMAaTUYECKOT'0 YAAJICHHs BCeX JaHHBIX Kaxble 24
yaca
r) mudpoBaHus TaHHBIX 0€3 BO3MOXKHOCTH
BOCCTAHOBJICHHUSI

9. I'maBHOe npenmyiecTBo NoSQL 0a3 gaHHBIX nepen IIK 1.1
PETALMOHHBIMUA — 3TO ... K 1.2
a) 00s13aTeNIbHOE UCTIONBh30BaHue si3bika SQL K 1.3
0) cTporas pukcupoBaHHas cxeMa TaOJIUIL K 1.4
B) THOKOCTB CTPYKTYPBI M BO3MOXKHOCTh K 1.5
TOPU30HTAIBHOTO MacIITaOUpOBaHUS OK 1-OK 9
r) paboTa TOJIBKO Ha OJTHOM CEepBEpe

10. Korpaa nenecoodpasno Beiopath NoSQL 0a3y maHHbBIX IK 1.1
Bmecto SQL? K 1.2
a) KOoTJ1a Hy>)KHa CTPOTast IIEJIOCTHOCTh TAHHBIX U I[K 1.3
CJIO’KHBIE CBSI3U MEXKAY TaOIHULaMH IIK 1.4
0) Korja B KOMaH/Ie HET TPOrPAMMHUCTOB K 1.5
B) KOTI'/Ia IPOEKT HEeOONbIION 1 paboTaeT Ha OJTHOM OK I-OK 9
KOMIIBIOTEpE
I') KOTJa JaHHbIE UMEIOT Pa3HyI0 CTPYKTYpY U ObICTPO
MEHSIFOTCSI, @ Harpy3Ka OYeHb BBICOKas

11. CVYB/ (Cuctema ympapieHus 0a3aMi JaHHBIX) — 3TO ... IIK 1.1
a) mporpaMma Jijisi CO37aHusI MPE3CHTAINNA I[IK 1.2
0) mporpamMMa Jj1si XpaHeHusi, 00pabOTKH U BbIJAUU IIK 1.3
JTAHHBIX 1K' 1.4
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B) aHTUBHPYC JIJIs 3aIIUTHI CEpPBEPA K 1.5
') TEKCTOBBIM PENAKTOP JJIsl HAMCAHUS KOJa OK I-OK 9
12. [Tpu ycranoBke CYB/I Ha cepBep 00s3aTeNbHO HY)KHO I[K 1.1
3a1ath ... I[IK 1.2
a) uBeT uHTepdeiica mMporpaMMel IIK 1.3
6) mapoIk IS T0JIb30BATEN-aIMUHICTPATOPa 1IK 1.4
B) M3 JIOMAIIIHEr0 MUTOMIIa aAIMUHHUCTPATOpa LK 1.5
I') CTpaHy NPO>KUBAHUS pa3pabOTUNKOB OK 1-OK9
13. Cnyx6a CYBJl — 210 ... K 1.1
a) IOKYMEHT C HHCTPYKITUEH 10 YCTaHOBKE I[IK 1.2
0) hoHOBBII TIpOIIECC, KOTOPHI 0OecIIeYnBacT padboTy K 1.3
0a3bl JaHHBIX [IK1.4
B) Mporpamma Juis puCOBaHHs CXeM TaOJIHIl IIK 1.5
T') )KypHaJI TOCEIEHU caiita OK 1-OK 9
14. [Topr CYB/] (nanpumep, 5432 nns PostgreSQL) nyxen K 1.1
i ... I[IK 1.2
a) MOAKJIIOYEHHUS KIIMEHTOB U NIPUJIOKEHUHN K CEPBEPY IIK 1.3
0a3bl JaHHBIX [IK1.4
0) OTIpaBKU 3JIEKTPOHHOU MOYTHI aIMUHUCTPATOPY IIK' 1.5
B) aBTOMaTUYECKOT0 OOHOBIIECHUS ONEPAlHOHHOM OK 1-OK 9
CUCTEMBbI
T') CO3J]aHMs] PE3ePBHBIX KOMUI 10 paCUCaHUIO
15. [Tosb30Barens 0a3bl JAHHBIX — 3TO ... K 1.1
a) JIF0OOH YEIIOBEK, KOTOPBIH 3aén Ha CalT I[K 1.2
0) yu€THas 3anuch C UMEHEM M MapoJieM JJist K 1.3
noakmodeHus Kk CYBJ] IIK 1.4
B) porpamma, KoTopasi aBTOMaTHUECKU yJasieT JaHHbIE I[IK' 1.5
r) (ails ¢ HacTpoikamu cepBepa OK I-OK 9
16. [TpaBa nocryna SELECT mo3BosisifoT moab30BaTeNio ... IK 1.1
a) yAansaTh TaOIUIbl U3 0a3bl JaHHBIX IIK 1.2
0) U3MEHSTH CTPYKTYpY TaOJIHI] K 1.3
B) TOJIBKO YUTaTh (BHIOMPATh) JaHHBIC U3 TAOJIHIL I[IK 1.4
') CO3/1aBaTh HOBBIX IOJIb30BATENICH K 1.5
OK I-OK 9
17. Komanna GRANT B SQL ucnomns3yercs s ... IK 1.1
a) yAaleHus oJIb30BaTest U3 0a3bl JaHHBIX IIK 1.2
0) BbIIaYU MpaB JOCTYIIA M0JIb30BATEIIO K 1.3
B) CO3/IaHUs PE3EPBHON KOMUU Oa3bl I[IK 1.4
T') IPOCMOTpA KypHaJia COOBITUI I[IK' 1.5
OK I-OK 9
18. Poms B CYB/J] — 3710 ... IIK 1.1
a) Habop mpaB, KOTOPBII MOKHO BbIIATh OAHOMY WIIN I[IK 1.2
HECKOJIbKUM IOJIb30BATEISAM I[IK 1.3
0) TOMKHOCTH aJIMUHUCTPATOPA B IITATHOM pacIUCaHUU K 1.4
B) M3l cEpBEpa B CETU I[IK' 1.5
I') THI PE3€PBHOT0 KOMTUPOBAHMS OK I-OK 9
19. PesepBHas komnus (69kar) 6a3bl JAHHBIX — 3TO ... K 1.1
a) KOs JaHHBIX, COXpaHEHHAs OTACIBHO IS IIK 1.2
BOCCTAHOBJICHHUSI TP cOoe K 1.3
0) YepHOBHK 3ampoca, KOTOPHIH €I HE BBHITOTHEH K 1.4
B) BpEMEHHbIH (haiii1, KOTOpBI yaayseTcs mocie IIK 1.5
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niepe3arpy3Ku
F) CKpHUHIIOT 3KpaHa C JaHHbIMUA

OK I-OK 9

20. [TonHOE pe3epBHOE KOIUPOBAHUE — ITO ... I[K 1.1
a) KOMUPOBAHMUE TOJIBKO HOBBIX JAHHBIX 3a IMOCIEAHUI K 1.2
yac I[IK 1.3
0) KonMpoBaHUeE Bcelt 06a3bl JAHHBIX LIETUKOM I[IK 1.4
B) KOITUPOBAHUE TOJILKO CTPYKTYpHI TabJIUIl O0€3 TaHHBIX I[IK 1.5
I') KONUPOBAHHUE TOJIHKO UMEH TMOJIb30BATENCH OK 1-OK 9

21. BoccranoBnenue 6a3bl JaHHBIX U3 O3Kara — 37O ... I[K 1.1
a) MPOLECC yaJeHUsl CTAPbIX JaHHBIX IS K 1.2
0CBOOOXKIIEHU MeCTa IIK 1.3
0) mporuecc ycranoBku ooHoBieHui CYB/] [IK 1.4
B) IIPOIIECC CMEHBI TApOJIs aIMUHUCTpATOpa I[IK 1.5
T') MPOIECC BO3BpaTa JaHHBIX U3 PE3EPBHOM KOMHH MOCTIE OK 1-OK 9
cOost

22. Kaxk yacto pekomMeHayeTCs AenaTh Pe3epBHBIE KON IK 1.1
Ba)KHOU 0a3bl JaHHBIX? I[IK 1.2
a) OJIMH pa3 MpH YCTaHOBKE CepBepa K 1.3
0) TOJILKO KOT/Ia JAHHBIE YK€ MOTePSHbI [IK14
B) PETYJISIPHO TIO PACIIUCAHUIO I[IK 1.5
(e’xeTHEBHO/€)KEHEIETBHO) OK 1-OK 9
') HUKOT/Ia, 3TO JIMIIHSIS TpaTa MecTa

23. Jlor (>xypnan coosituit) CYBJl — 910 ... IK 1.1
a) ¢aiin, Ky/1a 3anuChIBalOTCA BaXKHBIE COOBITHUS: OIIMOKH, K 1.2
MOJIKJIFOYEHUS, 3aIIPOCHI IIK 1.3
0) mporpamMma Jyisi yCKOpeHuUst padoThl Oa3bl TaHHBIX I[IK 1.4
B) CITMCOK BCEX ITOJIb30BATENICH C X MApOJISIMH B K 1.5
OTKPBITOM BHJIE OK 1-OK 9
I) rpaguyuecKasi cxema CTpyKTYpbl 0a3bl JaHHBIX

24. MoHHUTOpHUHT 6a3bl JaHHBIX — 3TO ... K 1.1
a) mporiecc yctaHoBkH HOBOM Bepcun CYB/] IIK 1.2
0) MOCTOSTHHOE HAOJII0ICHNE 32 TTapaMeTpamMH paboThI: TIK 1.3
3arpysKa, maMsrhb, 3aIpoChl gﬁ i;‘
B) MPOIIECC CO3J]aHMSI HOBBIX TAOJIUII U TIOJIb30BaTENIEH OK 1-OK 9
T) IpoIleIypa yAaJeHHs yCTapeBIINX JaHHBIX

25. Ecnu B nore nosBminacek 3anuck «kERROR: connection K 1.1
refused», 3TO 3HAYNT ... IK 1.2
a) 06a3a TaHHBIX YCIICIIHO CO3/aJIa PE3EPBHYIO KOITHIO K 1.3
0) KTO-TO TOMBITAJICS TOIKIFOYUTHCS, HO JOCTYIT OBLIT gﬁ }2
OTKJIOHEH OK l—dK 9
B) BCE JIaHHBIC aBTOMATHYECKH 3aIU(POBAHBI
T') CepBep Mepe3arpy3wics Mo paCuCaHUIO

26. MeieHHslif 3apoc — 370 ... K 1.1
a) 3ampoc, KOTOPKIil BBIMOIHAETCS J0JbIIE 0OBIYHOTO U IIK 1.2
MO>KET TOPMO3HUTH paboTy K 1.3
0) 3ampoc, HaMUCaHHbBIN C OIMMOKAMH B CHHTaKCHCE gﬁ }Z‘l
B) 3aIpPOC, KOTOPBIM CO3/1a€T HOBOTO MOJIb30BATENS OK l-dK 9
T') 3aITpOC Ha CO3/ITaHNE PE3EPBHON KON

27. Ayrentuduxanus B CYBJl —ato ... K 1.1

K 1.2
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a) Mpolecc IPOBEPKU UMEHU U NTAPOJIsl IOJIb30BATENS IIPU I[IK' 1.3
IO IKJTFOUCHU H IIK 1.4
0) mporecc cxkaTus 6a3bl JAHHBIX JIJIS1 SKOHOMHUH MECTa IIK 1.5
B) MPOIIECC aBTOMATHYECKOTO OOHOBJICHHS TAOJIHUIT OK 1-OK'9
I') IpOIlecC IKCIOPTa JAHHBIX B TEKCTOBBIN (haiin

28. [Mudposanue naHHBIX Mpu niepeaade (Hanpumep, SSL) MK 1.1
HYXHO JJIS ... 1K 1.2
a) YCKOPEHUS BBIITOJIHEHHS 3aIIPOCOB IIK'1.3
0) aBTOMaTUUYECKOTO CO3/1aHUsl PE3EPBHBIX KOMUU gﬁ i;‘
B) 3aIlIUTHI JIAHHBIX OT IEepexBaTa Mpu Nepeaaye mo ceTH OK 1-OK 9
I') ”3BMEHEHHS KOJAUPOBKH TEKCTa HA PYCCKOM

29. [ToueMy He peKOMEHTyeTCs MOAKIIFOUATHCS K 0a3e MK 1.1
JTAHHBIX ITO]] MOJIb30BaTeNeM admin B MPHIIOKEHUN? IIK 1.2
a) MOTOMY YTO y 3TOTO TOJIH30BATEIS CIUIITKOM JJTHHHOE gi }i
A K 1.5
0) IOTOMY YTO TIPU B3JIOME 3JIOYMBIIUICHHUK TOJTYYUT OK 1-OK 9
MIOJTHBIE TTpaBa Ha BCE
B) IOTOMY YTO 3TOT HOJIH30BATENb HE MOXKET BBIITOIHSATD
3anpockl SELECT
') IOTOMY YTO 3TO 3aMeJyIsieT paboTy cepBepa B 10 pa3

30. bpanamayap (daepo:n) Ha cepepe CYB/] HyxeH mis ... IK 1.1
a) aBTOMaTHYECKOT0 CO3/IaHus 09KAINOB KaXIbIi Yac 1K 1.2
0) ¢punbTpanuu cereBoro Tpaduka u OJIOKUPOBKH IIK 1.3
HE)KEJIATENbHBIX TOAKIIOYSHUN gi }45‘
B) YCKOPEHHMSI BBITIOJTHEHUS CIIOKHBIX 3aIIPOCOB OK 1-OK 9

T') U3MEHEHUSI BHEIITHETO BUIa HHTEpdeiica
aJIMMHHCTpaTOpa
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4. MATEPHAJIBI JIJISI TPOBEJEHUSA TPOMEXKXYTOUYHOMN ATTECTALIAHU 110
IMPOPECCHUOHAJBHOMY MOAYJIIO

4.1. Tunossle 3axanus Aas oueHkn ocsoennss MJ/IK.01.01 IIpoexTupoBanue u paspadorka
0a3 TaHHBIX
Bonpocs! 1J1s1 NOATOTOBKH K IK3aMeHY/3a4€éTy

1. OO0muii moIX0/] K OpraHu3aluy MpeICTaBIeHHH, TabIul, HHIEKCOB U KJIaCTEPOB.
2. NHpekcbl 1 onTUMH3aLKS 3aIPOCOB.

3. IToHsaTHE MHIEKCOB.

4. Hasnauenue nuHaeKCcoB.

5. Coznianue UHIEKCOB.

6. OnTumu3zanus 3ampocos.

7. AHann3 TpOU3BOJUTEIHLHOCTH 3aIIPOCOB.

8. Ucnonbs3zoBanne EXPLAIN ny1st aHanu3a BBITIOJIHEHHS 3aIIpoOca.

9. [loHsiTHE XpaHUMOM MTPOLIEAYPBHI.

10.  Co3nmaHue M CHHTaKCHUC XPAHUMBIX TIPOLIETYP.

11.  OcHOBHbIE KOHCTPYKIIMH XPAaHUMOU MPOIEAYpPhI: YCIOBHBIE KOHCTPYKIIMH U IUKIIBI.
12. BpI30B XpaHUMBIX POLEYD.

13. VYnpaBneHue XpaHUMbBIMU HPOIEAYPAMHU.

14.  KypcopHble onepanyy B XpaHUMBIX IPOLEAYPAX.

15.  OO6paboTka omMOOK BHYTPH XPAHUMBIX MTPOLIEAYD.

16.  TI'enepanus UCKIIIOUEHHI U COOOIIEHUH 00 OmMOKax.

17. 3amurta oT SQL-uHBEKINI ¢ TOMOIIBIO XPAHUMBIX IPOLEYP.

18.  HMcnonbp3oBaHue MapaMeTpU30BaHHBIX 3aIPOCOB.

19.  Tlonsarue Tpurrepa. CHHTaKCHC CO3[JaHUS TPUTTEPOB.

20. VYka3zaHue cOOBITHI, BRI3BIBAIONINX CpabaThIBAHUE TPUITEPOB: BCTABKA, OOHOBJICHUE, YAAJICHHUE.
21.  MexaHu3M cpabaThIBaHUS TPUTTEPA.

22.  JlocTyn K MU3BMEHEHHBIM JJaHHBIM.

23.  YmnpaBiaeHHE TPUITEPAMH.

24.  OOpaboTka OmMOOK BHYTPH TPUTTEpA.

25.  T'enepanus UCKIIOUYEHHUH U COOOIIEHUN 00 OmMOKaxX.

26.  Tpanzakuuu u 6mokupoBka. [lonstue Tpanzakunu u ACID-npuHIUIEBL.

27.  Komanjsl yripaBiieHHs TpaH3aKIUSIMHU. BIOKUPOBKY U YpOBHU M30JISLIMN TpaH3aKIUI.
28.  Ilpobnemsl, CBA3aHHbIE C MAPAIIICIU3MOM.

29.  VYnpapieHue TpaH3aKIUAMH U KOHTPOJIb LEJIOCTHOCTH JIaHHBIX.

30.  Otnagka ¥ MOHUTOPUHT TPaH3aKUUN U OJOKHPOBOK.

31.  VHCTpyMEHTHI JIsl OTCIASKUBAHUS COCTOSTHUS TPAH3AKIIUH.

32.  Ananu3 GJIOKMPOBOK U yCTpaHEHHE TYIHKOB.

33.  OcHoBHbIE NOHATHUSA U HcTopud pazBuTusa NoSQL TexHOI0rHil.

34.  IlpeumymectBa u HepoctaTku NoSQL TexHOJOrMil Mo CpaBHEHHMIO C PESIMOHHBIMH Oa3zaMu
JTAHHBIX.

35.  Tumst NoSQL 6a3 nanHbIX.

36.  Kirou-3HaueHue 6a3bl JaHHBIX.

37. OCHOBHBIE TPUHITUIIBI PA0OTHI KITFOU-3HAUYCHHUE 0a3 TaHHBIX.

38.  IIpumep ucnomnn3oBanus Redis: ycraHoBKa, OCHOBHbIE KOMAH/Ibl, TUIIBI JAHHBIX.
39. [IpumeHeHue 1 ClieHapuHu UCIIOJIb30BAHUS KIIFOU-3HAYCHUE 0a3 TaHHBIX.

40.  JIOKyMEHTO-OpHUEHTHPOBAHHBIEC 0A3bl TaHHBIX.

41.  Iomynspusie cuctemsl: MongoDB, Couchbase, Firebase.

42.  CrpyKTypa JOKYMEHTOB U CXEMBbI JaHHBIX.

43.  3ampocsl u uaaekcanus B document-oriented 6azax.

44.  PeanbHble IPUMEPHI UCIIOIB30BAHMS.
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45. Koionounble 6a3bl JaHHBIX.

46.  ApxuTeKTypa KOJIOHOYHBIX 0a3 TaHHBIX.

47.  Ob6nacTy NpUMEHEHUS.

48.  KoHuenmuu KOJOHOK OpUEHTUPOBAHHOTO MOAX0/A.

49, Cucremsl Tuna Cassandra, HBase.

50.  I'padoBsie 6a3pl JaHHBIX.

51. OcHoBHbIE TOHATHS TPadoB: y3IIbl, pedpa, CBOKWCTBA.

52.  Ilpumepsl 3ampocoB K rpadam: s3bik 3anpocoB Cypher.

53.  CueHapuu HCIOJIB30BaHUA IpadoBHIX 0a3 TaHHBIX.

54. IIpoexktupoBanue cxem naHHbiX B NoSQL. CAP-teopema u e€ 3HaueHue.

55.  Iloaxozas! K JEHOpMAJIN3ALNUN JaHHbIX.

56. [TaTrTepHbI MpoeKTUPOBAHUS sl pa3HbIX TUIOB NoSQL 0a3 maHHBIX.

57.  YnpaieHHe KOHCUCTEHTHOCTBIO U IOCTYITHOCTBIO ITaHHBIX.

58. MeTopl ONTUMU3ANKMH MPOU3BOAUTEILHOCTH NOSQL cuctem yrnpaBieHus 6a3aMu JTaHHBIX.

59.  OcHOBHbIE IPUHLHUIIBI YOpaBJIEHUs JIaHHBIMM M oOciyxuBaHus NoSQL cucreM ynpasieHUs
0a3zaMH TaHHBIX

60.  OcHoBHbIe NOHATUSA U HUcTOpUd pa3BuTus NoSQL TexHomoruii.

61. [TpeumymectBa U HemoctaTku NoSQL TexHOIOTHMH MO CpaBHEHUIO C PENAIMOHHBIMU Oa3amu
JTAHHBIX.

62. Tuner NoSQL 0a3 1aHHBIX.

IIpumepsl NPpaKTHYECKHUX 3a1aHUI
1. Cozlanue M UCHOJIb30BAaHUE HHJIEKCOB JUISl YCKOPEHHUs IIOMCKA. YIaJ€HHE U IEepeco3/IaHue
nHAeKcoB. Ontumu3zanus 3anpocoB ¢ ucnonb3zoBaHueM EXPLAIN. [IpumeHneHre MHIEKCOB B CIOKHBIX
3anpocax. Vcnosnb30BaHne YaCTUUHBIX MHJIEKCOB M MHAEKCOB IO BhIpakeHMsIM. PaboTa ¢ cocTaBHBIMU
UHJEKCaMHU.
2. Pa3paboTka HEOOXOIMMBIX I Pa3IMYHBIX TPYIII [0JIb30BaTEIEH MIPEICTaBICHUS
3. AHanu3 J10ToB OIMOOK M MEJIEHHBIX 3anpocoB. OnTumMu3zaius 3amnpocos. [loctpoenue u aHammus
IUIaHAa BBINOJHEHUS 3ampocoB. OnTUMH3alus CTPYKTYpbl Tabmun u uHAekcoB. [IpodunupoBanue
3anpocoB. MOHUTOPUHT U aHAJIU3 IPOU3BOAUTEIBLHOCTH 3alIPOCOB
4. Coznianue 1 MCToIb30BaHKUE MPOCTHIX MMOJIb30BATENbCKUX (yHKIMHA. Co3/1aHuE T0JIb30BaTEIbCKUX
¢byHKIMN A5 paboOThl ¢ TEKCTOBBIMU JAHHBIMU M JaTaMH. BIoXKeHHbIE MOJIb30BaTeNbCKUE (PYHKIIUU.
O6paboTka omMOOK B TMOIH30BATEILCKUX (GYHKIUAX. VCIOIB30BaHME MOJIB30BATEIBCKUX (PYHKIIUN B
3ampocax. Co3/ianue moyib30BaTeabCKuX GyHKIMM 1711 paboThl ¢ JSON-IaHHBIMU.
5. Co3manre TPOCTOM XpaHUMOW TPOLENYpbl MJisi BCTaBKM JaHHBIX. Co3gaHUE XpaHUMOM
IpoLeypsl [UIs OOHOBJIEHUS ONpPENETICHHOro IMoJid B Ta0JMIEe HAa OCHOBAHUU HEKOTOPOTO KPUTEpUS.
Coznanne XpaHUMOW MpoUEAYypbl, NPUHUMAIOIIYI0 @apaMerpbl Ui (QWIbTpalMM JIaHHBIX U
BO3BpALIAIOIYIO pe3yabTaT B Buae Habopa cTpok. Co3qaHue XpaHUMOW MpOLEeaypsl C UCIOIb30BAHUEM
Kypcopa Julsl mocieioBaTesIbHON 00padoTku 3anuceil. Co3aaHne XpaHUMOM MpoLeayphl CO BCTPOSHHOU
o0paboTkoil ommbok. Co3naHue CIOKHOM XpaHUMON MpOLEAYPbl C HECKOJIBKUMH IapaMeTpamH,
BBITIOJTHSIOLIYIO0 HECKOJIBKO onepanuii HaJ JaHHBIMUA. ONTUMHU3AIUs XPaHUMBbIX ITPOLIETYP.
6. Coznlanue mpocToro Tpurrepa A ayauTa W3MeHeHui. [IpoBepka KOPpEKTHOCTH [aHHBIX C
MTOMOUIBIO TPUTTEPOB. ABTOMATHUECKOE 3alOJHEHHE MOJIel ¢ moMolibio Tpurrepa. CozaHue Tpurrepa,
3alpenaIuil ylaneHue 3anuceil 3 TaOnuibl, ecal OHM CBs3aHbl ¢ ApyruMu Tabmuuamu. Co3maHue
TPUITEPA, KOTOPHIN peannu3yeT KackagHoe OOHOBIIEHHE CBsi3aHHOM nHpopmanuu. Co3gaHue Tpurrepa co
CIIO)KHOM JIOTMKOM, BKiIIOUaromeid oOpaboTky ommuOok. ONTHUMHU3alUs TPUITEpAa C HUCIOJIb30BAaHUEM
BPEMEHHBIX TaOJIHII.
1. VYrpasnenne TpanzakuusaMmu. HacTpolika ypoBHEH M30JSIMM TpaH3aKLUi. AHaJIW3 U pelleHue
npoOsiieMbl Tps3HOro ureHusa. HemoBropsemoe dYreHne M (AHTOMHOE YTEHHE: JUarHOCTHKa U
UCHpaBieHne. ABTOMAaTHYECKOE U Py4HOE yrpaBieHue 01okupoBkamu B SQL.
8. Pabora ¢ paznuunsiMu Tunamu NoSQL cucrem ynpaBienust 6a3aMu JaHHBIX
9. Co3nanus 3ampocoB AJist paboTsl ¢ JaHHBIME B NoSQL 0azax JaHHBIX
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10.  Ontummzauuu mnpousBoauTenbHocTH NoOSQL cucrem ympaeineHuss 0a3 JaHHBIX, HCIOIb3YS
MH/IEKCHI U APYrHe TEXHUKU
11.  Hacrpoiika u ynpasinenue NoSQL cucremamu ympapieHus: 6a3aMu TaHHBIX

4.2. TunoBsle 3a1aHu 111 oneHKu ocBoenuss M/IK.01.02 Ynpasienune 6a3aMu JaHHBIX
Bomnpoce! 111 NOATOTOBKM K 3K3aMeHY/3a46Ty

1. OcCHOBHBIE KOMIIOHEHTHI aPXUTEKTYPHI CHCTEMaM yIIpaBJIcHHs 0a3aMu JaHHBIX.

2. MeTtop1 KOH(DUTYPUPOBAHUS, OCHOBBI ITapaMeTpbl KOH(MUTYpAIH cepBepa.

3. OcobeHHOCTH PabOTHI C pa3IMYHBIMU CUCTEMAaMU YIIpaBIeHHs 0a3aMH JaHHBIX.

4. MeTo/ 161 BEITOTHEHUS CKPUIITOB MHUIIMATU3ALINY, CO3/IaHUE CKPUIITOB JJI MHUINAIN3ALINH.

5. Mertoap! BHeIpeHus OaTaHCUPOBKU Harpy3ku Ha cepBep.

6. Pounu, npeaycTaHOBIIEHHBIE POJIU U PUBUJIETUH.

7. [TonnepkuBaeMbie METOIBI Ay TEHTHU(UKAIIMN, HACTPOHKA ayTeHTU(DHUKAITIH.

8. [IpaBa noctyna K pa3inyHbIM 00beKTaM 0a3bl JaHHBIX, MACKUPOBaHHUE TAHHBIX.

9. [TpocMOTp aKTUBHBIX COCTUHEHUH, METO/IbI )KYPHAIUPOBAHUS COOBITUN TOAKITIOUCHHS.

10. Kypnanupoanune DML onepatopoB 1 MacCOBBIX ONEpPALMil HAJl JAHHBIMHU.

11.  IIpuHOUIIEI pe3epBHOTO KOIMMPOBAHUS U BOCCTAHOBJICHUS 0a3 JaHHBIX.

12. Turnbl pe3epBHBIX KOMUMA.

13. Meroasl co3maHus W YIPaBICHUS PE3ECPBHBIMU KOMHUSMHU JAHHBIX, BKJIIOYAsh HCIOJIb30BAaHUE
JIOTUYECKUX U (PU3UYECKUX PE3ECPBHBIX KOMHIA.

14. KiroueBbie METpUKH MPOU3BOAUTEILHOCTH CEPBEPA.

15. CuctemHbie TaOMUIBI U OOBEKTHI, XpaHsANIMe MeTa-uHpopMmanuo 00 o0bekTax 0a3 JaHHBIX U
Ipoleccax cepaepa.

16.  brokupoBku 00BEKTOB 0a3 IaHHBIX, B3aUMHBIE OJIOKUPOBKH, OTCIIEKMBaHUE OJIOKUPOBOK.

17. YpoBHU XypHATHUPOBaHUA, (OPMAT )KYPHATUPOBAHUSI.

18.  Kputnueckue BaxxHbIe IPOIECCHI AJs pabOTHI cepBepa.

19.  OrtcnexxuBaHue 3apocoB K 00bEKTaM, BBISIBICHHE HAN0O0JIEE UCTIONb3YEMBIX OOBEKTOB.

20.  IlpuHuumnel 6€30MaCHOCTH XPaHEHHS! TaHHBIX.

21. Mertoapl 3amuTh 6a3 JaHHBIX OT BHEIIHUX YTPO3.

22.  VnpaBieHHe JOCTYIIOM U 0€30MacHOCThIO 0a3 TaHHBIX.

23.  Merozsl poBeAeHUS ayauTa 0€30MacHOCTH 0a3 JaHHBIX.

24.  IlpuHUumnel Kpuntorpa@uu U METOI0B MHU(POBAHUS TAHHBIX.

25. CranmapTsl 1 pOTOKOJIBI Oe30macHocTH, Takux kak SSL/TLS, SSH, Kerberos u ap.

26.  Meroapl ayTeHTU(UKAIMK W aBTOPHU3AIMHU TOJb30BaTeNel, BKIIOYas UCHOIb30BaHUE MapOJIeH,
cepTU(UKATOB U OMOMETPUUECKUX JIaHHBIX.

27. Meroabpl OOHapyXeHHS W TPENOTBpALlCHHUS aTak, BKIOYas 3ammTy oT SQL-uHbeKIui,
DoS/DDoS-arak u apyrux yrpo3 6€301nacHOCTH.

28.  Meroabl co3laHus W YIpPaBIEHUS 3alUIIEHHBIMA COCIUHEHUSMHU ¢ 0a30i JaHHBIX, BKIIOYas
VPN-tynnenu u SSL-mmdpoBanue.

29.  Meroanl obecriedeHusi 6e30mMacHOCTA 0asbl JAHHBIX MPU UCHOIB30BAHUU OOJAUYHBIX CEPBHUCOB,

BKJTFOYAs 3alIUTY OT YTEUKH JTaHHBIX M YIIPABJICHUE JOCTYIIOM K O0Ja4HBIM pecypcam.
30. 3aKOHOJATENHCTBO U CTAaHAAPTHI Oe3omacHocTH, Takue kak GDPR, HIPAA, PCI DSS u ap.

IIpuMeps! NpaKTHYECKHUX 3aJaHUH
1. Bri6op ontumManbHOW KOHQUrypaluu cepBepa MOJ ONpeJesIeHHble amnmnapaTHbIe MIaTGOPMBI.
VYcraHoBKa W HacTpoiika cHcTeM YympaBieHus Oazamu JaHHbIX. KoHdurypupoBaHue cepBepa B
COOTBETCTBUH C TEXHUUECKUM 3aJIaHUEM.

2. [IpuMeHeHrne CKPUNTOB JUIsl MHHUIMATU3AlMU 0a3 NaHHBIX, CO3/1aHUs OOBEKTOB BHYTPH Oa3bl
JAHHBIX.

3. Coznanue 1 HacTpoika OalaHCUPOBKH MOAKIIOUYEHUN Ha cepBep.

4. Cozmanne moyb30BaTEICH W Ha3HAYCHUE POJICH. YTIpaBJICHHE MpaBaMU JOCTYTa IMOJIb30BaTeeH

Ha YPOBHC CE€pBEpa, 0a3 JaHHBIX U JaHHBIX.
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5. Co3nanue CHOXKHOW CTPYKTYphl posieil. lcmonbp3oBaHMEe METOMOB MIU(POBAHHS MapoJie.
Hacrpoiika ayTeHTH(HKAINT KIMEHTCKOTO MPHUIoKeHHs. [IpuMeHsATs mpeaonpeieneHHbIe POIIH.

6. MOHHMTOPHUHT W perucTpauusi ASMCTBUM MOJIb30BATENIEd B CUCTEME JUISl AHAJIM3a U BBISBICHUS
HapyLIeHU 6€30MacHOCTH.

7. 3amura Ha ypoBHe cTpok (RLS). MackupoBKa CEHCUTUBHBIX JJAHHBIX

8. [IpuMeHeHne TpUITEPOB B KAa4eCTBE JOMOJHUTEIBHOTO MHCTPYMEHTA JUISl YIPABJICHUS MPAaBAMU
JOCTYIIA.

9. JlokyMeHTupOBaHHE MpaB JOCTyHna U 0e30MacHOCTh 0a3bl JAHHBIX, BKJIIOYAs y4YETHBIE 3aIUCH
MOJIb30BATENIEN U UX POJIU.

10. Co3nanue moibp30BaTeel U Ha3HAYEHUE POJIeH. YIpaBlIeHUE MpaBaMU JOCTYIA IMOJIb30BaTEIeH
Ha YpOBHE cepBepa, 0a3 TaHHBIX U JaHHBIX.

11. Co3maHue CIIOXKHOW CTPYKTYypbl poJiedd. Mcmonb3oBaHne MeETOM0B IMHGPOBaHUS MapoJIeH.
Hacrpoiika ayreHTH()UKAINN KIUEHTCKOTO NpuiIokeHus. [IpuMeHsTh npenonpeieeHHbIe POIIH.

12.  BpImonHeHUE pE3EepBHOTO KONMPOBAHUS M BOCCTAHOBIIEHHs. HacTpoiika aBTOMaTH4eCKOTO

pPE3EPBHOIO KOMMPOBaHUs. BOCCTAaHOBIIEHME NAHHBIX W3 PE3ECPBHOM Komuu. TecTupoBaHHE MPOLETYD
BOocCTaHOBJEHHs. OMOBEIICHHSI O Pe3y/IbTaTaX BOCCTAHOBIICHHUS/KOIUPOBAHHUSI.

13.  Hacrpoiika perumnkanuu. Kondurypamus macrepa u cieiiBa. CHHXpOHHM3AIUS JaHHBIX MEXKIY
y3iamu. Pemenne npoOieM ¢ periukanuei.

14.  OOcnyXxuBaHH€ M MOHUTOPUHI 0a3bl JaHHbIX. PerymspHoe obOcnykuBaHue (BaKyyMUPOBAaHHUE,
nedparmentanus). COOp METPUK MPOU3BOJUTEIBHOCTU. JHarHOCTHKA U YCTPAaHEHHE HETI0JIAI0K.

15.  XypnanupoBanue coObiTuil. MHCTpyMeHTHl ans cOopa u arperauuu x)ypHayioB. Hactpoiika
MEXaHU3MOB OIIOBELICHUs Ha KPUTHUECKUE COOBITHS CepBepa.

16.  Aymut Ge3zomacHoctu 6a3 nmaHHbIX. Co37JaHME M YNpPaBICHHE 3alIMIICHHBIMH COCTUHEHUSMHU C
cepBepoM

Bonpocs! 1J1s1 ycTHOT0 onpoca no pasjeiam
no MJIK.01.01 [TpoekTupoBanue U pazpaboTka 6a3 JaHHBIX

1. OOBsicHUTE, KaK CBsI3aHBI MEXy cO00H TabIuUIB, IPEeICTaBICHHS, HHAEKCHI U KJIacTephl B
pensuoHHOM 0a3e naHHbIX. B uéM Ha3HaueHHe Kaxa0ro 0ObeKTa?

2. Yto Takoe uHAeKC B 6aze aHHBIX? OOBSICHUTE CBOMMH CIIOBaMH, KaK OH YCKOPSIET IOUCK
JAHHBIX U [TIOYEMY €T0 HEeJIb3s CO3JaBaTh Ha BCEX CTOJIOLAX MOAPSI.

3. Onummre NomaroBo Npoece Co3AaHNUs HHAEKCA: OT aHAJIM3a 3a1poca 10 IPOBEPKH €ro
s dextuBHOCcTU. Kakne ommOKu vaie Bcero J0MyCcKaroT HOBUYKH?

4. B uém pa3HMIa MEXAY KJIACTEPU30BaHHBIM U HEKJIACTEpU30BaHHBIM HHAEKcoM? [IpuBenure
IIpUMEp CUTYalUH, KOTJa KaKplii U3 HUX OyzieT Hanboliee MoJIe3€eH.

5. UTO 3HAUUT «ONTUMHU3UPOBATh 3arpocy»? HazoBuTe TpH MpoCThIX criocoda yCKOPUTh
BeimostHeHue meanennoro SELECT-3anpoca.

6. Kak paboraer komanga EXPLAIN (unu EXPLAIN ANALYZE)? Uto MOXXHO y3HaTh U3 IJIaHa
BBITIOJTHEHUS 3aIpoca U Kak 3Ty HHPOPMAIUIO UCIOIb30BaTh HA MTPaKTUKE?

7. Kakue npu3Haky yKa3bIBarOT Ha TO, YTO 3aIPOC BHIMONHAETCS HeahdekTuBHO? Onuimre
QJIITOPUTM JIMarHOCTUKH «TOPMO3SIILIEr0» 3ampoca.

8. [Touemy mHOI /1A yJaleHNe HHAEKCa MOXKET YCKOPHUTh paboTy 06a3bl JaHHBIX? B kakux ciyuasx
WHJIEKCHI IPUHOCST OOJIBIIIE BPEa, Y€M IOIb3bI?

9. Uto Takoe xpanumas npoueaypa? OObsicHUTE €€ mpeuMyIecTBa U HEAOCTATKH 10 CPABHEHUIO
C BBIIIOJIHEHHEM 3aIIPOCOB HEMOCPEICTBEHHO U3 MPUITIOKEHHUS.

10. OnumuTe CTPYKTYpY XpaHUMOM MPOLENYPBI: U3 KAKUX OCHOBHBIX YaCTEH OHA COCTOMUT U KaK
nepelaloTcs MapaMeTpbl BHYTPh U HAPYKY NPOLeaypbI?

11. [IpuBenute nmpumMep ucnoiab3zoBanus ycnoBHoi koHcTpykuuu (IF/CASE) u nukina
(WHILE/FOR) BHyTpu XpaHnumMoii nponenypsl. st kakux 3a1a4 3T0 NpuMeHsSIeTCs ?

12. Kak BbI3BaTh XpaHUMYIO NPOLENYPY U3 NpUiokeHus U u3 kouconu CYBJ1? B uém pasauna
MeXy npolenypoil u pyHkunen?

13. Kak opranu3oBaTh 00pab0TKy OLIMOOK BHYTPU XpaHUMOM mporeypsl? 3a4eM HYKHbI OJIOKH
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TRY...CATCH (unu aHamoruyHble MEXaHU3MBI)?

14. Kak xpaHumbie NpoLeaypsl MOMOTaroT 3alUTUTECS 0T SQL-unbekunii? [louemy
napaMeTpU30BaHHbIE 3aMIPOCHl BHYTPHU Ipolenyp O6ezonacuee nuHamuyeckoro SQL?

15. Yro Takoe Tpurrep? OOBSCHUTE, YEM OH OTJIMYAETCS OT XPAaHUMOM IIPOLIETYPHI M B KAKUX
ClIy4asx €ro MCIoJIb30BaHUE OIPABJIAHO.

16. Kakue coObITHsI MOTYT 3ammyckarh Tpurrep? Onumure pazauiy mexay tpurrepamu BEFORE,
AFTER u INSTEAD OF.

17. Kak Tpurrep nosy4aer JOCTYN K U3MEHsieMbIM qaHHbIM? UTo Takoe nceBgo3anucu NEW u
OLD wu kak ux UCMOIb30BATH?

18. Kakue npo6sieMbl MOTYT BO3HUKHYTb [IPU HETIPABUILHOM HCIOJIb30BAaHUHU TPUTTEPOB?
[ToueMy UX Ha3bIBAIOT «CKPBITOM JIOTMKOW» U KaK 3TO YCIOXKHAET OTIaAKy?

19. Kak obecrieunth HaE&KHOCTh TPUTTEPA: 00pabOoTKa OMKUOOK, OTKAT TPAaH3AKIIIH,
noruposanue? [IpuBenute npuMep 6€30MaCHOTO TPUTTEPA TS AyAUTa U3MEHEHU.

20. Yrto Takoe Tpan3akuusa? O0bsicHUTE Kaxablid u3 npuHumnoB ACID npocTeiMu ciioBaMHu 1
IIPUBEANUTE IPUMEP HAPYLLIEHUS OJJTHOTO U3 HUX.

21. Kakue koMaHbl UCTIOJB3YIOTCS AJIS yIIpaBieHus TpaH3akuusaMu? B 4ém paszHuiia Mmexmy
COMMIT, ROLLBACK u SAVEPOINT?

22. Yto Takoe OJ0KMpOBKa B Oa3e naHHbIX? ONUIINTEe, YeM OTIUYAIOTCS IECCUMUCTHYECKHE U
ONTUMHUCTUYECKHE OJIOKMPOBKH, U IJ€ KaXKJ1as U3 HUX YMECTHA.

23. Kakue mpo0ieMbl mapaiienn3mMa Bbl 3HaeTe (Tpsi3HOe YTeHHE, HEMOBTOPsIeMOe UTEHUE,
¢danTombl)? Kak ypoBHH H30JISLIMU TPAH3AKIHHA MOMOTAIOT MX MPEAOTBPATUTH?

24. Yro Takoe tynuk (deadlock)? Kak ero oOHapyxuTh, IpeqoTBpaTUTh U ycTpaHuTh? [louemy
TYIHKU — 3TO HOPMAJIBHOE SIBJICHUE B BBICOKOHATPYKEHHBIX CUCTEMaX?

25. Ilouemy nosiBunrch NoSQL 6a3bl nanubix? HazoBute Tpu kiroueBbix oTinuusi NoSQL ot
pemsimmonHeix CYBJl u curyanuio, riae NoSQL Oyner npenmnodyrutennbHee.

26. Onumute yeTbipe ocHOBHBIX THIIa NoSQL 0a3 naHHbIX (KIt0U-3HAYEHHE, JOKYMEHTHBIE,
KOJIOHOYHEIE, TpadoBbie). [l Kakux 3a7ad MOAXOIUT KaXKABIH THTI?

27. Yro takoe CAP-teopema? OObsicHUTE, TOYEMY B paclpeeEHHON CUCTEME HeNlb3s
OJIHOBPEMEHHO 00€CTIEYUTh COIIaCOBAaHHOCTD, IOCTYITHOCTh U YCTOMYMBOCTD K pa3zesICHUIO.

28. Kak yctpoena noxkyMmeHTHast 6a3a 1aHHbIX (Ha mpuMepe MongoDB)? B uém npenmyiiecTBo
xpaHeHus AaHHbIX B JSON-nogo6HOM (hopmare U Kakue eCTb OrpaHUUYEeHUS?

29. Kak paboTaer 6a3a JaHHBIX THIIA «KJII0Y-3HaYeHUEe» (Ha mpumMepe Redis)? [Touemy ona
o0ecrneunBaeT BHICOKYIO CKOPOCTh U JIJIsl KAKUX CLIEHAPUEB 3TO KPUTHUYHO?

30. Kak mpoektupoBath cxeMy JaHHbIX B NOSQL? O0bscHuTe, nouemy JleHopMaau3aus — 3TO
He OLIMOKa, a OCO3HAHHBIN BBIOOP, U KaK 3TO BIMSET HA UTEHUE U 3alKCh JaHHBIX.

no MJIK.01.02 YnpaBneHnue 6azaMu IaHHBIX

1. Ha3oBuTe OCHOBHBIE KOMIOHEHTHI apXuTeKTypbl CYBJ] 11 00bsicHUTE, 32 UTO OTBEYAET KaXIbIH
U3 HUX (KJIMEHT, CcepBep, ABMKOK XpaHEeHUs, OydepHbI My, )KypHal TpaH3aKLIUi).

2. Kakue 6a3oBble napameTpsl KoHpUrypauuu cepepa CYBJl HeoOX0AUMMO HaCTPOUTh Cpazy
nociyie ycraHoBKU? OObsSICHUTE HA3HAUEHHE TapaMeTPOB: MOPT, KOJAUPOBKA, TUMUT MOJKIOYSHUH,
pa3mep Oydepa.

3. B uém ocobennoctu pabotsl ¢ pazasiMu CYB/] (PostgreSQL, MySQL, MS SQL Server)?
HazoBuTe 1Ba-TpH KJIIOUEBBIX OTJIMYMS B HACTPOWKE MIIU YIIPABJICHUU.

4. J1nst yero Hy»HbI CKpUIITHl MHUIHAIU3AIMU 0a3bl JaHHBIX? ONUIINTE, KaKue KOMaH 1bl OOBIYHO
BKJIIOYAIOT B TAKOM CKPHUIIT ¥ KaK €ro BBINOJIHUTH IIPH pa3BEPTHIBAHUM ITPOEKTA.

5. Yro Takoe 6alancupoBka Harpy3ku Ha cepBep b/[? HazoBute nBa Metona pacnpeneneHus
3alPOCOB MEX]y HECKOJIbKUMH CEpBEpaMH U OOBSICHUTE, KOT'JIa 3TO HEOOXOAUMO.

6. Uto takoe ponu B CYBJ[? O6bsicHUTE pa3HUIYY MEXY MPEAyCTaHOBIEHHBIMH POJISIMU
(nammpumep, admin, readonly) u MOIb30BaTENBCKUMU, U 324EM OHU HY)KHBI.

7. Kakue MeTo/ibl ayTeHTH(pUKAUU nob30oBaTenet nogaepxuBaetr CYB/1? Onumure HacTporKy
BXO/Ia I10 MapoJII0 U MO CepTHPUKATY: B YEM MIPEUMYILECTBA KaXA0T0 criocoda?
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8. Kak Ha3HauyaroTcs mpasa J0cTyna K 00beKTam 0a3bl JaHHBIX (TaOJIUIaM, IPEICTaBICHUSM,
nporeaypam)? Uto Takoe MacCKUPOBaHHUE TAHHBIX M KOTJIa €ro MPUMEHSIOT?

9. Kak mpocMoTpeTh akTUBHBIE MTOAKIIOUEHU K cepBepy b/1? Kakue nannbie moyie3Ho
(buKCcUpoBaTh B KypHaJE IPU NOJKIFOUYEHUH [10JIb30BATENS U 3a4EM 3TO HYXKHO?

10. 3auem xxypHanupoBath DML-onepanuu (INSERT, UPDATE, DELETE) u maccoBsie
n3MeHeHMs JaHHbIX? Kakue nmapaMeTpsl Ba)KHO 3alMChIBATh B JIOT 11 IIOCJIEAYIOLIETo aHanu3a?

11. OO6bscHUTE OCHOBHBIC PUHIIMITBI PE3EPBHOTO KOMUPOBaHUs 0a3 naHHbIX. [loyemy Ookam 6e3
IIPOBEPKH BOCCTAHOBJICHUSI CYMTACTCS HEHAIEKHbBIM?

12. Kakue TUIIBI pe3epBHBIX KOMUI BbI 3HaeTe (TIOJIHAs, HHKpEMEHTaIbHas, quddepeHnnanpHas)?
B 4éMm pasHuLia MeKAy HUMHU U KOT'/1a Kakoi TUII 11eJIecO00pa3HO UCII0b30BaTh?

13. CpaBHuTE JTOrHYecKre U PU3NIECKUE PE3EPBHBIC KOMUH: KaK OHU CO3AI0TCs, KAKUE Y HUX
IIPEUMYIIECTBA U OTPAaHUUYECHUS, U B KAKMX CLIEHAPUAX KaKIbIH TUI IPEANIOYTHTEIbHEE?

14. HazoBute kiroueBble METpUKHU mipousBoauTesibHocTU cepBepa CYB/I (3arpyska LTI,
HCIOJIb30BaHUE MTaMATH, JUCKOBBIE ONlE€paLliu, BpeMs oTKIMKa). Kakue 3HaueHus cuntaroTcs
TPEBOKHBIMU?

15. Uto Takoe cucTeMHbIe TaOIUIIBI U TIpeicTaBiIeHus (Hampumep, information _schema,
pg_stat activity)? Kakyro MeTa-uHGOpPMAIIIO OHU XPaHSAT U KaK €€ UCIOIh30BaTh VIS TUATHOCTUKN?

16. Yro Takoe Gi10KkupoBKa 00bekTa B 6a3e JaHHbIX? OOBICHUTE, KAK BOSHUKAIOT B3aUMHbIE
onoxupoBku (deadlocks) n Kkakue HHCTPYMEHTBI TOMOTAIOT MX OTCIICKHUBATH.

17. Kakue ypoBHu xypHanuposanus cymectBytoT B CYBJl (ERROR, WARNING, INFO,
DEBUG)? Kak BpIOpaTh OIXOAIIHMIA YPOBEHB M JOPMAT 3aIKCH JIOTOB JIJIsl paboyero cepeepa?

18. Kakue nponeccel CYB/] sBisit0TCS KpUTHUECKH BaXKHBIMU 151 €€ paboThl (IIpoliece 3aIucH,
npoIecc KOHTPOJIBHBIX TOYEK, Mporece perumukanun)? Yto mpou3oiaér npu c6oe OAHOTO U3 HUX?

19. Kak BbIIBUTH HanboJIee 4acToO MCIOJIb3yeMble TaOJIUIbl U 3apOChl B 6a3e JaHHbIX? 3a4eM 3TO
HY)KHO aIMUHUCTPATOPY U KaK pe3y/lbTaThl BIUAIOT Ha ONTUMHU3ALHNIO?

20. Kakue nmpuHIuUIbl 6€301aCHOT0 XpaHEHUs JaHHBIX BbI 3HaeTe (KOH(UACHIMAIBHOCTD,
[EJIOCTHOCTD, TOCTYIHOCTH)? [IpuBenTe npuMep HapyIICHUs KaXKI0TO MPUHIUIIA U CIIOCO0 3aIIUTHI.

21. HazoBuTE OCHOBHBIE BHELIHHE YTPO3bI Ul 0a3bl JaHHBIX (HECAHKIIMOHUPOBAHHBIN 10CTYTI,
SQL-unbexkuun, DoS-araku). Kakre MeTo/1bl 3a1IUTHI IPUMEHSIOTCS IPOTUB KaX101 U3 HUX?

22. Kak peanu3zyercst ynpasieHHe JOCTYIOM U Oe3onacHocThio Ha ypoBHe CYBJ]? Onummre
LENOYKY: ayTeHTU(UKALM — aBTOpU3alUsl — ayJIUT — pearupoBaHue.

23. Yro Takoe aynuT OezomacHocTH 0a3bl faHHbIX? Kakue coObITus 00s3aTesibHO GUKCHpOBaTh B
KypHaJle ayJIuTa 1 KaK 4acTo HY>KHO IIPOBOAMUTH ITPOBEPKY HACTPOEK Oe30MacHOCTH?

24. O6bscHuTe 6a30BbIE MPUHLMIIBI KpUNITOrpadguu B KoHTeKcTe 3amuThl bJ[. B uém pasznuna
Mexay mudpoBaHUEM «Ha OTAbIXE» (at rest) U «B ABMKEHUMW» (In transit)?

25. J1na gyero ucnons3ytores nporokonsl SSL/TLS, SSH, Kerberos npu padote ¢ CYB/?
Onumure crieHapui, Koraa 00s3aTeNbHO TPUMEHEHUE MNU(POBAHHOTO COETUHEHUS.

26. CpaBHUTE METOBI AyTEHTU(UKALIUK: [TapoJib, cepTUduKar, buomerpus. Kakue mirocsl u
MHUHYCBI Y KaXJ0T0 criocoda Nnpy NOJAKIYEHUH K 0a3e JaHHbIX?

27. Kak 06HapyXHTb U NpeloTBpaTUTh aTaky Tuna SQL-unbexkuusa? [louemy xpaHumsle
MPOLEAYPHI U TapaMeTPU30BAHHbIE 3aIIPOCHl CHUKAIOT PUCK YCIIEUTHOW aTaku?

28. Kak oprann3oBath 3alMIIEHHOE TOJKIIOUEHHE K 0a3e TaHHBIX Yepe3 MHTepHeT? Onummre
ponb VPN-TynHene u SSL-mudpoBanus B 3amure Tpaduka.

29. Kakue nonosHUTEIbHBIE MEphl 0e30macHoCTH TpedytoTes npu pazmenieHnu b/ B obmake?
Kak 3ammTuTh JaHHBIE OT YTEUKHU U MPABUIBHO YNPABIATH JOCTYIIOM K 00JIa4HBIM pecypcam?

30. HazoBute ocHOBHBIE cTanaapThl Oe3onacHocTu AaHHbIX (GDPR, HIPAA, PCI DSS, 152-@3).
Kakue TpeboBaHus OHM MPEIBABISAIOT K XpaHEHUIO U 00pa00TKe MepCcoHaNbHbIX AaHHBIX B BJ1?

Kpumepuu oyenxu:

OtMeTka «S5»: OTBET MOJHBIA M NPAaBUIbHBIM Ha OCHOBAaHMM M3YYEHHBIX TEOPHId; Marepual
U3JIO)KEH B OIpENeJIeHHONW JIOTUYECKOW IMOCHeA0BaTeNbHOCTH, JUTEpaTypHbIM s3bIKOM. OTBeT
CaMOCTOSATEIIbHBIN.
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OtMeTKa «4»: OTBET MOJHBIA M NPAaBUIbHBIM HAa OCHOBAaHMM M3YUYEHHBIX TEOPHIi; Marepual
U3JI0)KEH B OINPEACICHHOW JIOTMYECKOM IOCIENOBATEIbHOCTH, IPU HTOM JOMYIIEHBI JBE-TPH
HECYIIIECTBEHHBIE OINOKH, UCIIPABIICHHBIE 110 TPEOOBAHUIO MPENOJaBATEII.

OtmeTka «3»: OTBET MOJHBIN, HO IIPU ITOM JIOINYIIEHA CYLIECTBEHHAs OIIMOKa, UM HENOJHBbIH,
HECBSI3HBIN.

@oH/1 TECTOBBIX 3a/1aHMUI
no MJIK.01.01 ITpoektupoBanue u pa3paboTka 6a3 JaHHBIX
Tun 1: Bvibepume 00un npasunvnwlit omeem
1. Uaaexc B 0a3e JaHHBIX cO30aETCA A ...
a) mu¢pOBaHUS JTaHHBIX
0) YCKOpPEHHS TTIOMCKA U BEIOOPKH JTAHHBIX
B) aBTOMATUYECKOT0O YAaJICHHs CTapbIX 3amucen
I') CO3JaHMsI PE3EPBHBIX KOMHIA
2. Komanna CREATE INDEX ucnoas3yercs a4 ...
a) yaneHus TaOIuIIbl
0) co3IaHus HOBOI'O MHJIEKCA
B) U3MEHEHUS CTPYKTYPhI TaOJIUIIbI
I') IPOCMOTpA JAHHBIX
3. Urto nokaszpiBaetr komanaa EXPLAIN B CYB?
a) CIHMCOK BCEX MOJb30BaTeNell 6a3pl TaHHBIX
0) TUIaH BBITIOJHEHUS 3a1poca U €ro CTOUMOCTh
B) TeKylue OJOKUPOBKU B CUCTEME
T') pa3Mep pe3epBHON KOITUU
4. Xpanumas npoueaypa — 310 ...
a) pe3epBHasi KOmusi 0a3bl TaHHBIX
0) Habop SQL-xomaHz, COXpaHEHHBIN HA cepBepe AJIi MHOTOKPATHOTO BBITIOJTHEHUS
B) )KYpHaJl COOBITUN TIOJIKITIOUEHUS
T') TAN UHJeKca ajs yekoperus JOIN
5. Kakoii onepatop ucnosab3yercs 1 BbI30Ba XpaHUMO# npouenypst B MySQL?
a) EXECUTE wiu CALL
6) RUN
B) START
r) BEGIN
6. Tpurrep cpabéarbiBaer ...
a) TOJIBKO MO KOMaH 1€ aIMUHHCTpaTOpa
0) aBToMaTUyecKu npu HacTyrieHuu ykazaHHoro cooeitus (INSERT, UPDATE, DELETE)
B) pa3 B CYTKH IO PaCIHCAHUIO
T') TOJBKO MPU TMOJKITFOUYEHIH HOBOTO TIOJIh30BATEIS
7. IlceBpo3anucs NEW B Tpurrepe cogepxur ...
a) TaHHbBIE 0 U3MEHEHUS
0) naHHBIE MOCIIE U3MEHEHHUS (HOBBIE 3HAUECHUS)
B) CIIMCOK BCEX IOJIb30BaTeNEH
I') )KypHaJ OIUO0K
8. Ipuauun atromapuoctu (A B ACID) o3Hauaer ...
a) JaHHBIE COXPAHSIOTCS JIaxke mocie coos
0) TpaH3aKIUs BBHITIOIHIECTCS TIOJTHOCTHIO UJIH HE BBITIOJHSIETCS COBCEM
B) MapasuieJbHbIe TPAH3AKI[MU HE BIUSIOT APYT Ha JApyra
T') JaHHBIC BCETJa HAXOAATCS B COTJIACOBAHHOM COCTOSTHUH
9. Komanga COMMIT ucnoab3yercst 1 ...
a) OTMEHBI BCEX M3MEHEHN TPaH3aKIUH
0) MOATBEP>KICHUS U COXPAHEHUsI U3MEHEHUH TpaH3aKINH
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B) CO3JIaHUsI HOBOM TaOJIUIIBI

T) YAQJICHHs HHICKCA

10. Tynuk (deadlock) Bo3Hukaer, koraa ...

a) IBa Ipoliecca XAYT PeCypehl, yAepKUBaeMble APYT APYTOM

0) 3aKaHYMBACTCS MECTO Ha JUCKE

B) TIOJIb30BaTENb BBENI HEBEPHBIN MapoJib

I') CEpBEp Nepe3arpyxaeTcs

11. NoSQL pacuiugpoBbiBaeTcs KakK ...

a) Not Only SQL

6) No Standard Query Language

B) New Open SQL

r) Non-Operational SQL

12. ba3a 1aHHBIX THIIA «KJIOY-3HAYEeHHe) XPAHUT JaHHbIE B BUJE ...
a) TaOJIUI] CO CTPOKAMHU U CTOJIOIaMU

0) map: yHUKaJIbHBIN KIIFOY — COOTBETCTBYIOIIEE 3HAYCHUE

B) TpadoB ¢ y3namu u pédpamu

I') KOJIOHOK, CTPYIITMPOBAHHBIX 110 CeMEHCTBaM

13. Illpumep CYB/] THNA «KIHOY-3HAYECHHE» — ITO ...

a) PostgreSQL

6) MongoDB

B) Redis

r) Cassandra

14. JlokyMeHTO-OpHEHTHPOBAHHAs 0a3a IaHHBIX XPAHUT JaHHbIE B (popMmarTe ...
a) TOJIbKO B IBOMYHOM BHJIE

0) nokymeHToB, moxoxux Ha JSON wm BSON

B) HCKIIFOUHMTENILHO B BHJIE TpadoB

I') TOJIBKO B PEJISIIMOHHBIX TaOJIMIaX

15. Kakas u3 nepeuncieHnbix CYB/I siBasieTcsi J0KyMEHTO-0PHEHTHPOBAHHOM ?
a) MySQL

6) MongoDB

B) Oracle

r) Redis

16. KosioHouHbIe 6a3bl JaHHBIX HanOoJ1ee 3¢ PeKTUBHBI IJIS ...

a) yacteix onepanuii INSERT otnenbHbIx 3anuceit

0) aHaTUTUYECKUX 3aMPOCOB C arperaluen 1mo cToadnam

B) XpaHeHUs rpaoBbIX CBs3E

I') K3LIUPOBaHUs CECCHUM Moyb3oBaTenei

17. I'padoBasi 6232 JaHHBIX HCIOJb3YeT AJIS XPAHCHHUS CBA3CH ...
a) TOJIBKO MEPBUYHBIE KITFOUH

0) y31bl, pébpa 1 UX CBOWCTBA

B) IOKyMEHTHI C BIIOKCHHBIMH MAaCCHBAMHU

T') X3II-Ta0TUIIBI

18. s3bik 3anpocoB Cypher ucnosb3yercs B ...

a) MongoDB

0) Redis

B) Neo4j

r) Cassandra

19. CAP-Teopema yTBep:KIaeT, UTO B pacnpeieiéHHON cucTeMe HeJIb3sl OJHOBPEMEHHO 00eceYuTh
a) mudpoBaHue, cxKaTue U pe3epBHOE KOMMPOBAHHE

0) COrIacoBaHHOCTb, JOCTYITHOCTh U YCTOMYMBOCTD K Pa3/ICIICHUIO CETH
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B) CKOPOCTb, HAJIEKHOCTh U MTPOCTOTY HCIIOTH30BAHHUS

') ayTeHTU()UKAITNIO, aBTOPU3ALIUIO U ayTUT

20. lenopmanusanus B NoSQL npumensiercst a4 ...

a) CTpOTOro COOJIIOICHHS TPEThe HOPMaTbHOW GOPMBI

0) ycKOpeHus uTeHHS 3a CUET TyOIMpPOBAHUS JAHHBIX

B) YMEHBIIIEHUSI 00bEMA XpaHUMOUW HH(POPMAITHH

I') aBTOMaTHYECKOTO CO3/IaHUS HHCKCOB

21. Yto Takoe «eventual consistency» (COrjiacoBaHHOCTb B KOHEYHOM c4éTe)?
a) JaHHBIE BCETJa OIMHAKOBBI HA BCEX PEIUTUKAX B JII000I MOMEHT BPEMEHH

0) JaHHbBIE COMAYTCS K OTHOMY COCTOSTHUIO Yepe3 HEKOTOpOe BpeMsi Iociie OOHOBIICHUS
B) JaHHBIC HUKOTIa HE U3MEHSIOTCS MOCIIE 3aHCh

I') JaHHbIE MU(PYIOTCS Mepe peruIuKaluei

22. Kaxkoii Tun NoSQL Jyuie Bcero noaxoauT AJisi XpPaHEeHHs] COHHAJIBHBIX CBsi3ell («Apy3bs

apy3ei»)?

a) KJII0Y-3HAYCHUE

0) JOKYMEHTHBIN

B) KOJIOHOYHBIH

T) rpad OB

23. Jls1s1 yero ucmoJib3yercs napaMeTpu30BaHHbIN 3anpoc?

a) JJI YCKOPEHUs BBIIOJIHEHHUS JII000ro 3arpoca

0) mms 3amuThl 0T SQL-MHBEKINI 1 TOBTOPHOTO UCIIOIH30BAHMS TJIAHA BBITIOJTHEHUS
B) JUIsl aBBTOMAaTHYECKOT'0 CO3/JaHUsl HH/IEKCOB

r) A I pOBaHUS MEepPeJaBaeMbIX JaHHBIX

24. baoxkuposka SELECT ... FOR UPDATE otHocuTes K THITY ...

a) ONTUMHCTUYECKOMN OJIOKMPOBKU

0) MeCCUMHUCTHYECKON OJIOKHPOBKH

B) BPEMEHHOU OJIOKUPOBKU

I') BUPTYaJbHON OJOKUPOBKH

25. Yposenb n3zoasiuuu READ UNCOMMITTED ponyckaer ...

a) TOJILKO YT€HHE COOCTBEHHBIX JTaHHBIX

0) «rpsi3HOE UTeHHE» (YTEHUE He3a(UKCUPOBAHHBIX JaHHBIX IPYTUX TPaH3aKI[Hil)
B) MOJIHYIO U30JISILIMIO OT BCEX APYTHX TPaH3aKLUH

') aBBTOMaTUYECKOE CO3/ITaHUE PE3EPBHBIX KOMUI

Ne | OTBer Ne OTtBer | Ne OTBeT
1 o 10 a 19 0

2 o 11 a 20 0

3 0 12 o 21 o

4 o 13 B 22 r

5 a 14 0 23 0

6 0 15 0 24 S

7 0 16 0 25 0

8 0 17 0

9 0 18 B

Tun 2: Bvibepume HecKo1bKO NPAGUILHBIX OMEENI06

26. Kakue npeumyecTBa 1al0T HHAEKCHI? (BbIOepuTe 2—3 BapuaHTa)
a) yckopenue BoinonHenus SELECT ¢ WHERE

0) yckopenue oneparuii INSERT u UPDATE

B) yckopenue coptupoBku ORDER BY

') yMEHbIIIEHHE 3aHUMAeMOr0 MecTa Ha JTUCKE

1) yckopenue noucka mno JOIN
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27. Kakue HeJ0CTATKH MOTYT OBITh Y H30BITOYHOI'0 KOJINYeCTBA HH/EKCOB? (BbIOepuTe 2—3
BApPUAHTA)

a) 3ameyienue onepanuit 3anucu (INSERT/UPDATE/DELETE)

0) yBelIMYeHHE 3aHMMAEeMOT'0 MeCTa Ha JIUCKe

B) HEBO3MOKHOCTH BbinosiHeHHUs1 SELECT

I') YCIOKHEHUE TOCPKKU U aHallu3a 3alpOCcoB

1) aBTOMaTHYECKOe MU (POBAHUE TAHHBIX

28. Kakne KOHCTPYKIMH MOT'YT HCIOJIb30BATHCSA BHYTPU XPaHUMOM nipoueaypsi? (Bbioepure 3
BAPUAHTA)

a) ycioBHbie onepaTopsl IF/ CASE

0) uuxisl WHILE / FOR

B) 06paboTtka uckmouennii TRY / CATCH

I) co3anue (PU3NYECKHX CEpBEPOB

1) aBTOMaTH4YecKasl perinKaius B 00J1aKko

29. Kakue coObITHSI MOT'YT 3allycKaTh TpUurrep? (Bpidepurte 3 BapuaHTa)
a) INSERT

6) UPDATE

B) DELETE

r) SELECT

1) CREATE DATABASE

30. Kakue npo0JiemMbl napaJjuiesiu3Ma Bbl 3HaeTe? (BbiOepuTe 3 BapuaHTa)
a) rpssHoe utenue (dirty read)

0) HenoBTOpsieMoe uTeHue (non-repeatable read)

B) ¢panToMHOe uTeHue (phantom read)

I') aBBTOMaTUYECKOE PE3epPBHOE KOIMPOBAHNE

n) mudpoBanue Tpaduxa

31. Kakue TUIIBI pe3epBHBIX KONUIA cylecTBYIOT? (BblOepuTe 3 BApHAHTA)
a) nmonHas (full)

0) UHKpEeMEHTaJIbHAs

B) nuddepeHuanbHas

I') BUpTyajbHas

1) BpEMEHHast

32. Kakue Metoanl ayrentupukanum nomgaepxusaorcs B CYB/1? (Bbi0epuTe 3 Bapuanra)
a) Mo MapoITto

0) o cepTuduKaty

B) IO OMOMETPHYECKUM JaHHBIM (B HEKOTOPBIX CHCTEMaX)

I) 10 1IBETY UHTepdeiica

1) II0 CKOPOCTH UHTEPHETA

33. Kakue npoToKoJbl HCOJIb3YHOTCS AJ1s1 3alIUThl coequHenusi ¢ B/1? (Bbi0epurte 2—-3 Bapuanra)
a) SSL/TLS

6) SSH

B) Kerberos

r) HTTP 6e3 mudposanus

n) FTP

34. Kakne MeTpMKH Ba:KHbI IJIsI MOHUTOPUHTa npousBoaurTenabHocTu CYB/L? (BbiOepure 3
BAPUAHTA)

a) 3arpyska mnpoieccopa

0) UCII0JIb30BaHUE ONEPATUBHOM MaMATH

B) BpeMsl OTKJIMKA Ha 3alpOChl

I') LBET KOpITyca cepBepa

1) KOJIMYECTBO TIOJIb30BATEJICH B UaTe
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35. Kakue naTrrepHbl NIPOeKTHPOBaHNus XapakTepHbl 1Js1i NoSQL? (BbiOepuTe 2—3 BapuaHTa)
a) JCHOPMaJIN3aLUs JaHHBIX

0) BIIO>)KEHHBIE JIOKYMEHTBI

B) Mpe/iBapUTeIbHAs arperaus JaHHbIX

r) crporas Hopmanu3anus 10 3SHO

1) 00s13aTeJIbHOE UCII0Ib30BAHNE BHEITHUX KIIIOUEH

Ne IIpaBu/IbHBIC BADHAHTBI
26 a,B, I
27 a,0,T
28 a,0,B
29 a,0,B
30 a,0,B
31 a,0,B
32 a, 0,B
33 a,0,B
34 a, 0,B
35 a,0,B

Tun 3: Bepno/Hesepno

36. Unjexc Bcerna yckopsieT BbINOJHeHHe J11000r0 3anpoca.

o Bepno

o Hesepno

37. Xpanumas npoueaypa BbINOJHAETCHA HA CTOPOHe cepBepa B/,

o BepHo

o HeepHo

38. Tpurrep MoKHO BbI3BaTh BPYYHYI0, KAK O0OBIYHYIO IPOLIEAYPY.

© BepHo

o Hesepno

39. Tpan3akuusi MOKeT ObITh YACTHYHO 3apuKcupoBaHa: yactb koMang — COMMIT, yactb —
ROLLBACK.

o BepHo

o Hesepno

40. B noxymenTHoi1 B/l Bce 10KyMEHTBI B KOJLIEKIIUH 00513aHbI MMETh OIMHAKOBYIO CTPYKTYPY
noJiei.

© BepHo

o Hesepno

41. I'padoBasi 6a3a naHHBIX IPPEKTUBHA /I MOMCKA KPATYaHIIero MyTH MeKAy 00beKTaMHu.
o BepHo

o Hesepno
42. CAP-Teopema 03Ha4aeT, YTO MOKHO BbIOPATh TOJILKO /1Ba cBoiicTBa u3 Tpéx: C, A uiau P.
o BepHo
o Hesepno
Ne OTBer
36 HeBepHo (unoexcovt mocym 3amednams 3anuce u He HOMO2arom npu NOJHOM CKAHUPOBAHUU)
37 BepHo
38 HesepHo (mpueeep cpabamvieaem moavko asmomamuyecku npu coovimui)
39 HesepHo (mpanzaxyus ¢puxcupyemces unu omxamulgaemcs yeauKom)
40 HesepHo (cxema eubkas, nons mocym omauuamscsi)
41 BepHo
42 BepHro
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Tun 4: Yemanosume coomeemcmeue
43. Cootnecure Tunn NoSQL ¢ npumepom CYB/L:

Tun 6a3bl TaHHBIX [Tpumep CYB/]
1. Kirou-3HaueHue A. MongoDB
2. JlokymeHTHas b. Redis
3. Kononounas B. Cassandra
4. I'padoBas I'. Neo4j
44. CooTHecnTe KOMaHIy C e¢ HA3HAYEHHEM:
Komanga Ha3nauenue
1. CREATE INDEX A. IIpocMOTp 11aHa BBIMOJHEHUS 3apOca
2. EXPLAIN b. Co3nanue unaexca jyist yCKOpEHUs MOUCKA
3. CALL proc_name() B. Bb130B XpaHumoit mpoieaypol
4. ROLLBACK I'. Ormena u3MeHeHM TpaH3aKIUU
45. CooTHecuTe YPOBEHb M30JISIIUH € IONYCKAEMbIM SIBJICHUEM:
YpoBeHb H30JSILHH Jonmyckaemoe siBjIeHHe
1. READ UNCOMMITTED | A. Tonbko ¢aHTOMHOE YTEHHE
2. READ COMMITTED b. I'psi3HOE, HEMOBTOpsieMOe, (PaHTOMHOE UYTEHUE
3. REPEATABLE READ B. I'psi3HOE uTeHME HE TONyCKaeTCs
4 SERIALIZABLE I'. I'psi3HOE M HEMOBTOPAEMOE UYTECHUE HE
JIONTYCKAIOTCs
46. Coornecure npunuun ACID ¢ onucanunem:
IpuHuun Onucanue
1. ATomapHOCTb A. Pe3ynbTaThl TpaH3aKIMU COXPAHSIOTCS TOCe cO0s
2. CornacoBaHHOCThb b. Tpanzakuus BbIOIHSETCS LIEIMKOM HIIA HE BBIIOJIHSIETCS
3. 3011poBaHHOCTH B. ITapauiesnbHble TpaH3aKIMU HE BIMSIOT APYT HA Ipyra
4. JlonroBe4yHOCTh I'. Tlepexon U3 0JJTHOTO HEIOCTHOTO COCTOSIHUS B APYroe
47. CooTHecUTe THIl HHAEKCA C XapPAKTEPUCTUKOM:
Tun nuaexkca XapakrepucTuKa
1. YHuKanbHbIN A. He nonyckaeT noBTOpSIIOIIMXCS 3HAYEHUH B CTOJIOLE
2. CoctaBHOM b. Co3ntaércst mo HECKOJIBKUM CTOJIOIAM OJJTHOBPEMEHHO
3. YacTuuHelil B. nnekcupyer TOabKO CTPOKH, YIOBIETBOPSIOIINE YCIOBUIO
4. TloxpbIBarOIIHiI I'. Bxirouaet Bce cToO1bI, HEOOXOAUMBIE JJIS 3aITpoca
Ne OTBer

43 | 1-B,2-A, 3-B, 4T
44 | 1-B,2-A, 3B, 4T
45 | 1-B,2-B, 3T, 4-A
46 | 1-B,2T,3-B,4-A
47 | 1-A,2-B, 3-B, 4T

Tun 5: Ycmanosume npasuivHyio nocie0oeamenbHoCcmy
48. YkaxuTe NpaBUJIbHBINH MOPSAI0K JAeCTBHII IPH CO3JAHUM M MCIIOJIb30BAHUM HHIEKCA:
AHan3 MEeIJICHHOTO 3arnpoca
Br160op cronbiia(oB) st MHIACKCUPOBAHUS
Brmonuenne CREATE INDEX
ITpoBepka s pextuBHOCTH uepe3 EXPLAIN
MOHMTOPUHT BIMSIHUS Ha 3aIHCh
KAaKUTe MOPAI0K ITANOB 00padO0TKM TPAH3AKIIUH:
Hauvano tpanzakuuu (BEGIN)
Brinonnenue SQL-koMan
[IpoBepka ycnoBuii u 06paboTKa omnooK

49.
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4. ®ukcarus (COMMIT) unu otkat (ROLLBACK)
5. 3ammchk B )KypHaIT TPaH3aKIIHHA
50. Ykaxure 3Tansl npoeKTHpoBaHus cxembl B 1oKymMeHTHO# B/ (NoSQL):
AHanu3 mabI0HOB JIOCTYIA K IAHHBIM (YTCHHE/3aITHUCh)
OrnpezenieHne CyIIHOCTEN U UX CBs3EH
Br16op cTpareruu aeHopManuzanuu
[IpoexkTupoBaHue CTPYKTYpbI JOKYMEHTOB
TecTupoBaHue ¥ ONITUMH3ALUS 3AIPOCOB

ARl

Ne IIpaBUIbLHBIN NOPAAOK
48 l1->2—>53—-54->5
49 1-2-53-55-4
50 l1->2—>53—-54->5

no MJIK.01.02 YnpaBnenue 6a3aMu JaHHbBIX
Tun 1: Boibepume 00un npasuibHulii omeem
1. OcHoBHol koMnoHeHT CYB/I, oTBevaromuii 32 00pad0TKY 3alIpOCOB KJIMEHTOB, — 3TO ...
a) OydepHBIii Iy
0) ONTUMHU3ATOP 3aMPOCOB
B) cepBepHbIii mporecc (backend)
T) XKypHaJl TpaH3aKIUH
2. Kakoii napamerp konpurypannu CYB/I onpenensier mopr 1Jis1 NOAKJII0OYEeHUS KJIHEHTOB?
a) max_connections
0) port
B) shared_buffers
r) log_level
3. CKpUNT HHUIHAJIU3AIUA 0a3bl JAHHBIX 00bIYHO COMEPIKUT ...
a) TOJIBKO KOMaH/IbI YJaJIeHUs TaOJINIL
0) KOMaHbI CO3/1aHus CTPYKTYphl b/l 1 HauanbHBIX TaHHBIX
B) HacTpoiku OpaHaAMayspa cepBepa
I') paclicaHue pe3epBHOTO KOIMMPOBAHUS
4. banancupoBka Harpy3ku Ha cepsepbl B/l npumensiercs s ...
a) mudpoBaHus NepeIaBaeMbIX JaHHbBIX
0) pacripeeneHus 3alIpOCOB MEXKY HECKOJIBKUMH CEpBEPAMMU ISl TOBBIILIEHUSI TPOU3BOJUTENbHOCTH
B) aBTOMAaTUYECKOI'0 CO3JJaHUsI PE3EPBHBIX KOMUI
') MACKUPOBaHUS KOH(PUICHIIMAIBHBIX TaHHBIX
5. lIpeaycranoBiaenHasi poJib readonly B CYB/I 00b14HO MO3BOJISIET ...
a) CO3/1aBaTh M YIAJISTh TaOJIUIIBI
0) TobKO BIMONIHATH 3anpockl SELECT
B) U3MEHSATH IIPaBa JIPYTUX MOJIb30BaTeNeH
T') YOPaBJISTh PE3EPBHBIM KOMUPOBAHUEM
6. Metoa ayrenTugukanum scram-sha-256 B PostgreSQL ucnoJan3yer ...
a) mepenavyy napoisi B OTKPHITOM BUJIE
0) XPIIMPOBAHUE TTAPOJIS C «COIBIOY ISl 0€30MMACHON MTPOBEPKHU
B) OMoMeTpUYecKHe JaHHbIE TI0JIb30BATEI
T') ogHOpa3oBbie SMS-KOIbI
7. MackupoBaHue JaHHBIX IPUMEHACTCH JJIA ...
a) YCKOpPEHUs BHIMOJIHEHUS 3aIIPOCOB
0) COKpBITUS KOH(DUACHIINATEHOW HHPOPMALIMU OT HEABTOPU30BAHHBIX MOJIb30BaTENIEH
B) C)KaTHUs JAHHBIX Ha JHCKe
') aBBTOMaTHUYECKOT0 PE3EPBHOT0 KOMMPOBAHUS
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8. Komanja 1j1s1 mpocMOTpa aKkTHUBHBIX NOAKII04YeHuil B PostgreSQL — 370 ...
a) SHOW CONNECTIONS;

6) SELECT * FROM pg_stat_activity;

B) LIST USERS;

r) EXPLAIN CONNECTIONS;

9. ’KypnanupoBanue DML-onepanuii (INSERT, UPDATE, DELETE) nose3no aas ...
a) YCKOPEHUs BBINOJIHEHMSI 3TUX OIepaluit

0) ayauTa U3MEHEHHI U BOCCTAHOBJICHHSI TAHHBIX T0CJE OMIMOOK

B) aBTOMAaTUYECKOM ONTUMU3ALMU UHIEKCOB

r) U(ppPOBaHUs EPeIaBAEMbIX TaHHBIX

10. IToanas pe3epBuasi konus (full backup) cogepikur ...

a) TOJIbKO U3MEHEHHUSI C MOMEHTA MOCeIHero 63kama

0) BCto 0a3y IaHHBIX IIEJIMKOM HA MOMEHT CO3/IaHUs KOTTUU

B) TOJIBKO CTPYKTYpY TaOymIl 0€3 TaHHBIX

I') TOJILKO cucTteMHble HacTpoitku CYB/]

11. UukpemMeHTAIbLHAS pe3epBHAs KONMSI COXPAHSAET ...

a) Bce JaHHbIE 0a3bl KaXAbli pa3

0) TONBKO JaHHbIE, U3MEHEHHBIE C MOMEHTA MOCIeAHero 0rKara Jirodoro Tuma
B) TOJIBKO YAaJIEHHBIE 3allCH

I') TOJIBKO METaJaHHbIC TaOTHI]

12. Jloruyeckasi pe3epBHasi KOIUA CO3AAETCHA C IOMOIIBIO ...

a) KonupoBaHus (aiiyioB TaHHBIX HA TUCKE

0) skcrioprta gaHHbIX B Buae SQL-ckpunToB mim Apyrux popmMaToB

B) CO3JaHUsI CHUMKa (halijIoBOM cucTeMbl (snapshot)

I') KJIIOHUPOBAHUS BCETO cepBepa

13. KiiroueBasi meTrpuka npoussoaurtebHoctu «KIOPS» o3nauaer ...

a) KOJIMYECTBO OINEpaluii BBOJA-BbIBOJA B CEKYHIY

0) BpeMs OTKJIMKA CETH B MUJUTUCEKYHAAX

B) IIPOLIEHT UCIIOJIb30BaHUSI ITpoLIeccopa

r) 00bEM onepatuBHON namstu B I'b

14. Cucremnoe npeacrasienne information_schema B CYB/l xpanur ...

a) MOJIb30BaTEIbCKUE JJAHHbIE TPUIIOKEHUN

0) MeTaaHHble 00 00beKTax 0a3bl JaHHBIX (TAOJIUIIBI, CTOJIOLIBI, TPaBa)

B) JKypHaJl ayauTa 6€30MacHOCTH

T') pe3epBHBIE KON JTaHHBIX

15. B3aumnas 0;10kupoBka (deadlock) Bo3Hukaer, koraa ...

a) OJIMH TIPOILIECC YACPKUBAET OJIOKHUPOBKY CIUIIKOM JIOJITO

0) n1Ba wiu 6oJee mpolecca XAYT PECYPChl, yIepKUBAaeMbIe JPYT APYyTroM

B) 3aKaHYMBAETCS] MECTO B JKypHaJIe TPAH3aKIIHi

I') IOJIb30BaTENb BBEI HEBEPHBIH Maposib

16. Yposens xxypHanupoBanusi ERROR ¢uxcupyer ...

a) BCE BBIIIOJHEHHBIE 3aITPOCHI

0) TOJIBKO KPUTHUYECKHE OLINOKH, MPEephIBAIOIIUE padoTy

B) IIOJKJIFOUEHHS BCEX MOJIb30BaTENIEN

') I3MEHEHHUs KOH(UTYpalllK B peaJIbHOM BPEMEHH

17. Kputnuecku Baxubiii npouecc CYB/L wal writer B PostgreSQL oTBeuaer 3a ...
a) 00pabOTKy KIIMEHTCKUX MMOIKITFOUCHUN

0) 3anuch JaHHBIX U3 Oydepa B xxypHan npeazanucu (WAL)

B) CO3/IaHHE PE3EPBHBIX KOMUMN MO PaCIUCaHUIO

r) mudpoBaHue NepeaBaeMbIX JaHHBIX

18. s BbIsiBJIeHUsI HAM00JIee YACTO MCIOJIb3YyeMbIX TA0UI IPUMEHSIOT ...
a) aHaJIM3 CUCTEMHBIX MPECTABICHUI CTATUCTHKY (Hampumep, pg_stat_user_tables)
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0) py4HOE YTEHHE )KYPHAJIOB B TEKCTOBOM PEIaKTOpe

B) OTKJIFOUEHHUE BCEX MHAECKCOB Ha BpeMsl TecTa

T') CO3/IaHUE JOTIOJHUTEIBHBIX PE3EPBHBIX KO

19. lIpyHUMN KOH(PUAEHINATIBLHOCTH B 0€30IIACHOCTH JIAHHBIX 03HAYAET ...

a) JaHHbIE JTOCTYIHBI TOJILKO aBTOPU30BAHHBIM MOJIB30BATEIISIM

0) JaHHbIE HE MOTYT ObITh U3MEHEHBI HECAHKI[MOHUPOBAHHO

B) JIaHHBIC BCET/A IOCTYITHBI PH HEOOXOUMOCTH

I') JaHHbIC aBTOMAaTUYECKHU YAAISIOTCS Yyepe3 onpeeéHHOe BpeMs

20. 3amuTa ot SQL-nHbeKIUii J0CTUTaeTCS MPeKIe BCero 3a CUET ...

a) UCIIOJIb30BAHUS MTAPAMETPU30BAHHBIX 3aIIPOCOB U XPAHUMBIX IPOLEAYD

0) 4acTOro co3JaHus Pe3epBHBIX KOMUI

B) OTKJIFOUEHUS BCEX BHEUTHUX MOJKIIIOUEHUN

I') yBeJIIMYEHUS pazmepa OydepHoro myna

21. IIporokoa SSL/TLS npu noakiarouyenuu Kk b/l odecieunBaer ...

a) CXKaTue rnepeaBaeMbIX TaHHBIX

0) mudpoBanue TpaduKa IS 3alUTHI OT IIepexBaTa

B) aBTOMAaTHUYECKYIO 0aTaHCUPOBKY Harpy3Ku

') YCKOPEHUE BBINOJIHEHHUS 3alIPOCOB

22. Metoa ayTeHTH(UKAIMY 110 CePTUPUKATY OTJINYAETCS OT NAPOJIsi TEM, UTO ...
a) TpeOyeT MeHbIIIE MeCcTa Ha IUCKE

0) UCTIONB3YET KPUMTOTPAPUICCKIE KITFOYA BMECTO TEKCTOBOTO ITAPOJIs

B) paboTaeT TOJIBKO B JIOKATHHOU CETH

r) He TpeOyeT HaCTPOIKU Ha CTOPOHE cepBepa

23. 3amuTa ot DoS/DDoS-arak Ha cepep B/l MmoxeT BK/II0YATSH ...

a) OrpaHUYCHUE YHCIIa MOAKII0YCHHIA ¢ oHOTo [P 1 ncnonp3oBanue OpanaMayspa
0) OTKJIIOUEHHE )KYPHATUPOBAHUS JJI1 SKOHOMUU MECTa

B) YBEJIMYEHHE pa3Mepa CTPAHUIL TaMITH

T') 4acTyI0 CMEHY MapoJieil moip3oBareneit

24. Ilpu pasmemienun b/l B o0/1aKke 1J151 321IUTHI OT YTEYKH JAHHBIX BAKHO ...
a) mrdpoBaTh JaHHBIE «HA OTJBIXE» U YIPABISTH J0CTynoM Yepe3 IAM-nonutuku
0) OTKITIOUNTDH BCE BHEIIHHUE MOIKIIOUCHUS

B) XpaHUTH BCE MAPOJIH B OTKPHITOM BHUIE€ B KOH(UTYpaAITMOHHBIX (haiiimax

T') HCIIOJIb30BATh TOJIBKO OecCIIaTHbIE TapU(HBIE MIaHbI

25. Cranpapr 6e3onacuoctu PCI DSS peryaupyer ...

a) 00paboTKy MePCOHANBHBIX JTaHHBIX rpaxkaan EC

0) 3alIUTy JaHHBIX MIATEKHBIX KapT U TPaH3aKIUH

B) XpaHeHHe MeTuIMHCKuX 3anucei B CILIA

T') ayIUT TOCYJapPCTBEHHBIX WH(OPMAIIMOHHBIX cUCTeEM B PO

Ne OtBer Ne OtBer Ne OtBer
1 B 10 0 19 a

2 o 11 0 20 a

3 0 12 S 21 o

4 o 13 a 22 0

5 0 14 S 23 a

6 0 15 0 24 a

7 S 16 0 25 o

8 0 17 S

9 0 18 a
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Tun 2: Bvibepume HeCcKO1bKO NPAGUILHBIX OMEENO06

26. Kakue KOMIIOHEHTBI BXOASAT B apXUTEKTYPY KiaueHT-cepBepHoit CYB/L? (BbiOepuTe 3
BAPUAHTA)

a) KIIMEHTCKOE MPUIIOKEHHE

0) ceppepnbrii npouecc CYB/]

B) JIBI)KOK XpaHEHUS JaHHBIX

r) BeO-Opay3ep moab30BaTeNs

1) IPUHTEP JJIs IeYaTu OTYETOB

27. Kakue napamMeTpbl KOHQUIYPALMH BJIHAOT Ha npousBoauteabHocTh CYB/1? (Bb1OepuTe 3
BApPHAHTA)

a) shared_buffers / buffer_pool_size

0) max_connections

B) work_mem / sort_buffer_size

r) log_filename

1) default_timezone

28. Kakue MeToabl 0a1aHCHPOBKM HAarpy3Kku Ha cepBepbl B/l Bbl 3Haete? (BbiOepuTe 3 BapHaHTAa)
a) peIUTUKALINS «MaCTeP-CIICHBY» C YUTEHHUEM CO CIIEMBOB

0) ucnonp3oBaHue Npokcu-o6anancuposirka (PgBouncer, HAProxy)

B) IIapJAMPOBAHKE JAHHBIX M0 HECKOJILKUM CEpBEPAM

T') OTKJIFOUYEHHUE KYPHATTUPOBAHUS Ha BCEX y3/1ax

1) yBEJIMUEHUE pa3Mepa CTpaHUI] MaMATH Ha OJJHOM CEpBepe

29. Kakue npuBHJIernd MOKHO BbIIATH MOJIb30BATENI0 HA Ta01uny? (BbiOepuTe 4 BApHAHTA)
a) SELECT

6) INSERT

B) UPDATE

r) DELETE

1) SHUTDOWN

30. Kakue MeToabl ayTeHTH(GHUKANNH NOALep:kuBa0Tcs B coBpeMeHHbIX CYB/I? (Bb1OepuTe 3
BAPUAHTA)

a) o mapoito (md5, scram-sha-256)

0) o cepruduxkaty (SSL client certificate)

B) uepe3 BHemrHue cuctemsl (LDAP, Kerberos, PAM)

I') 10 LBETY UHTepdeiica NPUIoKEHHUS

1) 110 CKOPOCTH MHTEPHET-COECUHEHMS

31. Kakue nanHble 1moJie3H0 GUKCHPOBATH B KypHaJie MOAKJII0YeHnii? (BbIOepuTe 3 BApHaHTa)
a) UM 10JIb30BaTelNsl M UCTOYHUK noakmoueHus (IP)

0) BpeMs MOJKIFOUCHUS U OTKITIOUEHUS

B) pe3ynbTar ayTeHTHpUKanuu (ycrnex/ommoka)

I') COJIEP’)KUMOE BCEX BBIMOJIHEHHBIX 3aIPOCOB

1) IapoJib MOJIb30BATEINS B OTKPBITOM BUJIE

32. Kakue npenmyuiecTsa y (pM3n4ecKHUX pe3epBHbIX Konuii? (Bbi0Oepure 2—3 BapuaHTa)

a) ObICTpOE BOCCTAHOBJIEHHE OONBIINX 0a3 JaHHBIX

0) BO3MOXKHOCTh TOYEUHOT'0 BOCCTaHOBIIEHUS 10 MoMeHTa cbos (PITR)

B) npocToTa cozaanus 6e3 octanoBku CYBJI (mpu mopnepxke)

I') BO3MOKHOCTh peJaKTUPOBaHUs O3Kara B TEKCTOBOM PEAAKTOPE

1) MEHBLINI pa3Mep MO0 CPAaBHEHUIO C JJOTUYECKUMU KOTIHAMHU

33. Kakue MeTpUKH BaKHbI 1JII MOHUTOPUHTA TucKkoBoil moacucrembl CYB/I? (BbiOepuTe 3
BAPUAHTA)

a) 3arpy3ka auckoB (I/0O wait)

0) cBOOOTHOE MECTO Ha JINCKE

B) CKOpOCTh uTeHust/3anucu (throughput)
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I') IBET MHAUKATOPOB cEpBEpa

1) KOJINYECTBO MOJKIIIOYEHHBIX KIaBHATYP

34. Kakue MeTOAbI 3alIIUTHI OT BHeIIHUX yrpo3 npuMeHsitorest kK CYB/1? (BbiOepuTe 3 BapuanTa)
a) HacTpoiKa OpaHaMay?Ipa AJIs OrpaHUYEHHS JIOCTYIIa [0 IOPTaM

0) perymsipHoe ooHoBinenne CYB/I s ycrpaneHus ys3BUMOCTEH

B) ucrnonp3oBanre VPN ju1st foctyna aIiMUHUCTPaTOpOB

I') OTKJIFOUEHHE BCEX KYPHAJIOB JJI1 S)KOHOMUU MECTa

1) XpaHEeHHE Mapojiei B KOHPUIypallMOHHbIX (aillaXx B OTKPBITOM BUJE

35. Kakue cranaapThl 0e301aCHOCTH PeryJupyoT 00padoTKy NepCOHAJIBHBIX JaHHbIX? (BblOepuTe
3 BapuaHTA)

a) GDPR (EC)

0) 152-03 (PD)

B) HIPAA (memununckue nannubie, CIIA)

r) ISO 9001 (ympaBieHue KaueCTBOM)

n) UTF-8 (kogupoBka TekcTa)

No IIpaBubHBbIE BAPHAHTHI
26 a,0,B
27 a,0,B
28 a,0,B
29 a,0,B, T
30 a,0,B
31 a,0,B
32 a,0,B
33 a,0,B
34 a,0,B
35 a,0,B

Tun 3: Bepno/Hesepho

36. IIapameTp max_connections OrpaHMYHBaeT MAKCMMAJIbHOE YHCJI0 OTHOBPEMEHHBIX
noakJouenunii k CYBJI.

o BepHo

o Hesepno

37. Jlorn4yeckasi pe3epBHasi KOs BCeraa MeHblIe (pM3H4eCcKoil o pa3mepy.

o BepHo

o Hesepno

38. MackupoBaHue JaHHBIX M3MEHsIET MCXO/IHbIE JaHHbIe B Ta0JiMle HaBceraa.

© BepHo

o Hesepno

39. ’Kypnanuposanue Ha ypoBHe DEBUG pexomenayercs 1151 paGéoyero (IpojaKkiuH) cepBepa.
o BepHo

o Hesepno

40. llIndpoBanue JAHHBIX «HA OTABIXE» 3aAMINAECT HH(POPMALMIO IPH KPake TUCKOB HJIH (PailioB.
o BepHo

o Hesepno

41. IIporoxosa Kerberos ucnosab3yercs T01bKO0 1Jis1 M (ppoBaHus Tpapuka, HO He IS
ayTeHTH(PUKALMH.

o BepHo

o Hesepno

42. O0s1a4HbBIe MPOBaiiiepbl MOJHOCTHI0 CHUMAIOT C KJIMEHTA OTBETCTBEHHOCTH 32 0€30I1acCHOCTh
nanHbIxX B B/I.
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o BepHo

o Hesepno
Ne OTtBer
36 Bepno
37 HesepHo (3a6ucum om dannwlx u cocamus, He 6ce20a)
38 HeBepHo (mackuposarue 06biuHo npumensemcs OUHaAMu4ecku npu 8vloopke)
39 HeBepHO (co30aém ocpommubiii 06EM 10208 U CHUICAEN NPOUZBOOUMENbHOCHID)
40 Bepno
41 HesepHo (Kerberos — amo npesicoe ceco npomokon aymeHmuguxayuu)
42 HesepHo (Modens obweti omeemcmeennocmu: npogatioep 3awuwjaem un@dpacmpyKmypy,
KAUEeHmM — OaHHble U 00CMYN)

Tun 4: Yemanoeume coomeemcmeue

43. CooTHecuTe napaMeTp KOH(GUIrypauuu ¢ ero Ha3HaAYeHUueM:
ITapamerp Ha3znauyenue

1. port A. OrpaHnnyeHue yucia OJJHOBPEMEHHBIX MOIKIIOUYECHUN

2. max_connections b. [Topt ans npuéma KIMEHTCKUX MOAKITIOYSHUN

3. shared_buffers B. Pa3mep namsitu u1st KRIIMPOBAHUSI JAHHBIX

4. log_directory I'. IlyTs K mamnke Ju1s QailyioB )KypHaJIOB
44. CooTHecUTE THII Pe3ePBHOI KONMHUHU C XaPAKTEPUCTHKOM:

Tun 63xana XapakTrepucTHKa

1. [Tonnas (full) A. CozepXHT TOJIbKO U3MEHEHUs ¢ MOMeHTa nocnenHero full

2. akpemeHTanbHas b. Conepxut Bcro bJl Ha MOMEHT co3nanus

3. IudbdepennmanbHas B. ConmepxuT n3aMeHeHus1 C MOMEHTa rocieanero full

4. Jlornyeckas I'. Dxcnopt nanueix B Buge SQL-koMang unu apyrux popmaron
45. CooTHecHuTe MPOTOKOJI 0€30IIACHOCTH C €r0 OCHOBHON (pyHKUMeii:

ITpoToko. DyHKuMs

1. SSL/TLS A. HludpoBanue Tpadrka MEXIy KIMEHTOM U CEPBEPOM

2. SSH b. 3ammménnsiii ynanéHHbli JOCTYN K CEPBEPY

3. Kerberos B. llenTpanu3oBaHHas ayTeHTH(QHUKAIUS B JOMEHHON CETH

4. IPsec I'. llludposanue Ha ceteBoM ypoBHE (VPN)
46. CooTHecnTe cTaHAAPT 0€30IACHOCTH € 00/1aCThI0 IPUMEHCHHSA

Cranpapr O0JacTh NpMMEHeHHs

1. GDPR A. 3amura JaHHBIX MIATEXHBIX KapT

2. HIPAA b. O6paboTka nepcoHanbHbIX 1aHHBIX B EC

3. PCI DSS B. Menuuunckue nannsie B CIIIA

4.152-®3 I'. IlepconanbHele nanHble B Poccuiickon denepanun
47. CooTHecHTe METO/1 3AILIMTHI C YTPO30ii, OT KOTOPOIi OH 3allMILAeT:

Meroa 321U ThI Yrposa
1. ITapamMeTpu30BaHHBIE 3aIPOCHI A. IlepexBat Tpaduka B ceTu
2. llludpoanue SSL b. SQL-unbexnuun
3. bpanamaysp B. HecaHKIIMOHMPOBAHHBIN JOCTYII IO CETH
4. Perynsipable OoKanbl I'. IloTeps gaHHBIX U3-3a ¢OOs MM OIIMOKU
Ne OTtBer

43 | 1-B,2-A,3-B,4T
44 | 1-B,2-A, 3-B, 4T
45 | 1-A,2-B,3-B, 4T
46 | 1-B,2-B, 3-A, 4T
47 | 1-B,2-A,3-B, 4T
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Tun 5: Ycmanoeume npasunbHyto nociedo6amenbHOCHb

48. Ykaxxurte nopsiAoK AeMCTBUIl MPH HACTPOKe AyTEHTU(PHKALMHA 0 cepTUPUKATAM:
['eHeparyisi KOpHEBOTO M KIIMEHTCKUX CePTU(PUKATOB

Hacrpoiika CYB/] Ha npoBepky ceptudukaton (ssl = on, clientcert=1)
[IpenocraBnenue KIMEHTY cepTU(duKara 1 Kiiroya

[TonkitoueHue KIMEHTa C yKa3aHUEeM cepTudukaTa

[TpoBepka ycrienrHol ayTeHTU(UKAIIMH B JIOTaX

49 YkaxkuTe 3Tanbl BOCCTAHOBJIEHHUS 0a3bl JAHHBIX U3 Pe3epPBHOM KONUM:
Orenka ymep0a 1 BBIOOp TOYKH BOCCTAHOBIICHUS

Br16op moaxopsmieit pesepHoit ko (full + nHKpeMeHTaIbHEIE)
[TonroroBka cpeibl BOCCTAHOBIICHUS (YUCTBINA CEPBEP/UHCTAHC)
[TpumeHneHue 63KaroB B MPaBUIBLHOM MOPSAKE

[IpoBepka 1eTOCTHOCTH U TECTUPOBAHNE BOCCTAHOBIICHHBIX JIAHHBIX

50 YkaxkuTe NOPAIOK HACTPOMKN MOHUTOPUHIa npousBoaureabnoctu CYB/L:
Ornpenenenne kirodeBbix MeTpuk (LI, mamsars, 1uck, 3apoch)

Br16op unctpymenToB MmonuTopunra (pg_stat, Prometheus, Zabbix)
Hactpoiika cOopa u xpaHeHus: METPUK

HacTtpoiika onoBerienuii npu npeBbIlIeHUH TOPOTOB

Perynsipublii aHanmu3 OTYETOB M ONTUMHU3ALIAS

U‘.L.W!\J?‘ el

.U‘.LP’!\)?‘

Ne IIpaBU/IbHBINI NOPSAOK
48 l1>2—-3—>54->5
49 l1—-2—>3—-54->5
50 l1-2—>53->54->5

Kpumepuu oyenku:

90-100 62.1710B «OTJIMYHO» 3aCITy>KUBAET CTYJICHT, 10OKa3aBIINNA BCECTOPOHHEE CUCTEMATHYECKOE
U TiyOOoKoe 3HaHuE Y4eOHO-IPOrpaMMHOIO MaTepHuaia, YMEHHE CBOOOIHO BBINOJIHATh 3aJaHMUs,
IIPEyCMOTPEHHBIE POrPaMMOM, YCBOMBIIMKM OCHOBHYIO M 3HAKOMBIN C JTOTIOJHUTEIBHON JTUTEPATYpOH,
PEKOMEH/IOBAaHHOM MpOrpaMMoi; Kak IMpaBWJIO, OIIEHKAa «OTJIMYHO» BBICTABISETCS CTYAEHTaM,
YCBOMBILIUM B3aWMOCBSI3b OCHOBHBIX MOHSITHH MEXIUCUUIUIMHAPDHOTO Kypca W MX 3HA4YCHHE I
npuobperaeMoil npodeccur, MPOSBUBIIMM TBOPYECKHE CIIOCOOHOCTH B NMOHMMAHUHU, HU3JIO0XKEHUH H
UCIOJIb30BAaHUH YU€OHO-IIPOrPaMMHOI0 MaTepHara.

80-90 6anyI0B «XOpoOWIO» 3aCTYKUBAET CTYIEHT, OOHApPYKUBIIMN IOJHOE 3HAHHE Y4eOHO-
IIPOrPaMMHOTO MaTepualla, YCHENIHO BBINOJIHSAIOUIMN IPEAYCMOTPEHHBIE B IIPOrpaMMe 3aJaHus,
YCBOMBIINNA OCHOBHYIO JIUTEPATYPY, PEKOMEH/I0BAaHHYIO B IIPOrPaMMe; KaK MPABUJIO, OLIEHKA «XOPOIIO»
BBICTABJIACTCSA CTYJAEHTaM, IIOKa3aBIIMM CHUCTEMATUYECKUN XapakTep 3HaHWW 110 JUCLUIUIMHE WU
CHOCOOHBIM K UX CaMOCTOSITEIbHOMY MOTOJIHEHUIO U OOHOBJICHUIO B XO/€ JaibHelel yueOHoN paboThl
U Ipo(heCCUOHANBHOM eI TeNbHOCTH.

60-80 0anI0B «yI0OBJIETBOPUTEIBHO» 3acly’KUBAE€T CTYJICHT, OOHAapYXUBLIMN 3HAHUS
OCHOBHOT'O y4eOHO-IIPOrpaMMHOT0 MaTepHuaia B o0beMe, HeOOXOOUMOM s AajbHeWied yueObl u
npenacrosimeil paboTsl MO0 MPOPECcCHH, CIPABISIONIMNICS C BBHIOJHEHUEM 3aJaHHM, MPEeTyCMOTPEHHBIX
[IPOrpaMMoO#, 3HAKOMBIM C OCHOBHOM JIUTEPATYpOM, PEKOMEHIOBAHHOW IIPOrpaMMOM; KakK IPaBUIIO,
OILIEHKa «YyJIOBJIETBOPUTENILHO» BBICTABIISIETCS CTYAEHTAaM, JOMYCTHBIIMM IOTPEIIHOCTH B OTBETE Ha
3ayere, HO OOJAJAIOUIMM HEOOXOJUMBIMH 3HAHMSIMU JUIS MX YCTPaHEHHUS TIOJ PYKOBOACTBOM
IpernoiaBaTeds.

Menee 60 06an10B «HEyI0BJIETBOPUTEIbHO» BBICTABIAETCS CTYACHTY, OOHAapyKUBIIEMY
po0GJIeMbl B 3HAHHUSIX OCHOBHOTO Y4e€OHO-IPOrPaMMHOI0 MaTepuaina, AOMyCTUBIIEMY MPUHIUIHAIbHbIE
OmMOKM B BBINOJHEHUH TNPEAYCMOTPEHHBIX MPOrpaMMON 3aJaHM; KaK IpaBWIIO, OIEHKa
«HEY/IOBJIETBOPUTENIHO» CTAaBUTCS CTYIEHTaM, KOTOpblE HE MOTYT MpOJN0JDKaTh OOydyeHUe WIn
OPUCTYNIUTh K MNPO(PECCHOHATBHON JEATENbHOCTH IO OKOHYAHMM Y4eOHOro 3aBefieHus 0Oe3
JIOTIOJTHUTEBHBIX 3aHATHH 110 COOTBETCTBYIOLIEMY MEXAUCLIUITTHHAPHOMY KYpCY.
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Keiic-3amaun

no MJIK.01.01 TIpoekTupoBanue u pazpaboTka 6a3 TaHHBIX
Keiic 1: Meonennulii nouck 6 unmepHem-mazazuHe
KonTekcr: B 60aze nanubix marasuna tabmiuma products COAEp>KUT 2 MITH TOBApPOB. 3apoc OUCKa

o KaTeropuy, TICHE u peUTHHTY BBITTOJTHSACTCS Oonee 5 CEKYHJI:
SELECT * FROM products WHERE category_id =3 AND price BETWEEN 1000 AND 5000 AND rating >=4.5
ORDER BY rating DESC;

3agaya: YCKOpUTH BBINOJIHEHHE 3alIpOCA, HE MEHSISI CTPYKTYPY IPUIIOKEHUS.

Keiic 2: Ilepesoo cpeocme medxcdy cuemamu

KonTekcer: bankoBckoe npuiioxkenue BoinoiHseT nepeBog 10 000 P co cuéra A Ha cuér B. B
koxe mnpuiaoxkeHus 3to nBa otaenbHbix UPDATE. [lpu oOpbiBe ceTH AEHBIH CIHCAINCh, HO HE
3a4UCIIUIIUCK.

3anaua: PeanuzoBarh HaEKHBIN MEPEBO/] C MOMOIIBI0 XPAHUMOU MPOLEAYPHI.

Keiic 3: Ayoum uzmenenuil 3apniamst compyoHUuKos

KonTekcer: HR-oTnen tpeGyer gukcupoBarh Kaxkaoe H3MEHEHHE 3apIuiaThl B Tabnuie employees,
a TaKke OJIOKHPOBATh M3MEHEHHUS B Hepabouee Bpems (22:00—06:00).

3agaua: Co3mare TpuUrrep, KOTOpPbI OyAeT BECTH JKypHal W3MEHEHMH U OTKIIOHSTH
HECaHKI[MOHUPOBAHHBIC TTPABKH.

Keiic 4: Tynuk npu éponupoeanuu ounemos

KonTeker: [IBa monb3oBarens OJHOBPEMEHHO OpOHUPYIOT mocleaHee Mmecto B 3aie. OOa
BeimonHsAoT SELECT nocrymuoctu, 3arem UPDATE. Cucrema 3aBucaer, 3aTeM BBINAET OIIMOKY
deadlock.

3apauya: OObSICHUTH IPUUUHY TYNHKA U TIPEAJIOKUTH JIBa CIIOCO0A €0 MpeI0TBPAILICHHMS.

Keiic 5: Bvioop CYB/] 012 nenmut Hogocmeil

Konrteker: Crapran paspalaTbiBaeT comuainbHyto ceTb. Oxxumaercss 10 MiaH monb3oBaTeneid,
BBICOKasl 4acTOTa 3aluCeil IMOCTOB W JIAWKOB, YTEHUE JIEHThl JOJKHO IPOUCXOAUTH MIHOBEHHO.
JlonycTrma HeOoublIast 3a1epKKa CHHXPOHU3ALUHU TaHHBIX.

3agaua: Beiopats Tun NoSQL 6a3bl nanHbIX U 000cHOBaTh BEIOOp uepe3 CAP-teopemy.

Keiic 6: Kswuposanue ceccuil u 4acmuix 3anpocos

KonTteker: Beb-npuioskeHne TOpMO3UT B yachl UK. Kaxkaplil 3ampoc cTpaHUIbI BBINOJIHSAET 5—7
TsoKénbix SQL-3ampocoB k 01HOM U Toi ke b/I.

3anaua: Bueaputs ka1umpoBanue ¢ nomoinsto Redis.

Keiic 7: Kamanoz moeapoe ¢ pasHvlmu XapaKkmepucmuKkamu

Konrekcr: Mapkermeiic mpogaét TeneoHsl, 01eK Ty U KHUTH. Y Tene@oHoB ecTb RAM, storage,
y oziex sl size, color, y kaur ISBN, pages. B pensunonnoit b/ 3to npuBoaut k 10+ Tabnuuam u C10KHBIM
JOIN.

3agaya: CrpoexktrpoBaTh cxeMy B JokyMeHTHON CYBJI (MongoDB).

Keiic 8: Ananumuxa npooasc 3a 5 nem

Konrekcr: Komnannsa xpanut 3 mupa ctpok npojax B PostgreSQL. ExemecsuHble OTUETHI C
SUM, AVG, GROUP BY month, region Bbinonusitorcs 15+ MUHYT.

3agaua: BeiOpats apxurextypy b/l nns ananutuky u oObsSCHUTH NPUHIUN €€ padOTHI.
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Keiic 9: Pekomenoayuu «opy3eit opy3ein» u noxoxcue mosapbl

KonTekct: [Inatdhopme HYKHO OBICTPO HAXOUTh LETIOYKH CBS3EH: IMOB30BATEIN, COCTOSIIIHNE B
o0ImuX Tpynmnax, WiId TOBapbl, KOTOpbIe YacTo mokynaiT Bmecte. B SQL 3to 4-5 JOIN u paboraer
MEJICHHO TIPH pocTe rpada crszei.

3apaua: CMonenupoBath qaHHblie B rpadoBoii b/ m HanmucaTs mpumep 3ampoca.

Keiic 10: /lenopmanuzayus u wiadnonst npoekmuposanus NoSQL

KonTekcer: B npriiokeHnu JI€HTa HOBOCTEH MOKAa3bIBAET IOCT, UMSI aBTOPA, KOJIMYECTBO JIAMKOB U
koMmMeHTapueB. Utenue npoucxoaut B 100 pa3 vame 3anucu. TpeOyeTcsi MTHOBEHHBIH OTKJIUK.

3apauya: COpoekTHpOBaTh CTPYKTYPY HOOKYMEHTa C Y4YETOM JACHOPMAalu3alMi U MaTTEPHOB
NoSQL.

no MJIK.01.02 YnpaBnenue 6a3aMu JaHHbBIX

Keiic 1. Pazeéépmuieanue cepeepa 6azvl OGHHBIX 0711 yuedH020 Ropmana

KonTeker: Bam nopyueno noarotosuts cepsep CYB/] nns Be6-noprana xomnemka. Oxugaercs
10 300 oqHOBpEMEHHBIX MOJAKIOYEHUH. AIMUHUCTPATOPHI JKATYIOTCS, YTO MIOCIIE YCTAHOBKU «BCE
paboTaeT MeIICHHOY.

3agaua: OOBSICHUTH APXUTEKTYPy 00paObOTKH 3aIpOCOB U O00paTh 0A30BbIC TAPAMETPHI
KOH(UTYpaIyH.

Keiic 2. Hnuyuanusayus u pacnpeoenenue Hazpy3Ku

Kontexct: [Ipunoxenue pazpopaunBaercs Ha Tpéx cepepax bJI. Tpebyercsa aBTomaTrueckoe
CO3JIaHHE CXEMbI, HAUaJIbHBIX JaHHBIX U PACHpPEEICHUE 3alIPOCOB.

3agaya: Onucarhb npolecc HUIMAIN3AUY U BBIOpaTh METO/1 OaJlaHCUPOBKH.

Keiic 3. Pazepanuuenue npag u 3auiuma nepcoHaibHblX OAHHbIX

Konrtekcer: B Tabnuie employees XpaHsrcs acropTa U 3apmiiatel. PazpaboTunkam HyXeH 10CTyI
JUIS OTJIAZIKW, HO OHU HE JIOJKHBI BUJIETh peajibHbIC TaHHBIE.

3agaya: CripoeKTHpPOBaTh POJIM U PEATU30BaTh MACKUPOBAHUE.

Keiic 4. I1ooo3pumenvHble nOOKI0YeHUA U aymeHmupuKayus

KonTexcr: B norax cotnu 3anuceii authentication failed ¢ Baemrnux IP. Hy»Ho ycunute npoBepky
BXOJIa U KOHTPOJIMPOBATH CECCUU.

3apaua: HactpouTs Ge30macHyto ayTeHTU(UKAIIUI0 U MOHUTOPUHT TTOAKITFOYCHUH.

Keiic 5. Ayoum uzmenenuit ¢ gpunancoeoii oaze

KonTexkct: 1o TpeOGoBaHNMIO BHYTPEHHETO KOHTPOJIS KaXk/10€ U3MEHEHHE 0aIlaHCOB I0JKHO
3aIMCHIBATHCS ¢ YKa3aHUEM I0JIb30BATENsl, BPEMEHHU M CTAPBIX/HOBBIX 3HAUCHUH.

3agauya: PeanuzoBars xypHanupoBanue DML 0e3 kputudeckoro najaeHusi IpOU3BOAUTEILHOCTH.

Keiic 6. Asapus u eoccmanoenenue 0aHHbIX
KonTekcr: C6oii nutanus. [locnenusas nomxas xonust — 24 yaca Hazan. JXKypHauibl TpaH3aKIMA
(WAL/binlog) coxpansmuch kaxapiil yac. HyxHo BocctaHoBUTH coctosiuue Ha 14:00.

Keiic 7. /luacnocmuka «mopmo3sauwiein oazol

Konrekcr: ITonp30BaTenu xxanyroTcs Ha 3aepKku 5—10 cek. MOHUTOPHUHT IMOKa3bIBAET
BBICOKYIO Harpy3Ky Ha JIUCK U IIPOLIECCOP.

3apava: HaiiTu y3k0€ MECTO € MOMOIIBIO CUCTEMHBIX IPECTABICHUN.
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Keiic 8. Bzaumnvie 610Kupo6Ku u Kpumuueckue npoyeccol

Konrekct: J[Ba Momysist CKiaaa OJHOBPEMEHHO OOHOBIISIIOT ocTaTku. Bo3Hukarot deadlock.
Taxke UHOTIA «3aBHCAET» aBTOOUUCTKA (autovacuum/checkpoint).

3agaya: YCcTpaHUTh TYNUKU U 00ECIIEUNTh CTAOUIBLHOCTH (DOHOBBIX MPOLIECCOB.

Keiic 9. 3auuma om enewnux amax u wiugposanue

Konrtekcr: Cepsep b/l umeer Buemrnmii IP. 3adukcuposans! nonsiTku SQL-uHbEKINN 1
CKaHHUPOBAaHUE MOPTOB.

3agayva: 3aKpbITh YA3BUMOCTU M HACTPOUTH 3aLIUILEHHBIE COEINHEHUS.

Keiic 10. Obnaunaa muzpayus u coomeemcmeue CmaHoapmam

Konrtekct: Komnanus nepenocut bJ ¢ mepcoHanbHBIMHU TaHHBIMU B 00J1aKk0. Tpedyercs
coomoaenne 152-03 u PCI DSS.

3agaua: CripoeKTHpOBaTh MOJIENIb O€30MACHOCTH U YIIPABICHUS IOCTYIIOM B O0JIaKe.

Kpumepuu oyenku:

oTMeTKa «S5»: 3ajaHue BBIOJHEHO B TIOJHOM O0BEME C COOJIOACHHWEM HEOOXOIMMOI
nocneaoBareabHoCcTU. CTyIeHT paboTal MOJIHOCTHIO CAMOCTOSITENIEHO.

orMeTKka «4»: IlpakTHueckoe 3alaHUe BBIIOJHEHO CTYACHTOM B TIOJHOM O0BbEME U
camocTosTeNnbHO. JlomycKkaeTcsi OTKJIOHEHHE OT HEOOXOJUMOW MOCTEI0BATEIbHOCTH BBIIIOJHEHUS, HE
BJIMSIIOIEE Ha TPABMIIBHOCTH KOHEYHOTO pe3ynbraTa. [lomycKaloTcss HETOYHOCTH M HEOPEKHOCTh B
oopMIIeHHUHU PE3yIbTATOB 3a/IaHUSI.

orMeTrka «3»: IlpakTudeckoe 3ajaHue BBITOJHEHO W OQPOPMIICHO CTYACHTOM C IIOMOUIBIO
MpernojaBaTesiss Ui XOPOIIO MOATOTOBICHHBIX M Y€ BBIMOJIHHUBIIMX HAa «OTJIWYHO» IaHHYIO paboTy
cTyZeHTOB. Ha BbIlosIHEHHE 3aJaHus 3aTPayeHO MHOTO BPEMEHH.

OTMeTKAa «2»: BrpicTaBisieTcss B TOM cillydae, KOrja CTYJIEHT OKa3aJiCi HEMNOATrOTOBJIEHHBIM K
BBINIOJIHEHUIO 3a4aHus. llodydeHHble pe3ynbTaThl HE IO3BOJIAIOT CHAENaTh IPaBUIbHBIX BHIBOJIOB U
MOJTHOCTBIO PACXOJATCS C MOCTaBleHHOM wenblo. OOHapyKeHO IJI0X0€ 3HAaHUE TEOPETUYECKOTro
MaTepuaga U OTCYTCTBHE HEOOXOAUMBIX YMEHHH. PyKOBOACTBO M MOMOIIL CO CTOPOHBI MPENOJaBaTENs
Hea(pPEeKTUBHBI U3-32 TIOXOH MOJTOTOBKH CTYAEHTA.

CuryannoHHbIe 321241 JJIs1 Y4eOHOM NPaAKTHKH
no [IM.01 «Pa3paboTka, aAMUHUCTPUPOBAHUE U 3allIUTa 06a3 TaHHBIX»
3aoanue 1. Pazeépmuisanue u oazosean nacmpoiika CYB/] ona yuebnozo npoexma
Curtyauus: Bam nopydeHo noaroToBUTh cepBepHyto yacTh b/l 115 HOBOro BeO-NpuioxeHus
komnemxka. Tpebyercsa yecranoButs CYB/I, HacTpouTh 0a30BbIE MapaMeTpbl U 00eCeUnTh CTaOUIbHBIN

JOCTYII.
3aganue:
1. VYcranoButh PostgreSQL nim MySQL B TecToByro cpeny.
2. HactpouTts: nopt noakmouenus, koaupoBky UTFS, max_connections (He menee 50),
pasmep 6ydepa mamsitu (shared_buffers/innodb_buffer_pool_size).
3. 3amycTuTh ciayx0y, IPOBEPUTH CTATYC, MOAKIIOYUTHCS KJIMEHTOM OT UMEHHU SUPETUSer.
4. Coznath otaensHyto b/l 1 mosnb3oBarens ais OyAyIIero NpUiIoKeHHs.

3aoanue 2. Ponesas mooeny u pazepanuienue npag 00cmyna

Curyanus: B cucteme paboTaroT Tpu IpynIbl: aAIMUHUCTPATOPHI, KOHTEHT-MEHEIKEPHI U
aHanUTUKA. JIOCTyN K JaHHBIM JI0JDKEH OBITh CTPOTO pa3/ieicH.

3amanmne:

1. Coznmarp posu: app_admin, content_mgr, analyst.

2. Brinate mpaBa: agmunaMm — ALL; koutenT-menemkepam — SELECT/INSERT/UPDATE na
TaOIUIBl KOHTeHTA; aHaMTUKaM — Toibko SELECT Ha arperupoBanHO€E Mpe/icTaBlIeHNUE.

3. Coznate VIEW ¢ MackrpoBaHHEM YyBCTBUTENIbHBIX MoJeH (Harpumep, email wiu phone).
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4. ITpoBepuTh OrpaHndeHue pas: NomnbiTka aHanuTHKa BelnonHUT, UPDATE nomxna
3aBEPIIUTHCS ONTHOKOMA.

3aoanue 3. Hacmpoiika pe3epenozo KOnupoeanus u mecmogoe 60CCHAH061eHUe
Curyanusn: [To permamenTy 6€30MacHOCTH TaHHBIC JOJKHBI Pe3ePBUPOBATHCS €KETHEBHO.
Tpebyercst aBTOMaTH3a1MSI U TPOBEPKA BOCCTAHOBJICHHUS.

3amanmue:

1. Hanucats ckpunt noiHoro jgorudeckoro 6skana (pg_dump/mysqldump) ¢ ykazanuem
umenu bJl, mytu u gatel B uMeHn (aiina.

2. Hactpouth aBTOMaTHYECKHUH 3aITyCK 10 paciucaHuto (cron uiu [ImaHupoBIIUK 3a1aHUi).

3. Vnanuth 20% TeCTOBBIX JIaHHBIX.

4. BBIITOIHUTE BOCCTAaHOBJIEHHE B HOBYIO T€CTOBYIO b/, CBepUTh KOJIMYECTBO CTPOK U

KOHTPOJIbHBIC CYMMBbI KITFOUCBBIX Ta6JII/II_[.

3aoanue 4. Onmumuszayus cnodxcnovix SQL-3anpocos
Curyauus: ExxemecsauHblil OTUET MO MPOJjakaM BBIMOJIHSIETCS >8 CEK U3-3a MHOKECTBEHHBIX
JOIN 1 OTCYTCTBUS HUH]IEKCOB.

3aganue:
1. Bzsars ucxoansiii 3anpoc ¢ JOIN, WHERE, ORDER BY, GROUP BY.
2. 3anyctuts EXPLAIN (ANALYZE, BUFFERS) nnu anasnor.

3. BoisiButh y3kue mecta (Seq Scan, Sort, Hash Join ¢ BEICOKOI CTOMMOCTBIO).

4. CosznaTh COCTaBHOM MHJEKC, MPU HEOOXOAUMOCTH nepenucaTh 3anpoc (yopats SELECT *,
3ameHuTh IN Ha EXISTS).

5. 3aMepuTh BpeMs J0/TIOCIeE.

3aoanue 5. Pazpadbomka Xpanumoii npoyedypul ¢ eanuoayuel u 00padomkoi ouudoKk

Curyanus: TpeOyercs aBTOMAaTU3UPOBATh PACUET UTOTOBOM CyMMBI 3aKa3a ¢ Y4ETOM CKHJIOK,
HaJIOTOB U IPOBEPKHU OCTATKOB Ha CKJIAJIE.

3ananmue:
Hanucats npouenypy ¢ BxoausiMu napamerpamiu (order_id, discount_code).
PeanuzoBaTh mpoOBEpKH: CYIIIECTBOBAHUE 3aKa3a, aKTUBHOCTh CKHUJIKH, HAIMYUE TOBApA.
Jo6aButs 610k nepexsata omubOok (TRY...CATCH unu BEGIN...EXCEPTION).
Bepnyts pesynbrat uepe3 OUT napamerp miin RETURN TABLE.
[IporecTupoBath Ha 3 clieHapUsIX: YCIIEX, HEBEPHBIN KOJ CKUJIKH, OTCYTCTBUE TOBapa.

Al

3ananue 6. Tpurreps! 1,151 ayauTa M3MEHEHUH W KOHTPOJIs1 OM3HeC-IIPaBUJI
Curyauus: HeoOxonumMo puKkcUpoBaTh Kax10€ H3MEHEHHUE 1IEHbI B KaTaJIOTe U 3alpelaTh
yJlaJ€HHE aKTUBHBIX 3aKa30B.

3ananmne:

1. Co3pnatp Tabauny price_audit (id, product_id, old_price, new_price, changed_at,
changed_by).

2. Hanucates AFTER UPDATE tpurrep, 3anuchIBatonifi U3MEHEHHUSL.

3. Harmucars BEFORE DELETE Tpurrep, OTKJIOHSIOIINN yAalleHHue, eCiH status = 'active'.

4. [TpoTecTupoBaTh: ycrenHoe 0OHOBIEHUE 1IEHBI U MOMBITKA YAaJEHHUs aKTUBHOTO 3aKas3a.

&~ PesyabraT cpaum: Kox TpurrepoB, CKpUHIIOTH cpabaThIBaHUs, 3anUcH B price_audit, jior

3aoanue 7. Tpanzakyuu u o6padomka napaineipbHo20 00Cmyna
Cutyanms: J[Ba orneparopa 0 JHOBPEMEHHO OpOHHMPYIOT MOCIEIHEE MECTO B cucTeMe. Bo3morkHa
notepst ooHoBnenuit mim deadlock.

3aganme:
1. Hanucats xon 6ponuposanusi: BEGIN — SELECT ... FOR UPDATE — npoBepka

nocrynaoctu — UPDATE — COMMIT.
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2. CMopenupoBath NapajuleabHbIN 3aIlyCK U3 JBYX CECCHM (MOKHO uepe3 /1Ba OKHA
TepMHUHAJA).

3. Hactpouts 00paboTKy TaliMayTa/TylnuKa: OTKAT C TOHSATHBIM COOOIICHHEM WU IIOBTOPHAS
TOTIBITKA.
4. [TpoBepuTH, 4TO MECTO HE 3a0POHUPOBAHO JTBAXK/IBI.

3aoanue 8. Ilpoexmuposanue u pavoma c NoSQL B/] (0okymenmnas mooens)
Curyanus: Karanor ToBapoB ¢ pazubiMu atpudyramu (tenedonsi: RAM/Storage; ogexna:
Size/Color). Pensimmonnas moaens co3naét n30bITOYHOCTH U cinoxkHbie JOIN.

3aganue:

1. Coznatp kosekuuio products, BcTaBUTh 8—10 TOKYMEHTOB C pa3HO#l CTPYKTYpOM HOJIEH.

2. Hanucath 3anpochl: OKMCK 110 BIOKEHHOMY IOJII0, QUIBTPALUS 110 UANa30HYy, arperarus
$group 1 mozicuéTa TOBapOB MO KaTETOPHU.

3. Co31aTh UHZIEKC 10 YaCTO UCIIOJIb3YyEMOMY IOJII0 (HallpuMep, category Wiln price).

4. OOBsACHUTD, TOYEMY BBIOpaHa JOKYMEHTHAs! MOAEIH JUIsl TOU 3a7a4H.

3ananue 9. MOHUTOPHHI MPOU3BOAMTEIbHOCTH U TIOHUHT MAPaMETPOB cepBepa
Cutyanms: B yackl muk npuiioxeHue oTBedaeT ¢ 3a7epkkoid. TpeOyercs BBIABUTH Y3KOE MECTO U
HacTpouTh napamerpel CYB/I.

3amanmne:

I. [TposepuTs 3arpy3ky CPU, RAM, nuckoBoro I/O, 4ncio akTHBHBIX CECCHH.

2. Haiitu Ton-3 MeaeHHBIX 3alIpOCOB uepe3 pg_stat_statements wiu slow_query_log.

3. Hactpouts nmapamerpsr: work_mem, maintenance_work_mem, effective_cache_size (B
npezaenax goctrynHoit RAM).

4. [lepe3arpy3utb KOHPUTYpAIHIO, 3aIyCTUTh TECTOBYIO Harpy3Ky, 3apuKCUpoBaTh

HU3MCHCHUC BPCMCHU OTKIIMKA.

3aoanue 10. Oonoenenue CYB/[ u 6edenue mexnuueckoit 00KymeHmayuu

Curyanus: Brinuta munopnas Bepeus CYB/] ¢ ucnpasnenusimu 6e3onacHoctu. Tpedyercs
Oe3omacHasi MUTpAIUs ¥ aKTyaIu3aIus JOKYMEHTAIMH TPOEKTa.

3ananue:

1. CocTaBuTh YeK-TUCT: O9Kal — pa3BEPTHIBAHUE TECTOBOM KOMUU — OOHOBIIEHHE —
IIPOBEpPKa COBMECTUMOCTH MPOLIETyp/UHIEKCOB — OTKAT IMPU OIIHUOKE.

2. BrimonHuTE OOHOBIIEHUE B TECTOBOM cpelie, 3ahUKCUPOBATh PE3yNIbTaThl U
MIPEAYIPEKICHHUS.

3. Coznath nokymeHT: apxurekrypa bJl, mapameTpsl KoHGUTYypaluy, y4ETHBIE 3aITUCH U
poJIH, periaMeHT O3KaIoB, POl ypPbl MOHUTOPUHTA, IJIaH OTKATa.

Kpumepuu ouenku:

oTMeTKa «5»: 3ajaHue BBHIIOTHEHO B TMOJTHOM O00BEME C COONIOACHHEM HEOOXOAUMOMN
nocienoBarenbHOCTH. CTYACHT paboTall HOTHOCTHIO CAMOCTOSITEIHHO.

orMeTka «4»: IlpakTudeckoe 3aJaHue BBIIOJHEHO CTYJEHTOM B IIOJIHOM O00BEME U
caMoCTOsTeNbHO. JlomyckaeTcss OTKIOHEHHE OT HEOOXOIUMOH ITOCIIEIOBATEILHOCTH BBHITIOJTHEHUS, HE
BIUSIIONIEE HAa TPABIWIBHOCTh KOHEYHOTO pe3ynbrara. JloMmycKaroTCsi HETOYHOCTH U HEOpPEeKHOCTh B
oopmIIeHHN pe3ybTaTOB 3aaHNs.

ormeTka «3»: [IpakTudeckoe 3alaHue BBIOIHEHO U OQPOPMIIEHO CTYJEHTOM C TOMOIIBIO
MperoaBaTelisi Wi XOPOIIO IMOJATOTOBJICHHBIX M YK€ BBINOJHUBIINX HAa «OTIUYHO» JIAHHYIO PaboTy
CTyZeHTOB. Ha BhINONIHEHUE 3aJaHKs 3aTpadyeHO MHOTO BPEMEHHU.

oTMeTKa «2»: BEICTaBisieTcss B TOM cCiIydae, KOTJa CTYICHT OKa3aJiCs HETOJTrOTOBJIICHHBIM K
BBITIOTHEHUIO 3aJaHus. [lodydeHHBIE pe3yNbTaThl HE TO3BOJSIOT CHAENaTh MPaBUIBHBIX BHIBOJIOB H
MOJTHOCTBIO PACXOJATCS C TOCTaBIeHHOW menblo. OOHapy)KeHO II0X0€ 3HAHHWE TEOPETHYECKOTO

43



MaTepHuaia U OTCYTCTBHE HEOOXOAMMBIX yMEHHH. PyKOoBOACTBO M MOMOIIL CO CTOPOHBI IpEnogaBaTess
Hed(DPEKTUBHBI U3-3a TUIOXOM MOATOTOBKH CTYACHTA.

CuryanMOHHBbIE 32/1a4H I IPOU3BOJACTBEHHON MPAKTHKH

no [IM.01 «Pa3paboTka, aAMIHIUCTPUPOBAHKE U 3aIHUTa 0a3 JAHHBIX)

3aoanue 1. Pazeépmuisanue omkazoycmoiiuugozo knacmepa CYB/l ona npooaxkuwiena

KonTekcr: Komnanus 3anmyckaeT HOBbI BBICOKOHArpyK€HHbIN cepBUc. TpedyeTcst moAroToBUTH
kiactep b/l ¢ peruukanyeil 1 aBTOMaTHYECKUM MEPEKIIIOUEHUEM MpU cO0e OCHOBHOTO Y3J1a.

3amanmue:

1. PazBepnyrp nBa wuHcranca CYBJ[ (PostgreSQL/MySQL) nHa otrnensHeix BM  wmmm
KOHTEHHEpax.

2. HacTtpouth moTokoByto permkanuio (streaming replication) wim Group Replication.

3. HacTpouTh MOHUTOPHUHT Jlara PeIuTMKAIUY U CTATyCa MOAKIIOYCHHUS.

4. CMonenupoBaTh OTKa3 MacTepa, MPOBEPUTh aBTOMATUYECKOE WIIH PYYHOE MEPEKITIOYCHUE
Ha CJICHB.

5. JIOKyMEHTHUPOBATh MPOLEAYPY BOCCTAHOBIICHHS.

3aoanue 2. Cucmema pe3epeHozo KONUPOBaHUs ¢ NPOBEPKOIL 60CCHAHOBIEHUA U pomayueil
Konrekcr: 1o pernamenty Wb nannbie 10JKHBI pe3epBUpoBaThes mo cxeme 3-2-1. TpeOyercs
aBTOMATH3AIIMS U PETyIIsIpHAs IPOBEPKA IEJIOCTHOCTH OIKAIIOB.

3aganue:

1. Pa3zpaborats cxeMy O3KarnoB: MOJHBIN (€KEHEAENbHO) + HHKPEMEHTAIBHBIN (€XKEeTHEBHO)
+ apxuB WAL/binlog.

2. Hanucatp ckpunt 65kama c: mIpoBEpPKOl CBOOOJHOTO MeCTa, TOTMUPOBAHUEM, OTIIPABKOM
yBeIOMJICHHSI 00 ycriexe/omuoKe.

3. HacTtpouth poranuio: XxpaHeHHE €XEIHEBHbIX — 7 JIHEH, eKeHeAeNbHbIX — 4 Heend,
eKEeMECSTIHBIX — 12 MecsIIeB.

4. PeanuzoBaTh aBTOMaTH4eckoe TECTOBOE BOCCTAHOBJICHHME B M30JIMPOBAHHYIO Cpely pa3 B
HEZIeIo.

5. JIokyMeHTHpOBaTh pOLERYPY aBapuNHOIO BOCCTaHOBJICHUS (RTO/RPO).

3aoanue 3. Monumopunz npou3eoo0umenbHOCHU U NPOAKMUEHAA HACMPOIIKA NAPAMENPOE
KonTekcr: B yachl nuk HaOmoal0TCs 3aJIepKKU B padboTe mpuiokeHus. TpedyeTcs HacTpoUuTh
CHUCTEMY MOHUTOPHHTIA U BBIIBUTh y3KHE MECTA.

3ananmne:

1. Pa3BepHyts cucremy monurtopuHra (Prometheus + Grafana wim pg_stat statements +
custom dashboards).

2. Hactpouts coop merpux: CPU, RAM, I/O wait, cache hit ratio, lock waits, slow queries
(>1 cex).

3. Hactpouth aneptsl mpu mnpesbilieHun noporos (Hampumep, CPU >85%, slow queries
>10/mun).

4. [Tpoananu3upoBaTh JaHHBIE 32 HEJIENIO, BBIIBUTH 3 Hanboiee MpoOIeMHBIX 3a1poca.

5. [IpenoXuTh W MNPUMEHUTHh ONTUMHU3ALUIO: MHJIEKCH, HW3MEHEHHE KOH(UTrypaluuu

(work_mem, shared_buffers), pedaxTopunr 3amnpocos.

3aoanue 4. Ayoum b6e3onacnocmu u ycmpanenue ysa36umocmeil

Kontekcr: Ilocie BHYTpEeHHETrO ayauWTa BBISBICHBI PHUCKH: CJIa0ble TApOJH, JOCTYI TIO
YMOJYaHHUI0, OTCYTCTBHE muppoBaHus. Tpedyercs ycTpaHUTh YSI3BUMOCTH.

3ananue:

1. [TpoBecTn ckanupoBaHue KOHPUTypanuu Ha coorBercTBHe ctaHgapraM (CIS Benchmark
WM BHYTPEHHUN YEK-JIUCT).

2. YcTpaHuTh HaliICHHBIE TPOOIEMBI:
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3aMeHuTh ayTeHTHHUKaIMIO trust/md5 Ha scram-sha-256 wiu cepTudukarol.

Oto3BaTh U30BITOYHBIC ITPABA, BHEAPHUTH POJIEBYIO MOJIEIb.

Bxuttounts mmdposanue coenunennii (SSL/TLS).

Hacrtpouts xypHaIupoBaHue COOBITHI 0€30MaCHOCTH.

[TpoBecTr TOBTOPHYIO MTPOBEPKY, 3aPUKCUPOBATD yIyUIICHUS.

[ToaroroBuTH OT4ET TSt PYKOBOJICTBA C PEKOMEHJALIUSIMH.

_-lkfd)OOOO

3aoanue 5. Bneopenue muocoghaxmopnoit aymenmupukayuu u poyieeozo oocmyna
Konrekcr: Kommanus nepexomur Ha Mozenb HyheBoro noBepusi (Zero Trust). Tpebyercs
yCUINTh ayTeHTUuuKanuto K bl 11st amMuHUCTpaTOpOB.

3amanmue:

1. WNurterpupoBate  CYBJ[ ¢ LDAP/Active  Directory mjis  HEHTpaJu30BaHHOU
ayTeHTU(UKALNH.

2. Hactpouth ABYX(aKTOpHYIO ayTEHTH(HKAIMIO IS MPUBHICTUPOBAHHBIX poOJICH (uepes
PAM, Google Authenticator uiu anasor).

3. Cozpmate  MaTtpumy  goctyma:  poinu  —  oOwbektel  bBJI —  omepanuu
(SELECT/INSERT/UPDATE/DELETE).

4. Peann3oBaTh JUHAMHUYECKOE MACKUPOBAaHUE [AHHBIX JJIsi POJIEH C OrpaHUYCHHBIM
TOCTYIIOM.

5. [IpoTecTupoBaTh ClIEHAPUU: BXOJ C MPABUIHHBIMU/HETIPABHILHBIMU JaHHBIMHU, JOCTYI K
3aMacKUPOBAaHHBIM TIOJISIM.

3aoanue 6. Ilposedenue yueono2o nenmecma u 0muém no ya3euUmMoCcmam
KonTeker: B pamkax nporpammel b TpeGyercs onienuts ycroitunocts b/l k atakam. 3amaua —
MIPOBECTH JIETATBHBIN MEHTECT U MOJATOTOBUTH OTUET.

3aganue:

l. CocTaBuTh IJIaH TECTUPOBAHUS: BHEUIHEE CKaHHMpOBaHME, IpoBepka Ha SQL-uHbEKLUH,
nepebop yuETHBIX JaHHBIX, dCKaTalus MPUBUIIETHH.

2. Ucnonb3oBatk nuHCTpyMeHTHI: sqlmap, Nmap, Metasploit (B u3onupoBanHoii cpene!).

3. 3aukcupoBaTh pe3yabTaThl: KaKUe YsI3BUMOCTH HalICHbI, KaKOH yIepO BO3MOXKEH.

4. Pa3paborare pexoMeHIalMu MO YCTPAaHEHHUIO: MapaMeTpu3alus 3alpocoB, OrpaHUYEHUE
npaB, WAF-npaBuina.

5. [TonroroBuTh  OTY4ET  JUIsI  TEXHUYECKOTO M HETEXHMYECKOTO  PYKOBOJICTBA.

3aoanue 7. Onmumuzayus cmpykmypul B/] u ucnpaenenue omubox 6 npooaxuiene
KonTekcer: B paboratoreii cucteme oOHapyKeHbI: JyOJIUPOBaHHUE JAHHBIX, OTCYTCTBHE BHELITHUX
KIIIO4eH, MeJJIeHHBIE OTYETHL. TpedyeTcst pedakTopuHT 0€3 MpOoCTos.

3apanmue:

1. [IpoBecT ayauT cxXeMbl: HaWTH AyOJM, HapylIEHUs LEIOCTHOCTH, OTCYTCTBYIOIIHME
HHICKCHI.

2. PazpabGortaTe mnaH wmwurpanuu: n00aBICHHE OTPAaHWYCHUHN, HOPMAaJW3aIus, CO3/aHue
WHJICKCOB — C MUHUMAJIbHBIM BPEMEHEM OJIOKUPOBKH.

3. Peanu3oBath WM3MEHEHHsT B TECTOBOM Cpelie, MPOTECTUPOBATh HA PEMpe3eHTATHBHBIX
JAHHBIX.

4. [IpuMeHUTh U3MEHEHUS B MPOIAKIICHE B OKHO OOCITYKUBaHHMSI, C BO3SMOKHOCTBIO OTKaTa.

5. 3amepuTh MIPOU3BOUTENBHOCTD Jo/Toce, 3auKCUPOBATH YIIYYILIEHHUS.

3aoanue 8. Muzpayus oannvix mexcoy paznopoonvimu CYB/ (penayuonnaa — NoSQL)

KonTeker: Komnanus nepexoautr ¢ MySQL na MongoDB nns rubkoctu cxemsl. TpeGyercs
IIEPEHECTH JAHHBIE C COXPAaHEHUEM LIEJIOCTHOCTH ¥ MUHUMAJIBHBIM ITPOCTOEM.

3aganue:

1. ITpoananu3upoBaTh UCXOJHYIO CXEMY: BBIJEIUTH CYIIHOCTH, CBSI3H, OTPAaHUYEHUS.
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2. CnpoexTtupoBaTh LeneBy0o cxemy B MongoDB: NOKyMEHTHI, BJIOKEHHBIE CTPYKTYpBI,
MHJIEKCBI.

3. Hanucares ckpunt wmurpanuu  (Python/Node.js + gpaiiBepsi): utenne u3 MySQL,
Tpanchopmarus, 3arpy3ka B MongoDB ¢ 06paboTkoii ommooK.

4. PeanuzoBaTh MHKpEMEHTAJIbHYKO CHHXpOHHM3alMI0 Ha BpeMsa wmurpanuu (CDC wnum
TPHUTTEPHI).
5. [IpoBecTn BanmMIaIMIO: CBEpKa KOJMYECTBA 3amucel, BHIOOpOYHAs MpPOBEpKa MaHHBIX,

TCCTOBBIC 3aIIPOCHI.

3aoanue 9. Hazpyzounoe mecmuposanue u onpeoeinenue npeoeios Macuimaoupyemocmu
KonTekct: Ilepen 3amyckoM HOBOW (DYHKIIMOHAILHOCTH TpeOyercs OomeHuTh, Kak bJl moBenér
ce0s 1o/ Harpy3KoH.

3amanmue:

1. [ToaroroBUTH TECTOBBIN CIICHApUH: TUTTUYHbBIE 3arpochl MIPHIIOKEHUS
(4uTeHue/3anrch/CMEIaHHbIE).

2. HacTtpouts nHCTpyMeHT Harpy3ouHoro tectupoBanus (JMeter, pgbench, sysbench).

3. [TpoBecTH TeCThI: MOCTENEHHOE YBEIWYCHNE HATPY3KH JI0 OTKa3a, (pukcarus metpuk (RPS,
latency, error rate).

4. BrisiBUTE nMHTHpYIOMUE (aKTOPHI: OJIOKHPOBKU, MUCKOBBIN [/O, HexBaTka maMsTH,
KOH(UTyparus.

5. [IpemyiokuTh  PEKOMEHAALMU:  TOPU3OHTAIBHOE/BEPTHUKAIBHOE  MaciTaOupoBaHHE,
K3ILIUPOBaHUE, ONTUMHU3ALIUS 3arpocCoB.

3aoanue 10. Komnnekcnoe mecmuposanue OmMKa3oyCmMoOU4u8OCmu u npoueoypvl asapuiinozo
60CCMAHOB1CHUA

KonTexkct: Ilo TpeboBanusam 6usHeca Bpems BocctaHoBneHusi (RTO) He nqomkHo npesbimats 15
MUHYT, oTeps faHHbIX (RPO) — He Gonee 5 munyt. Tpebyercs NpoBEpUTH COOTBETCTBHUE.

3aganue:

1. CMonenupoBaTh aBapUilHBIE CIIEHAPWHU: OTKa3 CepBepa, MOBPEKICHHUE JTAHHBIX, CETEBOU
paszein.

2. BeImonHATE TpomEeyphl BOCCTAaHOBJICHHS COTJIACHO pETJIAMEHTY: TEepeKIIoueHUue Ha
PEIINKY, BOCCTaHOBJIEHHE U3 O3Kara, MpUMEHEHHE JIOTOB.

3. 3ameputh paktudeckoe Bpems npoctos (RTO) u notepro ganusix (RPO).

4. BBISIBUTH OTKJIOHEHUS OT LIEJEBBIX MTOKa3aTesel, IpeaoKUTh yIyUIlIeHus.

5. OOHOBUTD perjJaMeHT aBapHiTHOIO BOCCTAHOBJIEHUSI C YUETOM pPE3yJIbTAaTOB.

Kpumepuu oyenxu:

oTMeTKka «5»: 3ajaHue BBHIIOTHEHO B TOJHOM O00BEME C COONIOACHHEM HEOOXOAUMOMN
nocyeaoBareabHOCTU. CTyIeHT paboTal MOJIHOCTHIO CAMOCTOSITENIBHO.

orMeTka «4»: IlpakTudeckoe 3aJaHue BBIIOJHEHO CTYJEHTOM B IIOJIHOM O00BEME U
camocTosTenbHO. JlomyckaeTcss OTKIOHEHHE OT HEOOXOJUMOMW IOCIIEOBATEIbHOCTH BBINOJIHEHUS, HE
BIUSIONIEE HAa MPABWIBHOCTh KOHEYHOTO pe3ynbrara. JloMmycKaroTCs HETOYHOCTH U HEOpPEekKHOCTh B
o(opMIIEHHHU PE3yIbTATOB 3a/IaHUS.

ormeTka «3»: [IpakTudeckoe 3aJaHue BBIOIHEHO U OQPOPMIIEHO CTYJEHTOM C TOMOIIBIO
MPEnoIaBaTelisi WIK XOPOIIO MOATOTOBJIICHHBIX W YK€ BBITIOJHUBIIMX Ha «OTJIWYHO» JaHHYIO PaboTy
CTyJleHTOB. Ha BbINOJIHEHHE 3a]aHus 3aTPAY€HO MHOT'O BPEMEHH.

oTMeTKa «2»: BpicTaBisieTcss B TOM ciiydae, KOrJa CTYJIEHT OKa3aJiCsd HEMOATOTOBJIECHHBIM K
BBIMIOJIHEHUIO 3ajaHud. llomydeHHble pe3ylbTaTbl HE MO3BOJISIIOT CHAENaTh MPABUIBHBIX BBIBOJOB H
MOJIHOCTBIO PAcXOASTCS C IOCTaBJIEHHOM 1enbto. OOHapy)KEHO IIJI0OX0€ 3HAaHHUE TEOPETUYECKOTO
MaTepuaga U OTCYTCTBHE HEOOXOAMMBIX YMEHHH. PYKOBOACTBO M MOMOIIL CO CTOPOHBI MPENOaBATENS
Hed(DPEKTUBHBI U3-3a TUIOXOM MOATOTOBKH CTYACHTA.
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5. KOHTPOJIb 1 OHEHKA PE3YJbTATOB OCBOEHUS TPO®PECCHUOHAJBHOI'O
MOAYJA (BUOA TPOPECCUOHAJIBHOU JEATEJIBHOCTHN)

Kon Kpurtepun oueHku pesyiabrara DopMBbI KOHTPOJIA U
IIK, OK (moka3zaresiM 0OCBOEHHOCTH KOMIIETEHIH) METOAbI OLICHKH
OK.01 pacrmo3HaeT 3a7a4y W/uiv mpodiieMy B mpodeccruoHanbHoM u/wim | KoHTposbHbBIE

COLIMAJILbHOM KOHTEKCTE, aHATU3WUPYeT 3alady W/Hiu TpodiieMy; | paboTsl, 3a4eTHl,
OTlpeseNsieT 3Tambl PElIeHUs 3aJauyu; BBIABIAECT U 3(G(EKTUBHO | KBATH(PUKAMOHHBIE
HaXOIUT HH(OPMAIINIO, HEOOXOAUMYIO JJIs PEIICHUS 3a/1a49M W/WIIM | NCTIBITAaHUS,  3alluTa
poOJIeMbI; COCTABJISET TUIaH JCHCTBUS; ONpeAesieT He00X0JUMbIE | KypCOBBIX U
pPECYpCHI; OIEHUBAET PE3yJbTAT M TOCJICACTBUS CBOUX JCHCTBHIA | IUILIOMHBIX MPOEKTOB
(caMOCTOSITETHHO HJTM C TOMOIIBIO HACTAaBHUKA) (pabot), yueOHast u
MIPOU3BOJICTBEHHAS
MPAKTUKH, 3K3aMEHBI.
HnTepnperanus
OK.02 ompenenseT 3amadyd Uil TOMCKa HWHGOpMAIUU; OmpeaeisieT Pe3yIBTATOB
HEOOXOIUMble MCTOYHUKM UH(OpMaIMU; IUIAHUPYET HPOLECC | grimolHeHns
MOKMCKA; CTPYKTYPUPYET MOIYYCHHYIO HH(POPMAIINIO; BBIICISAET PaKTHYECKHX i
HamOojee 3HAYMMOE B TepeyHe WHQPOpPMAIMH; OIICHUBACT 1aGOPaTOPHBIX
NPaKTUYECKYI0 3HAYMMOCTH DE3Y/IBTATOB IOMCKA; OGOPMISICT | 3a5anmii, OILICHKA
PE3yIIbTaThI TOMCKA peleHust
CUTYAIlMOHHBIX 33J1a4,
OK.03 onpezienseT akTyalbHOCTh HOPMATHBHO-IIPaBOBOM JoKyMeHTaiuy | OHCHKE TCCTOBOTO
B Npo(eCCHOHANBHOI eATeNbHOCTH; NPUMEHSET coBpeMeHHyro | KOHTPOI,
HAy4HyI0 NPODECCHOHAIBHYIO TEPMHUHONOTHIO; ompexenser u | PE3YIbTATOB
BBLICTDAMBAET ~TPACKTOPHH MPOMECCHOHANBHOrO passurhs u | HaOIOsCHHi 3a
camM000pa3oBaHus ACATCILHOCTBIO
oOyyaromierocs B
OK.04 OpraHU30BHIBACT paboty KOJUIEKTHBA u KOMaH/bl; | mporecce y4eOHOM U
B3aMMOJICHCTBYET C KOJJIETaMH, PYKOBOJCTBOM, KIIMEHTAMHU B XOJI€ | IIPOU3BOJACTBCHHOMN
podecCHOHATEHOM IeATEITBHOCTH MPAKTUKU.
OK.05 u3jaraeéT  CBOM  MbICIM U OQOpMIIsSeT  JIOKYMEHTbI IO
npodeccnoHalbHOM TEeMaTUKEe Ha TOCYIapCTBEHHOM  SI3BIKE,
MIPOSIBIISICT TOJICPAHTHOCTH B pab0YeM KOJUICKTHBE
OK.06 OTHCHIBACT 3HAYMMOCTh CBOCH CIIEIIMAIBHOCTH
OK.07 coOI0O1aeT HOPMBI 3KOJIOTMYECKON O€30MacHOCTH; ONpeAesnseT
HaMpaBIIEHUsI PECypcocOepeKeHusl B paMKax MpoQecCHOHATHHON
NESATEIILHOCTH T10 CIICIIHATFHOCTH
OK.08 yepeayeT CMEHY JAEATEIbHOCTU; BBIMOJIHAET KOMIUIEKC JieueOHOM

TMMHACTHUKU C yYCTOM HpO(I)CCCHOHaHLHOﬁ ACATCIIBHOCTHU
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OK.09

MOHUMAET OOIIMI CMBICIT YETKO MPONU3HECEHHBIX BHICKA3bIBAHUN Ha
W3BECTHBIE TeMbl (MpodecCHOHANIbHBIE W OBITOBBIC), TTOHHUMAET
TEKCThl Ha 0a30Bble MpO(EecCHOHATBHBIE TEMBI; YYacTBYET B
JMajorax Ha 3HAKOMBIE oOmpe ©u NpodecCHOHAIBHBIC TEMBI;
NUIIET TPOCTbIE CBS3HBIE COOOLICHHA HAa 3HAKOMBIC WM
WHTEPECYIOIINE TPOPECCUOHATILHBIC TEMBI

K 1.1

MPOEKTUPYET KOHLENTyaJbHBIe, JIOTHYeCKHEe U  (pusmueckue
Mozienu 0a3bl JaHHBIX; HOPMaJIU3yeT U ONTUMUBHPYET CTPYKTYPY;
JTOKYMEHTUPYET cxemy, BKitoyast ER-nuarpaMmel, TabmuIs1, mpasa
JIOCTyTIa U POJIH; ornpeaensieT Tpedboanus k b/l u obecrneunBaet ux
peanu3alio B COOTBETCTBUM C MPEIMETHOM 00JacTeio U
MIPUHIIMIIAMUA O€30MaCHOCTH XPAHEHUS JaHHbBIX

IIK 1.2

paspabaThiBacT OOBEKTHI 0a3bl JaHHBIX Ha OCHOBE aHaIM3a
MPEIMETHOM 00JIaCTH; cO37MaeT TaOIHUIIBI, HHIACKCHI, OTPAaHUYCHUS,
MpEeACTABIICHHUS, XPaHUMBbIC MPOLIEYPHI u TPUTTEPHI,
ONTHUMU3UPYET 3aMpPOChl U peaTu3yeT MEXaHU3MbI 00ecreueHus
LIEJIOCTHOCTH, TTPOU3BOAUTEIIBHOCTH U OE30IaCHOCTH JIAHHBIX

IIK 1.3

peanusyet 6a3y naHHbeix B koHkpeTHOM CYB/I; co3maer Tabnuiibl,
KJIFOUM, UHJIEKCHI U CBSI3U; pa3pabaThIBacT XpaHUMBIE TIPOLIETYPHI,
GYHKIIUM W TPUTTEPHI; YIPABIAET JaHHBIMH U ONTHUMH3UPYET
3ampockl ISl 0OECIICUEHHS 1IEIOCTHOCTH U MPOU3BOJIUTEIHLHOCTH;
UCHoNb3yeT persiquoHHble 1 NoSQL TeXHOJIOrMM B 3aBUCUMOCTH
OT 3a7a4

K 1.4

aAMUHUCTpUpPYET Oa3bl JAaHHBIX: YCTAaHABIMBAET M HACTPaWBaeT
CYB/l; ynpaBiseT MOJb30BATENsIMHM, TPAH3aKIUSAMU M IpPaBAMHU
JI0CTYTIA; o0ecrnieunBaeT pe3epBHOE KOIMUPOBAHUE u
BOCCTAaHOBJIEHUE; ONTHUMM3UPYET 3aMPOChl U CTPYKTYPY [IaHHBIX;
MOHUTOPUT TIPOU3BOJAUTEILHOCTh U 0€30MaCHOCTh B PEIISIIMOHHBIX
u NoSQL cucremax

I[IK 1.5

3amuiiaeT uHpopMalMioo B 0aze JaHHBIX: pealn3yeT MEXaHU3MbI
ayTeHTU(UKALlUY, aBTOpPHU3alMM W  pa3rpaHUyYeHHUs]  IpaB;
MpPUMEHSIeT MeTOAbl MHUGPOBaHUSA, ayIAUT W MOHUTOPHHT;
OpraHW3yeT pe3epBHOEC KOMHUPOBAHHE W  BOCCTAaHOBIICHUE;
obOecrieunBaeT 3alIUTy OT aTak © coOmojgaer TpeOoBaHUS
CTaHJApTOB O€30MaCHOCTH, BKIIIOYAst 00JIaUYHbIE CPEJIbI
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