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A>740=8O >1J5:B>2 107K 
40==KE; 
− A8=B0:A8A 8 >A=>2=K5 
?@85<K @01>BK A SQL; 
− <5B>4K >?B8<870F88 
70?@>A>2 8 ?>2KH5=8O 
?@>872>48B5;L=>AB8 107K 
40==KE; 
− >A=>2=K5 ?@8=F8?K 
C?@02;5=8O 40==K<8 8 
>1A;C6820=8O 107K 
40==KE; 
− >A=>2=K5 ?@8=F8?K 
@01>BK NoSQL 107 
40==KE 8 8E <>45;59 
40==KE; 
− ?@58<CI5AB20 8 
=54>AB0B:8 NoSQL 
B5E=>;>389 ?> A@02=5=8N 
A @5;OF8>==K<8 1070<8 
40==KE; 
− <5B>4K >?B8<870F88 
?@>872>48B5;L=>AB8 
NoSQL 107 40==KE; 
>A=>2=K5 ?@8=F8?K 
C?@02;5=8O 40==K<8 8 
>1A;C6820=8O NoSQL 107 
40==KE. 

− A>740=8O B01;8F 107K 
40==KE A >?@545;5=85< 
AB@C:BC@K 8 B8?>2 40==KE 
4;O :064>3> 0B@81CB0;  
− >?@545;5=8O 
?5@28G=KE 8 2=5H=8E 
:;NG59 4;O CAB0=>2;5=8O 
A2O759 <564C B01;8F0<8; 
− A>740=8O 8=45:A>2 4;O 
>?B8<870F88 70?@>A>2 8 
?>2KH5=8O 
?@>872>48B5;L=>AB8; 
− @07@01>B:8 E@0=8<KE 
?@>F54C@, DC=:F89 8 
B@8335@>2 4;O >1@01>B:8 
40==KE 8 ?>445@6:8 
187=5A-;>38:8; 
− 22>40, >1=>2;5=8O 8 
C40;5=8O 40==KE 2 
A>>B25BAB288 A 
B@51>20=8O<8 187=5A-
?@>F5AA>2; 
− >?B8<870F88 70?@>A>2 
4;O ?>2KH5=8O 
?@>872>48B5;L=>AB8 
A8AB5<K; 
− A>740=8O 107 40==KE =0 
>A=>25 NoSQL B5E=>;>389 

− A>740=8O 70?@>A>2 4;O 
@01>BK A 40==K<8 2 
NoSQL 1070E 40==KE; 
>?B8<870F88 
?@>872>48B5;L=>AB8 
NoSQL 107 40==KE, 
8A?>;L7CO 8=45:AK 8 
4@C385 B5E=8:8 

#� 1.4 
�4<8=8AB@8@>20BL 

− CAB0=02;820BL 8 
=0AB@0820BL %'��; 

− 0@E8B5:BC@C %'��; 
− >A=>2=K5 ?@8=F8?K 

− CAB0=>2:8 8 =0AB@>9:8 
%'��; 
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107K 40==KE − A>74020BL 8 
C40;OBL 107K 
40==KE; 
− A>74020BL 
?>;L7>20B5;59 8 
=07=0G0BL ?@020 
4>ABC?0; 
− >?B8<878@>20BL 
70?@>AK : 1075 
40==KE; 
− >15A?5G820BL 
157>?0A=>ABL 107 
40==KE; 
− A>74020BL 8 
=0AB@0820BL 107K 
40==KE 2 
A>>B25BAB288 A 
B@51>20=8O<8 
187=5A0; 
− C?@02;OBL 
B@0=70:F8O<8 8 
:>=B@>;8@>20BL 
F5;>AB=>ABL 40==KE; 
− >15A?5G820BL 
157>?0A=>ABL 8 
C?@02;OBL 4>ABC?>< 
: 40==K<; 
− A>74020BL 8 
2>AAB0=02;820BL 
@575@2=K5 :>?88 
40==KE; 
− @01>B0BL A 
8=45:A0<8 8 
>?B8<878@>20BL 
?@>872>48B5;L=>ABL 
70?@>A>2; 
− =>@<0;87>20BL 
107K 40==KE 8 
?@>5:B8@>20BL 
MDD5:B82=K5 
AB@C:BC@K 40==KE; 
− <>=8B>@8BL 8 
0=0;878@>20BL 
?@>872>48B5;L=>ABL 
107 40==KE; 
@01>B0BL A 
=5@5;OF8>==K<8 
1070<8 40==KE 8 
2K18@0BL =081>;55 
?>4E>4OI89 B8? 
107K 40==KE 4;O 

04<8=8AB@8@>20=8O 107 
40==KE; 
− <5B>4K <>=8B>@8=30 8 
>?B8<870F88 @01>BK 107 
40==KE; 
− ?@8=F8?K @575@2=>3> 
:>?8@>20=8O 8 
2>AAB0=>2;5=8O 107 
40==KE; 
− <5B>4K 70I8BK 107 
40==KE >B 2=5H=8E C3@>7; 
− >A>15==>AB8 @01>BK A 
@07;8G=K<8 %'��; 
− /7K: SQL (Structured 

Query Language); 

− C?@02;5=85 
B@0=70:F8O<8 8 :>=B@>;L 
F5;>AB=>AB8 40==KE; 
− C?@02;5=85 4>ABC?>< 8 
157>?0A=>ABLN 107 
40==KE; 
− @575@2=>5 :>?8@>20=85 
8 2>AAB0=>2;5=85 40==KE; 
− >?B8<870F8N 
?@>872>48B5;L=>AB8 107 
40==KE; 
− @01>BC A 8=45:A0<8 8 
>?B8<870F8O 70?@>A>2; 
− <>=8B>@8=3 8 0=0;87 
?@>872>48B5;L=>AB8; 
− ?@8=F8?K @01>BK A 
@5;OF8>==K<8 1070<8 
40==KE; 
?@8=F8?K @01>BK A 
=5@5;OF8>==K<8 1070<8 
40==KE 

− A>740=8O 8 C40;5=8O 
107 40==KE; 
− 2>AAB0=>2;5=8O 107 
40==KE; 
− @575@2=>3> 
:>?8@>20=8O 107 40==KE; 
− A>740=8O ?>;L7>20B5;59 
8 =07=0G5=8O ?@02 
4>ABC?0; 
− >?B8<870F88 70?@>A>2 
: 1075 40==KE 
<>=8B>@8=30 8 
>1A;C6820=8O NoSQL 107 
40==KE, 2:;NG0O 
@575@2=>5 :>?8@>20=85 8 
2>AAB0=>2;5=85 40==KE. 
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:>=:@5B=>9 7040G8 

#� 1.5 �0I8I0BL 
8=D>@<0F8N 2 1075 
40==KE A 
8A?>;L7>20=85< 
B5E=>;>388 70I8BK 
8=D>@<0F88 

− @07@010BK20BL 8 
2=54@OBL A8AB5<K 
70I8BK 107 40==KE 
>B 
=5A0=:F8>=8@>20==>
3> 4>ABC?0; 
− @07@010BK20BL 8 
2=54@OBL A8AB5<K 
@575@2=>3> 
:>?8@>20=8O 8 
2>AAB0=>2;5=8O 107 
40==KE; 
− ?@>2>48BL 0C48B 
157>?0A=>AB8 107 
40==KE; 
− CAB0=02;820BL 8 
=0AB@0820BL 
<5E0=87<K 
0CB5=B8D8:0F88 8 
02B>@870F88 
?>;L7>20B5;59; 
− A>74020BL 8 
C?@02;OBL @>;O<8 8 
?@020<8 4>ABC?0 : 
40==K<; 
− H8D@>20BL 
40==K5 8 
>15A?5G820BL 8E 
:>=D845=F80;L=>ABL
; 

− :>=B@>;8@>20BL 
F5;>AB=>ABL 40==KE 
8 >1=0@C6820BL 
87<5=5=8O; 
− 8A?>;L7>20BL 
<5E0=87<K 0C48B0 
4;O >BA;56820=8O 
4>ABC?0 : 40==K<; 
− 8A?>;L7>20BL 
<5E0=87<K 
<>=8B>@8=30 4;O 
>1=0@C65=8O C3@>7 
157>?0A=>AB8; 
− A>74020BL 8 
C?@02;OBL 
70I8I5==K<8 
A>548=5=8O<8 A 
107>9 40==KE; 
− 8A?>;L7>20BL 
<5E0=87<K 70I8BK 

− <5B>4K 70I8BK 107 
40==KE >B 
=5A0=:F8>=8@>20==>3> 
4>ABC?0; 
− <5B>4K A>740=8O 8 
2>AAB0=>2;5=8O @575@2=KE 
:>?89 107 40==KE; 
− >A>15==>AB8 @01>BK A 
@07;8G=K<8 B8?0<8 
%'��; 
− <5B>4K ?@>2545=8O 
0C48B0 157>?0A=>AB8 107 
40==KE; 
− ?@8=F8?K 
:@8?B>3@0D88 8 <5B>4>2 
H8D@>20=8O 40==KE; 
− AB0=40@BK 8 ?@>B>:>;K 
157>?0A=>AB8, B0:8E :0: 
SSL/TLS, SSH, Kerberos 8 
4@.; 
− <5B>4K 
0CB5=B8D8:0F88 8 
02B>@870F88 
?>;L7>20B5;59, 2:;NG0O 
8A?>;L7>20=85 ?0@>;59, 
A5@B8D8:0B>2 8 
18><5B@8G5A:8E 40==KE; 
− <5B>4K :>=B@>;O 
4>ABC?0, 2:;NG0O 
A>740=85 @>;59 8 3@C?? 

?>;L7>20B5;59, 
C?@02;5=85 ?@020<8 
4>ABC?0 8 0C48B 4>ABC?0 : 
40==K<; 
− <5B>4K >1=0@C65=8O 8 
?@54>B2@0I5=8O 0B0:, 
2:;NG0O 70I8BC >B SQL-

8=J5:F89, DoS/DDoS-0B0: 
8 4@C38E C3@>7 
157>?0A=>AB8; 
− <5B>4K <>=8B>@8=30 8 
0=0;870 6C@=0;>2 
A>1KB89 4;O >1=0@C65=8O 
C3@>7 157>?0A=>AB8 8 
0=0;870 
?@>872>48B5;L=>AB8 107K 
40==KE; 
− <5B>4K A>740=8O 8 
C?@02;5=8O 70I8I5==K<8 
A>548=5=8O<8 A 107>9 

− 8A?>;L7>20=8O 
AB0=40@B=KE <5B>4>2 
70I8BK >1J5:B>2 107K 
40==KE; 
− @07@01>B:8 8 2=54@5=8O 
A8AB5< 70I8BK 107 
40==KE >B 
=5A0=:F8>=8@>20==>3> 
4>ABC?0; 
− @07@01>B:8 8 2=54@5=8O 
A8AB5< @575@2=>3> 
:>?8@>20=8O 8 
2>AAB0=>2;5=8O 107 
40==KE; 
0C48B0 157>?0A=>AB8 107 
40==KE 
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>B SQL-8=J5:F89 8 
4@C38E 284>2 0B0:; 
− A>74020BL 8 
C?@02;OBL 1M:0?0<8 
8 @575@2=K<8 
:>?8O<8 40==KE; 
>15A?5G820BL 
157>?0A=>ABL 107K 
40==KE ?@8 
8A?>;L7>20=88 
>1;0G=KE A5@28A>2 

40==KE, 2:;NG0O VPN-

BC==5;8 8 SSL-

H8D@>20=85; 
− <5B>4K A>740=8O 8 
C?@02;5=8O 1M:0?0<8 8 
@575@2=K<8 :>?8O<8 
40==KE, 2:;NG0O 
8A?>;L7>20=85 
8=:@5<5=B0;L=KE 8 
48DD5@5=F80;L=KE 
1M:0?>2; 
− <5B>4K >15A?5G5=8O 
157>?0A=>AB8 107K 40==KE 
?@8 8A?>;L7>20=88 
>1;0G=KE A5@28A>2, 
2:;NG0O 70I8BC >B CB5G:8 
40==KE 8 C?@02;5=85 
4>ABC?>< : >1;0G=K< 
@5AC@A0<; 
70:>=>40B5;LAB2> 8 
AB0=40@BK 157>?0A=>AB8, 
B0:85 :0: GDPR, HIPAA, 

PCI DSS 8 4@. 
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� @57C;LB0B5 87CG5=8O ?@>D5AA8>=0;L=>3> <>4C;O ABC45=B 4>;65= >A2>8BL >A=>2=>9 284 

45OB5;L=>AB8 # .01 $4;D45BF>4, 48@<A<EFD<DB64A<9 < ;4M<F4 54; 84AAOI 8 A>>B25BAB2CNI85 5<C 
?@>D5AA8>=0;L=K5 :><?5B5=F88, 8 >1I85 :><?5B5=F88: 

#5@5G5=L >1I8E :><?5B5=F89: 
"� 1 �K18@0BL A?>A>1K @5H5=8O 7040G ?@>D5AA8>=0;L=>9 45OB5;L=>AB8 ?@8<5=8B5;L=> : 

@07;8G=K< :>=B5:AB0< 

"� 2 �A?>;L7>20BL A>2@5<5==K5 A@54AB20 ?>8A:0, 0=0;870 8 8=B5@?@5B0F88 8=D>@<0F88, 8 
8=D>@<0F8>==K5 B5E=>;>388 4;O 2K?>;=5=8O 7040G ?@>D5AA8>=0;L=>9 45OB5;L=>AB8 

"� 3 #;0=8@>20BL 8 @50;87>2K20BL A>1AB25==>5 ?@>D5AA8>=0;L=>5 8 ;8G=>AB=>5 @0728B85, 
?@54?@8=8<0B5;LA:CN 45OB5;L=>ABL 2 ?@>D5AA8>=0;L=>9 AD5@5, 8A?>;L7>20BL 7=0=8O ?> 
?@02>2>9 8 D8=0=A>2>9 3@0<>B=>AB8 2 @07;8G=KE 687=5==KE A8BC0F8OE 

"� 4 1DD5:B82=> 2708<>459AB2>20BL 8 @01>B0BL 2 :>;;5:B825 8 :><0=45 
"� 5 "ACI5AB2;OBL CAB=CN 8 ?8AL<5==CN :><<C=8:0F8N =0 3>AC40@AB25==>< O7K:5 

$>AA89A:>9 (545@0F88 A CG5B>< >A>15==>AB59 A>F80;L=>3> 8 :C;LBC@=>3> :>=B5:AB0 
"� 6 #@>O2;OBL 3@0640=A:>-?0B@8>B8G5A:CN ?>78F8N, 45<>=AB@8@>20BL >A>7=0==>5 

?>2545=85 =0 >A=>25 B@048F8>==KE @>AA89A:8E 4CE>2=>-=@02AB25==KE F5==>AB59, 2 B>< 
G8A;5 A CG5B>< 30@<>=870F88 <56=0F8>=0;L=KE 8 <56@5;838>7=KE >B=>H5=89, 
?@8<5=OBL AB0=40@BK 0=B8:>@@C?F8>==>3> ?>2545=8O 

"� 7 %>459AB2>20BL A>E@0=5=8N >:@C60NI59 A@54K, @5AC@A>A15@565=8N, ?@8<5=OBL 7=0=8O 
>1 87<5=5=88 :;8<0B0, ?@8=F8?K 15@56;82>3> ?@>872>4AB20, MDD5:B82=> 459AB2>20BL 2 
G@572KG09=KE A8BC0F8OE 

"� 8 �A?>;L7>20BL A@54AB20 D878G5A:>9 :C;LBC@K 4;O A>E@0=5=8O 8 C:@5?;5=8O 74>@>2LO 2 
?@>F5AA5 ?@>D5AA8>=0;L=>9 45OB5;L=>AB8 8 ?>445@60=8O =5>1E>48<>3> C@>2=O 
D878G5A:>9 ?>43>B>2;5==>AB8 

"� 9 #>;L7>20BLAO ?@>D5AA8>=0;L=>9 4>:C<5=B0F859 =0 3>AC40@AB25==>< 8 8=>AB@0==>< 
O7K:0E 

 

#5@5G5=L ?@>D5AA8>=0;L=KE :><?5B5=F89: 
#� 1.1 #@>5:B8@>20BL 107K 40==KE 

#� 1.2 $07@010BK20BL >1J5:BK 107 40==KE 2 A>>B25BAB288 A @57C;LB0B0<8 0=0;870 ?@54<5B=>9 
>1;0AB8 

#� 1.3 $50;87>2K20BL 107C 40==KE 2 :>=:@5B=>9 A8AB5<5 C?@02;5=8O 1070<8 40==KE 

#� 1.4 �4<8=8AB@8@>20BL 107K 40==KE 
#� 1.5 �0I8I0BL 8=D>@<0F8N 2 1075 40==KE A 8A?>;L7>20=85< B5E=>;>388 70I8BK 

8=D>@<0F88 

 

1.3. $9>B@9A8G9@B9 >B?<K9EF6B K4EB6 A4 BE6B9A<9 D45BK9= CDB7D4@@O 

CDBH9EE<BA4?PAB7B @B8G?S: 
�A53> 3 528 G0A>2, 2 B>< G8A;5:  
=0 >A2>5=85  ��- 294; 

=0 ?@0:B8:8: CG51=CN 3 72; 

?@>872>4AB25==CN 3 144. 
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1.4. #9D9K9AP GK95AB-@9FB8<K9E>B7B B59EC9K9A<S 8?S E4@BEFBSF9?PAB= D45BFO 

B5GK4RM<IES CB 8<EJ<C?<A9: 
�84K, ?5@5G5=L 8 A>45@60=85 2=50C48B>@=>9 A0<>AB>OB5;L=>9 @01>BK CAB0=>2;5=K 

?@5?>4020B5;5< A0<>AB>OB5;L=> A CG5B>< <=5=8O ABC45=B>2. 
"1J5< 2@5<5=8, 70?;0=8@>20==K9 =0 :064K9 87 284>2 2=50C48B>@=>9      A0<>AB>OB5;L=>9 @01>BK 

A>>B25BAB2C5B 55 B@C4>5<:>AB8. 
�;O 2K?>;=5=8O ABC45=B0<8 70?;0=8@>20==KE 284>2 2=50C48B>@=>9     A0<>AB>OB5;L=>9 @01>BK 

8<55BAO A;54CNI55 CG51=>-<5B>48G5A:>5 >15A?5G5=85: 
1.  5B>48G5A:85 C:070=8O ?> 2K?>;=5=8N ABC45=B0<8 A0<>AB>OB5;L=>9 @01>BK. 
2.  5B>48G5A:85 C:070=8O ?> 2K?>;=5=8N ABC45=B0<8 ?@0:B8G5A:8E 8 ;01>@0B>@=KE 

@01>B. 
3.  5B>48G5A:85 C:070=8O ?> 2K?>;=5=8N ABC45=B0<8 :C@A>2>3> ?@>5:B0. 

 

1.5.#9D9K9AP <ECB?P;G9@OI @9FB8B6 B5GK9A<S: 
1.5.1 #0AA82=K5: ;5:F88, GB5=85, >?@>AK 8 B.4. 
1.5.2 �:B82=K5 8 8=B5@0:B82=K5: <>73>2>9 HBC@<, M2@8AB8G5A:85 15A54K, 48A:CAA88, 

:@C3;K5 AB>;K, :59A 3 <5B>4, :>=:C@AK A0<>AB>OB5;L=KE 8 ?@0:B8G5A:8E @01>B, 45;>2K5 83@K 8 4@. 
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2. $��'�0&�&/ "%�"�!�3 #$"(�%%�"!��0!"�"  "�'�3 

 

$57C;LB0B>< >A2>5=8O ?@>3@0<<K ?@>D5AA8>=0;L=>3> <>4C;O O2;O5BAO >2;045=85 
>1CG0NI8<8AO 284>< ?@>D5AA8>=0;L=>9 45OB5;L=>AB8, 2 B>< G8A;5 ?@>D5AA8>=0;L=K<8 (#�) 8 

>1I8<8 ("�) :><?5B5=F8O<8: 
�B8 !4<@9AB64A<9 D9;G?PF4F4 B5GK9A<S 

"� 1 �K18@0BL A?>A>1K @5H5=8O 7040G ?@>D5AA8>=0;L=>9 45OB5;L=>AB8 ?@8<5=8B5;L=> : 
@07;8G=K< :>=B5:AB0< 

"� 2 �A?>;L7>20BL A>2@5<5==K5 A@54AB20 ?>8A:0, 0=0;870 8 8=B5@?@5B0F88 8=D>@<0F88, 8 
8=D>@<0F8>==K5 B5E=>;>388 4;O 2K?>;=5=8O 7040G ?@>D5AA8>=0;L=>9 45OB5;L=>AB8 

"� 3 #;0=8@>20BL 8 @50;87>2K20BL A>1AB25==>5 ?@>D5AA8>=0;L=>5 8 ;8G=>AB=>5 @0728B85, 
?@54?@8=8<0B5;LA:CN 45OB5;L=>ABL 2 ?@>D5AA8>=0;L=>9 AD5@5, 8A?>;L7>20BL 7=0=8O ?> 
?@02>2>9 8 D8=0=A>2>9 3@0<>B=>AB8 2 @07;8G=KE 687=5==KE A8BC0F8OE 

"� 4 1DD5:B82=> 2708<>459AB2>20BL 8 @01>B0BL 2 :>;;5:B825 8 :><0=45 
"� 5 "ACI5AB2;OBL CAB=CN 8 ?8AL<5==CN :><<C=8:0F8N =0 3>AC40@AB25==>< O7K:5 

$>AA89A:>9 (545@0F88 A CG5B>< >A>15==>AB59 A>F80;L=>3> 8 :C;LBC@=>3> :>=B5:AB0 
"� 6 #@>O2;OBL 3@0640=A:>-?0B@8>B8G5A:CN ?>78F8N, 45<>=AB@8@>20BL >A>7=0==>5 

?>2545=85 =0 >A=>25 B@048F8>==KE @>AA89A:8E 4CE>2=>-=@02AB25==KE F5==>AB59, 2 B>< 
G8A;5 A CG5B>< 30@<>=870F88 <56=0F8>=0;L=KE 8 <56@5;838>7=KE >B=>H5=89, 
?@8<5=OBL AB0=40@BK 0=B8:>@@C?F8>==>3> ?>2545=8O 

"� 7 %>459AB2>20BL A>E@0=5=8N >:@C60NI59 A@54K, @5AC@A>A15@565=8N, ?@8<5=OBL 7=0=8O 
>1 87<5=5=88 :;8<0B0, ?@8=F8?K 15@56;82>3> ?@>872>4AB20, MDD5:B82=> 459AB2>20BL 2 
G@572KG09=KE A8BC0F8OE 

"� 8 �A?>;L7>20BL A@54AB20 D878G5A:>9 :C;LBC@K 4;O A>E@0=5=8O 8 C:@5?;5=8O 74>@>2LO 2 
?@>F5AA5 ?@>D5AA8>=0;L=>9 45OB5;L=>AB8 8 ?>445@60=8O =5>1E>48<>3> C@>2=O 
D878G5A:>9 ?>43>B>2;5==>AB8 

"� 9 #>;L7>20BLAO ?@>D5AA8>=0;L=>9 4>:C<5=B0F859 =0 3>AC40@AB25==>< 8 8=>AB@0==>< 
O7K:0E 

#� 1.1 #@>5:B8@>20BL 107K 40==KE 
#� 1.2 $07@010BK20BL >1J5:BK 107 40==KE 2 A>>B25BAB288 A @57C;LB0B0<8 0=0;870 ?@54<5B=>9 

>1;0AB8 

#� 1.3 $50;87>2K20BL 107C 40==KE 2 :>=:@5B=>9 A8AB5<5 C?@02;5=8O 1070<8 40==KE 
#� 1.4 �4<8=8AB@8@>20BL 107K 40==KE 
#� 1.5 �0I8I0BL 8=D>@<0F8N 2 1075 40==KE A 8A?>;L7>20=85< B5E=>;>388 70I8BK 

8=D>@<0F88 



 

3. %&$'�&'$� � %"��$��!�� #$"(�%%�"!��0!"�"  "�'�3 

3.1. %B@C:BC@0 ?@>D5AA8>=0;L=>3> <>4C;O 

�>4K 

?@>D5AA8> 
=0;L=KE 
>1I8E 
:><?5B5=F 
89 

 

!08<5=>20=8O 
@0745;>2 

?@>D5AA8>=0;L= >3> 
<>4C;O 

 

%C<<0@=K9 
>1J5< 

=03@C7:8, G0A. 

"1J5< ?@>D5AA8>=0;L=>3> <>4C;O, G0A. 

 

%0<>AB 
>OB5;L= 0O 
@01>B0 

 

#@><56 

CB>G=0O 
0BB5AB0 
F8O 

�5Cч9=89 ?> МДК �@4>B8>8 

 

�A53> 

�01>@0B>@ 
=KE 8 

?@0:B8G5A: 8E 
70=OB89 

�C@A>2 KE 
@01>B 
(?@>5:B 
>2) 

 

'G51=0O 

 

#@>872>4AB25=
=0O 

 

�>=AC;LB0
F88 

"�.01 3 
"�.09; 
#� 1.1 3 
#� 1.5 

$0745; 1. 
#@>5:B8@>20=85 8 
@07@01>B:0 107 40==KE 

174 136 48 20 - - - 26 12 

$0745; 2. '?@02;5=85 
1070<8 40==KE 120 84 48 - - - - 24 12 

 'G51=0O ?@0:B8:0 72 72 - - 72 - - - - 

 #@>872>4AB25==0O 
?@0:B8:0 (?> ?@>D8;N 
A?5F80;L=>AB8), G0A>2 

144 144 - - - 144 - - - 

 1:70<5= 
:20;8D8:0F8>==K9 18 

- - - - - - - 
- 

 �E97B: 528 444 96 20 72 144 - 50 24 
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3.2.  &5<0B8G5A:89 ?;0= 8 A>45@60=85 ?@>D5AA8>=0;L=>3> <>4C;O (# ) 

!4<@9AB64A<9 D4;89?B6 <  

F9@ CDBH9EE<BA4?PAB7B 
@B8G?S (# ), 

@9:8<EJ<C?<A4DAOI >GDEB6 
( ��) 

%B89D:4A<9 GK95AB7B @4F9D<4?4, 
?45BD4FBDAO9 D45BFO < CD4>F<K9E><9 ;4ASF<S, 6A94G8<FBDA4S 

(E4@BEFBSF9?PA4S) GK95A4S D45BF4 B5GK4RM<IES, >GDEB64S D45BF4 
(CDB9>F) (9E?< CD98GE@BFD9AO) 

"5N9@ K4EB6 

�B8O 

>B@C9F9AJ<=, 
HBD@<DB64A<R 

>BFBDOI 
ECBEB5EF6G9F 
Q?9@9AF 
CDB7D4@@O 

$4;89? 1.  #DB9>F<DB64A<9 < D4;D45BF>4 54; 84AAOI 174  

 ��.01.01 #DB9>F<DB64A<9 < D4;D45BF>4 54; 84AAOI 142/68/48/26  

&9@4 1.1. 

3;O> EFDG>FGD<DB64AAOI 
;4CDBEB6 

%B89D:4A<9 70/30/30/10  

30 

"1I89 ?>4E>4 : >@30=870F88 ?@54AB02;5=89, B01;8F, 8=45:A>2 8 :;0AB5@>2. 
�=45:AK 8 >?B8<870F8O 70?@>A>2. #>=OB85 8=45:A>2. !07=0G5=85 8=45:A>2.  
%>740=85 8=45:A>2. "?B8<870F8O 70?@>A>2. �=0;87 ?@>872>48B5;L=>AB8 
70?@>A>2. �A?>;L7>20=85 EXPLAIN 4;O 0=0;870 2K?>;=5=8O 70?@>A0. 

 

#>=OB85 E@0=8<>9 ?@>F54C@K. %>740=85 8 A8=B0:A8A E@0=8<KE ?@>F54C@. 
"A=>2=K5 :>=AB@C:F88 E@0=8<>9 ?@>F54C@K: CA;>2=K5 :>=AB@C:F88 8 F8:;K. 
�K7>2 E@0=8<KE ?@>F54C@. '?@02;5=85 E@0=8<K<8 ?@>F54C@0<8. �C@A>@=K5 
>?5@0F88 2 E@0=8<KE ?@>F54C@0E. "1@01>B:0 >H81>: 2=CB@8 E@0=8<KE 
?@>F54C@. �5=5@0F8O 8A:;NG5=89 8 A>>1I5=89 >1 >H81:0E. �0I8B0 >B SQL-

8=J5:F89 A ?><>ILN E@0=8<KE ?@>F54C@. �A?>;L7>20=85 ?0@0<5B@87>20==KE 
70?@>A>2. 

 

#>=OB85 B@8335@0. %8=B0:A8A A>740=8O B@8335@>2. ':070=85 A>1KB89, 
2K7K20NI8E A@010BK20=85 B@8335@>2: 2AB02:0, >1=>2;5=85, C40;5=85.  5E0=87< 
A@010BK20=8O B@8335@0. �>ABC? : 87<5=5==K< 40==K<. '?@02;5=85 B@8335@0<8. 
"1@01>B:0 >H81>: 2=CB@8 B@8335@0. �5=5@0F8O 8A:;NG5=89 8 A>>1I5=89 >1 
>H81:0E. 

 

&@0=70:F88 8 1;>:8@>2:0. #>=OB85 B@0=70:F88 8 ACID-?@8=F8?K. �><0=4K 
C?@02;5=8O B@0=70:F8O<8. �;>:8@>2:8 8 C@>2=8 87>;OF88 B@0=70:F89. 
#@>1;5<K, A2O70==K5 A ?0@0;;5;87<><. '?@02;5=85 B@0=70:F8O<8 8 :>=B@>;L 
F5;>AB=>AB8 40==KE. "B;04:0 8 <>=8B>@8=3 B@0=70:F89 8 1;>:8@>2>:. 
�=AB@C<5=BK 4;O >BA;56820=8O A>AB>O=8O B@0=70:F89. �=0;87 1;>:8@>2>: 8 
CAB@0=5=85 BC?8:>2. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<=   
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#D4>F<K9E>4S D45BF4. %>740=85 8 8A?>;L7>20=85 8=45:A>2 4;O CA:>@5=8O 
?>8A:0. '40;5=85 8 ?5@5A>740=85 8=45:A>2. "?B8<870F8O 70?@>A>2 A 
8A?>;L7>20=85< EXPLAIN. #@8<5=5=85 8=45:A>2 2 A;>6=KE 70?@>A0E. 
�A?>;L7>20=85 G0AB8G=KE 8=45:A>2 8 8=45:A>2 ?> 2K@065=8O<. $01>B0 A 
A>AB02=K<8 8=45:A0<8.   
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#D4>F<K9E>4S D45BF4. $07@01>B:0 =5>1E>48<KE 4;O @07;8G=KE 3@C?? 
?>;L7>20B5;59 ?@54AB02;5=8O 

 

#D4>F<K9E>4S D45BF4. �=0;87 ;>3>2 >H81>: 8 <54;5==KE 70?@>A>2. 
"?B8<870F8O 70?@>A>2. #>AB@>5=85 8 0=0;87 ?;0=0 2K?>;=5=8O 70?@>A>2. 
"?B8<870F8O AB@C:BC@K B01;8F 8 8=45:A>2. #@>D8;8@>20=85 70?@>A>2. 
 >=8B>@8=3 8 0=0;87 ?@>872>48B5;L=>AB8 70?@>A>2 

 

#D4>F<K9E>4S D45BF4. %>740=85 8 8A?>;L7>20=85 ?@>ABKE ?>;L7>20B5;LA:8E 
DC=:F89. %>740=85 ?>;L7>20B5;LA:8E DC=:F89 4;O @01>BK A B5:AB>2K<8 
40==K<8 8 40B0<8. �;>65==K5 ?>;L7>20B5;LA:85 DC=:F88. "1@01>B:0 >H81>: 2 
?>;L7>20B5;LA:8E DC=:F8OE. �A?>;L7>20=85 ?>;L7>20B5;LA:8E DC=:F89 2 
70?@>A0E. %>740=85 ?>;L7>20B5;LA:8E DC=:F89 4;O @01>BK A JSON-40==K<8. 

 

#D4>F<K9E>4S D45BF4. %>740=85 ?@>AB>9 E@0=8<>9 ?@>F54C@K 4;O 2AB02:8 
40==KE. %>740=85 E@0=8<>9 ?@>F54C@K 4;O >1=>2;5=8O >?@545;5==>3> ?>;O 2 
B01;8F5 =0 >A=>20=88 =5:>B>@>3> :@8B5@8O. %>740=85 E@0=8<>9 ?@>F54C@K, 
?@8=8<0NICN ?0@0<5B@K 4;O D8;LB@0F88 40==KE 8 2>72@0I0NICN @57C;LB0B 2 
2845 =01>@0 AB@>:. %>740=85 E@0=8<>9 ?@>F54C@K A 8A?>;L7>20=85< :C@A>@0 4;O 
?>A;54>20B5;L=>9 >1@01>B:8 70?8A59. %>740=85 E@0=8<>9 ?@>F54C@K A> 
2AB@>5==>9 >1@01>B:>9 >H81>:. %>740=85 A;>6=>9 E@0=8<>9 ?@>F54C@K A 
=5A:>;L:8<8 ?0@0<5B@0<8, 2K?>;=ONICN =5A:>;L:> >?5@0F89 =04 40==K<8. 
"?B8<870F8O E@0=8<KE ?@>F54C@. 

 

#D4>F<K9E>4S D45BF4. %>740=85 ?@>AB>3> B@8335@0 4;O 0C48B0 87<5=5=89. 
#@>25@:0 :>@@5:B=>AB8 40==KE A ?><>ILN B@8335@>2. �2B><0B8G5A:>5 
70?>;=5=85 ?>;59 A ?><>ILN B@8335@0. %>740=85 B@8335@0, 70?@5I0NI89 
C40;5=85 70?8A59 87 B01;8FK, 5A;8 >=8 A2O70=K A 4@C38<8 B01;8F0<8. %>740=85 
B@8335@0, :>B>@K9 @50;87C5B :0A:04=>5 >1=>2;5=85 A2O70==>9 8=D>@<0F88. 
%>740=85 B@8335@0 A> A;>6=>9 ;>38:>9, 2:;NG0NI59 >1@01>B:C >H81>:. 
"?B8<870F8O B@8335@0 A 8A?>;L7>20=85< 2@5<5==KE B01;8F. 

 

#D4>F<K9E>4S D45BF4. '?@02;5=85 B@0=70:F8O<8. !0AB@>9:0 C@>2=59 87>;OF88 
B@0=70:F89. �=0;87 8 @5H5=85 ?@>1;5<K 3@O7=>3> GB5=8O. !5?>2B>@O5<>5 
GB5=85 8 D0=B><=>5 GB5=85: 4803=>AB8:0 8 8A?@02;5=85. �2B><0B8G5A:>5 8 
@CG=>5 C?@02;5=85 1;>:8@>2:0<8 2 SQL. 
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%4@BEFBSF9?PA4S D45BF4 �K?>;=5=85 8=48284C0;L=>3> 7040=8O 10  

&9@4 1.2.  
NoSQL 54;O 84AAOI 

%B89D:4A<9 72/38/18/16  

38 

 

 

 

 

 

"A=>2=K5 ?>=OB8O 8 8AB>@8O @0728B8O NoSQL B5E=>;>389.  #@58<CI5AB20 8 
=54>AB0B:8 NoSQL B5E=>;>389 ?> A@02=5=8N A @5;OF8>==K<8 1070<8 40==KE. 
&8?K NoSQL 107 40==KE. 
�;NG-7=0G5=85 107K 40==KE. "A=>2=K5 ?@8=F8?K @01>BK :;NG-7=0G5=85 107 
40==KE. #@8<5@ 8A?>;L7>20=8O Redis: CAB0=>2:0, >A=>2=K5 :><0=4K, B8?K 
40==KE. #@8<5=5=85 8 AF5=0@88 8A?>;L7>20=8O :;NG-7=0G5=85 107 40==KE.  

 

 

�>:C<5=B>->@85=B8@>20==K5 107K 40==KE. #>?C;O@=K5 A8AB5<K: MongoDB, 
Couchbase, Firebase. %B@C:BC@0 4>:C<5=B>2 8 AE5<K 40==KE. �0?@>AK 8 
8=45:A0F8O 2 document-oriented 1070E.  $50;L=K5 ?@8<5@K 8A?>;L7>20=8O. 

 

�>;>=>G=K5 107K 40==KE. �@E8B5:BC@0 :>;>=>G=KE 107 40==KE.  "1;0AB8 
?@8<5=5=8O. �>=F5?F88 :>;>=>: >@85=B8@>20==>3> ?>4E>40. %8AB5<K B8?0 
Cassandra, HBase.  

 

�@0D>2K5 107K 40==KE. "A=>2=K5 ?>=OB8O 3@0D>2: C7;K, @51@0, A2>9AB20. 
#@8<5@K 70?@>A>2 : 3@0D0<: O7K: 70?@>A>2 Cypher. %F5=0@88 8A?>;L7>20=8O 
3@0D>2KE 107 40==KE. 

 

#@>5:B8@>20=85 AE5< 40==KE 2 NoSQL. CAP-B5>@5<0 8 5ё 7=0G5=85. #>4E>4K : 
45=>@<0;870F88 40==KE. #0BB5@=K ?@>5:B8@>20=8O 4;O @07=KE B8?>2 NoSQL 107 
40==KE. '?@02;5=85 :>=A8AB5=B=>ABLN 8 4>ABC?=>ABLN 40==KE. 

 

 5B>4K >?B8<870F88 ?@>872>48B5;L=>AB8 NoSQL A8AB5< C?@02;5=8O 1070<8 
40==KE. "A=>2=K5 ?@8=F8?K C?@02;5=8O 40==K<8 8 >1A;C6820=8O NoSQL 
A8AB5< C?@02;5=8O 1070<8 40==KE 

 

"A=>2=K5 ?>=OB8O 8 8AB>@8O @0728B8O NoSQL B5E=>;>389.  #@58<CI5AB20 8 
=54>AB0B:8 NoSQL B5E=>;>389 ?> A@02=5=8N A @5;OF8>==K<8 1070<8 40==KE. 
&8?K NoSQL 107 40==KE. 
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#D4>F<K9E>4S D45BF4.  $01>B0 A @07;8G=K<8 B8?0<8 NoSQL A8AB5< C?@02;5=8O 
1070<8 40==KE 

 

#D4>F<K9E>4S D45BF4. %>740=8O 70?@>A>2 4;O @01>BK A 40==K<8 2 NoSQL 1070E 
40==KE 

 

#D4>F<K9E>4S D45BF4. "?B8<870F88 ?@>872>48B5;L=>AB8 NoSQL A8AB5< 
C?@02;5=8O 107 40==KE, 8A?>;L7CO 8=45:AK 8 4@C385 B5E=8:8 

 

#D4>F<K9E>4S D45BF4. !0AB@>9:0 8 C?@02;5=85 NoSQL A8AB5<0<8 C?@02;5=8O  
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1070<8 40==KE 
  

  

%4@BEFBSF9?PA4S D45BF4 �K?>;=5=85 8=48284C0;L=>3> 7040=8O 16  

�GDEB6B= CDB9>F (D45BF4)  20  

#DB@9:GFBKA4S 4FF9EF4J<S 6 HBD@9 Q>;4@9A4 12 

 

 

 

$4;89? 2. 'CD46?9A<9 54;4@< 84AAOI 120  

 ��.01.02 'CD46?9A<9 54;4@< 84AAOI 108/36/48/24  

&9@4 2.1. 
'EF4AB6>4 < A4EFDB=>4 

E9D69D4 E<EF9@O GCD46?9A<S 
54;4@< 84AAOI 

%B89D:4A<9 23/8/10/5  

8 

"A=>2=K5 :><?>=5=BK 0@E8B5:BC@K A8AB5<0< C?@02;5=8O 1070<8 40==KE. 
 5B>4K :>=D83C@8@>20=8O, >A=>2K ?0@0<5B@K :>=D83C@0F88 A5@25@0. 
"A>15==>AB8 @01>BK A @07;8G=K<8 A8AB5<0<8 C?@02;5=8O 1070<8 40==KE.  
 5B>4K 2K?>;=5=8O A:@8?B>2 8=8F80;870F88, A>740=85 A:@8?B>2 4;O 
8=8F80;870F88.  5B>4K 2=54@5=8O 10;0=A8@>2:8 =03@C7:8 =0 A5@25@. 

 

� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
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#D4>F<K9E>4S D45BF4. �K1>@ >?B8<0;L=>9 :>=D83C@0F88 A5@25@0 ?>4 
>?@545;5==K5 0??0@0B=K5 ?;0BD>@<K. 'AB0=>2:0 8 =0AB@>9:0 A8AB5< 
C?@02;5=8O 1070<8 40==KE. �>=D83C@8@>20=85 A5@25@0 2 A>>B25BAB288 A 
B5E=8G5A:8< 7040=85<. 

 

#D4>F<K9E>4S D45BF4. #@8<5=5=85 A:@8?B>2 4;O 8=8F80;870F88 107 40==KE, 
A>740=8O >1J5:B>2 2=CB@8 107K 40==KE.  

 

#D4>F<K9E>4S D45BF4. %>740=85 8 =0AB@>9:0 10;0=A8@>2:8 ?>4:;NG5=89 =0 
A5@25@   

 

%4@BEFBSF9?PA4S D45BF4 �K?>;=5=85 8=48284C0;L=>3> 7040=8O 5  

&9@4 2.2. 
'CD46?9A<9 8BEFGCB@ > 

54;4@ 84AAOI 

%B89D:4A<9 29/8/16/5  

8 

$>;8, ?@54CAB0=>2;5==K5 @>;8 8 ?@828;5388. #>445@68205<K5 <5B>4K 
0CB5=B8D8:0F88, =0AB@>9:0 0CB5=B8D8:0F88. #@020 4>ABC?0 : @07;8G=K< 
>1J5:B0< 107K 40==KE, <0A:8@>20=85 40==KE. 

 

#@>A<>B@ 0:B82=KE A>548=5=89, <5B>4K 6C@=0;8@>20=8O A>1KB89 ?>4:;NG5=8O.  



19 

 

�C@=0;8@>20=85 DML >?5@0B>@>2 8 <0AA>2KE >?5@0F89 =04 40==K<8. 
� FB@ K<E?9 CD4>F<K9E><I ;4ASF<= < ?45BD4FBDAOI ;4ASF<= 
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#D4>F<K9E>4S D45BF4. %>740=85 ?>;L7>20B5;59 8 =07=0G5=85 @>;59. '?@02;5=85 
?@020<8 4>ABC?0 ?>;L7>20B5;59 =0 C@>2=5 A5@25@0, 107 40==KE 8 40==KE. 

 

#D4>F<K9E>4S D45BF4.  %>740=85 A;>6=>9 AB@C:BC@K @>;59. �A?>;L7>20=85 
<5B>4>2 H8D@>20=8O ?0@>;59. !0AB@>9:0 0CB5=B8D8:0F88 :;85=BA:>3> 
?@8;>65=8O. #@8<5=OBL ?@54>?@545;5==K5 @>;8. 

 

#D4>F<K9E>4S D45BF4.   >=8B>@8=3 8 @538AB@0F8O 459AB289 ?>;L7>20B5;59 2 
A8AB5<5 4;O 0=0;870 8 2KO2;5=8O =0@CH5=89 157>?0A=>AB8. 

 

#D4>F<K9E>4S D45BF4. �0I8B0 =0 C@>2=5 AB@>: (RLS).  0A:8@>2:0 A5=A8B82=KE 
40==KE 

 

#D4>F<K9E>4S D45BF4. #@8<5=5=85 B@8335@>2 2 :0G5AB25 4>?>;=8B5;L=>3> 
8=AB@C<5=B0 4;O C?@02;5=8O ?@020<8 4>ABC?0. 

 

#D4>F<K9E>4S D45BF4. �>:C<5=B8@>20=85 ?@02 4>ABC?0 8 157>?0A=>ABL 107K 
40==KE, 2:;NG0O CG5B=K5 70?8A8 ?>;L7>20B5;59 8 8E @>;8. 

 

#D4>F<K9E>4S D45BF4. %>740=85 ?>;L7>20B5;59 8 =07=0G5=85 @>;59. '?@02;5=85 
?@020<8 4>ABC?0 ?>;L7>20B5;59 =0 C@>2=5 A5@25@0, 107 40==KE 8 40==KE. 

 

#D4>F<K9E>4S D45BF4. %>740=85 A;>6=>9 AB@C:BC@K @>;59. �A?>;L7>20=85 
<5B>4>2 H8D@>20=8O ?0@>;59. !0AB@>9:0 0CB5=B8D8:0F88 :;85=BA:>3> 
?@8;>65=8O. #@8<5=OBL ?@54>?@545;5==K5 @>;8. 

 

%4@BEFBSF9?PA4S D45BF4 �K?>;=5=85 8=48284C0;L=>3> 7040=8O 5  

&9@4 2.3. 
$9;9D6AB9 >BC<DB64A<9 < 
6BEEF4AB6?9A<9 84AAOI 6 

LF4FAB@ D9:<@9 

%B89D:4A<9 21/6/10/5  

6 
#@8=F8?K @575@2=>3> :>?8@>20=8O 8 2>AAB0=>2;5=8O 107 40==KE. &8?K 
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