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1.MACHIOPT PABOYEM MPOI'PAMMBI YUYEBHOM JUCHUTLINHBI
OI1.05 OcHoBbI HHPOPMALUOHHOU 0€30IIACHOCTH

1.1. O0aacTh NpUMeHeHUs padoyeil MporpaMMbl

PaGouas mnporpamMmma ydeOHOW JAUCIUILIMHBI

ABJIACTCA

4acThI0 OCHOBHOMU

o0pa3oBaTeNbHON MPOTpaMMbl TMOJTOTOBKHM CIIELUATMCTOB CpPEJHEro 3BeHa (Janee —
[MIICC3) B cootBercTBHM ¢ PI'OC 1o cnenuanbHocTH (cnenuanbHocTaM) CITO

09.02.11 Pa3pabomka u ynpaeneHue npoZpaAMMHBIM OoOecnedyeHuem KBaIN(PUKATMH
BbIIyCKHUKA [[porpammuct.

Pabouass mporpamma y4eOHOW IUCIHUIUIMHBI MOET OBITh HCIOJb30BaHA B
JONOJHUTEIBHOM IMPO(ECCHOHATILHOM 00pa30BaHMM B paMKax peayu3aliy IporpaMm
HEPENOAroTOBKU KaipoB B yupexaeHusx CIIO.

1.2. MecTo yueOHo# aucuumiudbl B ctpykrype [TICC3:
VYyebnas nucuurinuHa «OcHO8bl UHOOPMAYUOHHOU 6e30nacHocmuy OTHOCUTCA K
o01eMy npodecCHOHAIBHOMY LMKy OCHOBHOM IpodeccroHaabHOM 00pa3oBaTeibHON

IPOrPAMMBI.

1.3. Heab u niiaHupyeMble pe3yabTaThbl 0CBOCHUS JUCIUIIIMHBI

PesynbTaTel

OCBOCHHA  JUCHMIIIIMHBI

COOTHOCATCA

C

IIaHUPYEMbIMU  pE3YyJIbTaTaMHU  OCBOCHUSA

00pa30BaTeNbLHON MPOTrPAMMEI, PEJACTABIICHHBIMHA B MATPHUIIC KOMITCTECHIMH BBITYCKHUKA.
B pe3ynbraTe 0CBOCHHS IUCHUIUIMHBI O0YYarOIHICS TOMKEH:

Koa OK, YMmernh 3HaTh Baagers HaBbIKAMHU
1K
OK.01 Boibupats crioco0s! pacrio3HaBaTh 33Jauy W/WIH | aKTyaJIbHBINA -
pereHus 3a1a4 npobsemy B npodeccroHalbHbIN U
PO eCCHOHAIBHOM npodeccnoHaTbHOM H/UITU COLMAJIbHBIN
ACATCIIbHOCTHU

MIPUMCHUTCIILHO K Pa3JIMYHbIM
KOHTCKCTaM

COLIMAIBHOM KOHTEKCTE;
aHaAJTM3UPOBATh 3a]a4y
u/unu npoOiaemMy u
BBIJICJIAT €€ COCTaBHbIE
YacTH; ONPEIENIATh ITAIbI
pellIeHus 3aJa41; BBISBISATh
1 2QHEeKTUBHO UCKATh
uH(pOopMaLIo,
HEO0XO0AUMYIO IS
peIIeHUs 3a/1a9 U/Uu
pooIeMBbl;

COCTaBJIATH IJIAH JICHCTBUS,
oTpesieNiATh He0OX0IUMbIe
pecypcesr;

BIIQ/IETh aKTyaJIbHBIMHU
MeTOJJaMH pabOThI B
npodeccuoHANBLHON U
CMEXHBIX chepax
peaan30BbIBATH
COCTaBJICHHBIN IIJIaH;
OLIEHUBATh Pe3yibTaT U
MOCJICAICTBHSI CBOUX

KOHTEKCT, B KOTOPOM
MPUXOJUTCS paboTaTh
Y )KHUTh; OCHOBHBIE
UCTOYHUKHU
nHpopmanuu u
pecypcesl s
peleHus 3aaad u
npoOiem B
npoecCuoHaTbHOM
W/WIHA COLIUAILHOM
KOHTEKCTE;
QITOPUTMBI
BBITIONTHEHUS padoT B
npo¢eCCUOHAIBHON 1
CMEXHBIX 00J1acTsIX;
MEeTOBI pabOTHI B
npodeccroHaNbHOM 1
CMEXHBIX chepax;
CTPYKTYpY IJIaHa JIst
pelIeHUs 3a]1a9;
MOPSIOK OLIEHKH
pE3yNbTaTOB PEHICHUS




JIEUCTBUM (CaMOCTOSITENIBHO | 3a1a4
WJIU C TIOMOIIIBIO npodecCuoHaTbHON
HACTAaBHHKA) NeSATEITbHOCTH
OK.02 Ucnonp3oBath ONpeAesaTh 3a1a4u JJIst HOMEHKJIaTypa
COBpPEMEHHBIC CPEICTBA nowicka nHQopMaIum, MH()OPMAITMOHHBIX
IIOHUCKa, aHaIn3a u OTIpeIeTIATh HEOOXOAMMBIC UCTOYHHUKOB,
MHTEPIPETAMH HHPOPMALMH, | yeTourmKH HHGOPMALIHHY; IIPUMEHSAEMBIX B
1 uHpopMalHOHHbIe IJIAHKPOBATH IPOLIECC poQeccuoHaNnbHOM
TCXHOJIOTHH JUIA BRITIOMHCHIGL | 11 pyoxea: cTpyKTYpHpPOBATH JeSATEeTbHOCTH;
3a1a1 HpodeccnoRabHoM MOJIy4aeMyto HH(POPMAIHUIO; | TPUEMBbI
JEATENBHOCTH ’
BBIICNIATH HanboJIee CTPYKTYpPUPOBaHUS
3HAYUMOE B MIEpPEUHE uHpopmanuu; hopmar
uHpOpMaLNH; OLIEHUBATh oopmienus
MPAKTUYECKYIO0 3HAYUMOCTh | PE3YyJIbTAaTOB MOMCKA
pPE3yIbTAaTOB MOUCKA; uH(pOpMAaInH,
0(OpPMIISITh PE3YIbTAThI COBpEMEHHBIE
MOUCKA, TPUMEHSTH CpencTBa u
CpencTBa yCTpoiicTBa
UH(pOpPMAITMOHHBIX uH(pOpMaTU3AIINN;
TEXHOJIOTHIl JIJIsl peIIeHUs MOPSIOK MX
MpoEeCCUOHANIBHBIX 3371a4; | MPUMECHEHUS U
UCIIOJIb30BaTh COBPEMEHHOE | MPOrPaMMHOE
nporpamMmmHoe o0ecriedeHue; | ooecrneyeHue B
UCIIOJIb30BaTh PA3INYHbIC npohecCuoHaIbHOM
urdpoBbIe CpencTBa IS JESATETbHOCTH B TOM
peleHus YHCIie C
MPOPECCHOHANIBHBIX 337]a4 | UCTIOJIb30BaHUEM
IU(PPOBBIX CPEJCTB.
OK.09 Tons3oBaThbest MMOHUMAaTh TEKCTHI Ha JIEKCUYICCKUI
poheCCUOHATBHOMN 0a30BbIE MUHHUMYM,
JIOKyMEHTalMel Ha poQeCCUOHAIBHBIC TEMBI OTHOCSIIIUIACS K
TOCYAapCTBCHHOM U OIIUCAHUIO
WHOCTPAHHOM SI3BIKaX IIPEIMETOB, CPE/ICTB 1
MPOLIECCOB
npodecCuoHaNTbHON
JIeATETbHOCTH
ITK 1.1 IIpoextupoBats 6a3bl - MPUHLIUIIBI
JIAHHBIX. 0e30MacHOCTH

XPpaHCHUA TaHHBIX

[IK 1.4 AamunuCTpHPOBATH
0a3bl TaHHBIX

METOAbI 3allINThI 0a3
JaHHBIX OT BHCIIIHUX

Yrpos
IIK 1.5 3ammumars mudpoBaTh JaHHBIC U MPUHIIAIIBI
nHbopManuio B 6a3e JaHHBIX | 00eCIIeYnuBaTh UX Kpunrorpapuu u
C MCITIOJIb30BaHMEM KOH(pHICHIIMAIBHOCTh METOJIOB

TEXHOJIOTHH 3aIIUThI
UHPOPMAITUH.

¢ poBaHUs JaHHBIX
CTaH/IAPTHI U
MIPOTOKOJIBI
0€30IacHOCTH, TAKHX
kaxk SSL/TLS, SSH,
Kerberos u mp.
METOIbI




ayTeHTU(UKALUHU U
aBTOpHU3ALIUU
MOJIL30BaTEIICH,
BKJIFOYast
WCIOJIb30BaHUE
napoJiei,
cepTu(uKaToB u
OMOMETPUUYECKHUX
JTAHHBIX
3aKOHOJATENbCTBO U
CTaH/IaPTHI
0€30MacHOCTH, TaKue
kak GDPR, HIPAA,
PCI DSS u np.

[IK 3.1 CoGupars ucxomHbie
JaHHBIC TS pa3paboTKH
HPOEKTHOH JOKYMEHTAallUH Ha
WH(POPMAITMOHHYIO CHCTEMY.

oTpaciieBas
HOpPMAaTUBHAs
TEXHHYECKAsI
JOKYMCHTAIUS
UCTOYHUKHU
uHdopmanuu,
HEOOXOAMMOM ISt
npodeCcCUuOHATBHOMN
JESATCIILHOCTH

COBPEMEHHBIM
OTEYECTBEHHBIN 1
3apyOeKHbBIN OIBIT B

npodecCuoHaNTbHON

JeSITENIbHOCTH
IIK 3.2 PaspabatsiBath - MPUHITUIIBI U METOJbI -
MPOCKTHYIO TOKYMEHTAIIUFO obecrnieueHus
Ha pa3paboTKy 0€30MacHOCTH
MH(QOPMAIIMOHHOH CUCTEMBI B MH(POPMAIHOHHBIX
COOTBETCTBHUHU C CHCTEM
TpeOOBaHMIMU 3aKa34YHKA.
[1K 3.3 PazpabarsiBatsb aHau3 TpeOOBaHUMN MIPUHIIUIIOB IpUMEHEHHE
TIOJICHCTEMBI 0€30IT1aCHOCTH 0e30macHOCTH 0€30MacHOCTH COBPEMEHHBIX METOJIOB
MH(OPMALMOHHON CHCTEMBI B | HH()OPMALMOHHBIX CHCTEM MH(OPMALIMOHHBIX Y TEXHOJIOTHH B
COOTBETCTBHMH € TCXHHICCKHUM CUCTEM obnactu 6€30MacHOCTH
3a/laHueM. COBPEMEHHBIX HHPOPMAIIMOHHBIX

METOJIOB U CUCTEM

TEXHOJIOTHI B

obnacTtu

0€30MacHOCTH

MH()OPMAITMOHHBIX

CHCTEM

3aKOHOJIaTEIbHBIX U
HOpMaTI/IBHBIX AdKTOB B
obactu
0e30macHOCTH
WHGOPMAIIMOHHBIX
CHCTEM

I1K 3.5 Unrerpupoatsb

HWCTOYHHKHU YIPO3




HH(OPMALIMOHHYIO CHCTEMY C UH(pOPMAIIMOHHOM

CYIIECTBYIOIIUMHU 0€301acHOCTH ¥ MEPbI

I/IH(pOpMaL[I/IOHHI)IMI/I 10 UX

CHCTEMaMH 3aKa34yHKa. NPeIOTBPAIICHUIO

[1K 3.7 Pa3pabatsiBath pa3palaTeIBaTh U OCHOBHBIE YTPO3bI UCIIOJIb30BaHUE

TEXHUYECKYIO JOKYMEHTALMIO | PEaTM30BBIBATH MEPHI 0e301acHOCTH K (POBaHUS TaHHBIX

Ha SKCILTyaTaluto 0e301acHOCTH MOOUITBEHBIX JUTST 3aIUTHI

MH(OPMAITHOHHON CHUCTEMBL. | neaTH30BBIBATH MPUIIOKEHU I KOH(UICHIIMATLHOM
X3IIAPOBAHUE NIAPOJIEH, [IPUHIIUIIBI UH(OpPMALINH, TAKOH
CECCHOHHBIE TOKEHBI U Kpunrorpaguu u KaK [apoJiy,

IBYX(aKTOPHYIO
ayTeHTH(UKAITUIO

m(poBaHUs JAHHBIX.
CTaHAapTHl U
MIPOTOKOJIBI
0€30MacCHOCTH, TaKue
kak HTTPS, OAuth u
OpenlD Connect
3aKOHOJATEIHHBIC U
perynsTopHbIe
TpeOOBaHMS K 3aIIUTE
JAaHHBIX, BKJIIOYast
GDPR u HIPAA
OCHOBHBIE MIPUHITUITBI
0€30MacCHOCTH
uHopmanuu u
METOJIOB €€ 3aIUTHI.
CTaHJIapTHbHIE
Kpunrorpaduueckue
QITOPUTMBI IS

MG pOBaHUs JaHHBIX
TPUHIIUTIBI
obecrieueHus
6e30macHOCTH
nepeavyn JaHHBIX 110
ceTH

OCHOBBI 0€30I1aCHOCTH
IIPUIOKEHUN U
UHQPaACTPYKTYpPHI
METO/IbI aHAIHM3a Ha
YSI3BUMOCTH H
MOHHUTOPHHTA
0€30MacHOCTH
3HaHHE OCHOBHBIX
MIPUHIIUIIOB U
METOJIOB O0ecTieueHus
6e3onacuoctu UT-
UHDPACTPYKTYPHI U
BEO-TIPUITOKEHUN
MMOHUMAaHHe
Pa3IUIHBIX
YA3BUMOCTEMN U yTPO3
0€e301macHOCTH, a
TaK)Ke Croco00B MX

NEepPCOHAJIbHBIC JaHHBIC
MOJIb30BaTeIIeH U
Apyrue
YyBCTBUTEIbHBIC
JIAaHHBIE.

IpUMEHEHNE
MEXaHH3MOB
XEIIUPOBAHMS JIJISI
3aILUTHI TApOJIen
MOJIb30BaTEIEH OT
HECAHKIIMOHUPOBAHHOT
0 JIO0CTyTA.
obOecreucHue
0€e301acHOCTH
nepeavn JaHHBIX
MEXy KIMEHTCKHUMHU
YCTPOMCTBAMU U
cepBepamu ¢
HCIIOJIb30BaHUEM
MIPOTOKOJIOB

MU PpPoBaHUs, TAKKX
kak SSL/TLS
coOJroienne
3aKOHOJIaTeIIbCTBA U
perymsiuii B o0actu
3aIIATEI JTaHHBIX




MIPEIOTBPAILICHUS 1
0OHapyXeHHS

3HAHHE UHCTPYMECHTOB
Y TEXHOJIOTUN JUIA
obecrieyeHus
6e3omacuoctu UT-
UHPPACTPYKTYPHI U
BEO-TIPHIIOKCHUH,
TaKUX Kak
OpaHIMay3pHl,
CUCTEMBI
0oOHapyXeHHS
BTOP>KCHUHN U
QHTUBUPYCHbBIE
IPOTPaMMBI




2.CTPYKTYPA Y COJEP)KAHUE YYEFHOU JUCIUTLIVMHBI
2.100beM y4yeOHOI TMCHHMIIMHBI U BUIbI Y4eOHOH padoThl

Bup yueOHoi padoThI Oo0bem B yacax

O0bem 00pa3oBaTeIbHOM MPOrPaMMBbl 44

B TOM 4HUCIJIC:

TEOPETHUECKOE 00ydIeHUE 16
MPAKTUUYECKUE 3aHATHUS 16
CamocTosiTenbHas paboTa 12




2.2. TemaTu4eCcKMil IJIAH U COEP:KaHME YYEeOHOM TUCHMILIIMHBI
OI1.05 OcHoBBI HHPOPMALMOHHOM 0€30IIACHOCTH

HauMeHnoBanue
pa3aesioB U TeM

Conep:xkaHue y4eOHOTr0 MaTepHasa, MPAKTHYECKHe 3aHATHS, CAMOCTOSITeJIbHAS
pabora o0yuarommxcs

O0BpeM
4acoB

Koxanl

KOMIIeTeHIIUIA,
¢dopmupoBanu

10 KOTOPBIX
crocoo0cTByeT
3JIeMeHT
NMPOrpamMMbl

1

2

3

Paznen 1. Undopmanmonn

asi 0e30MaCHOCTh M YPOBHH ee obecnieuenuns 30/6/16/8

Tema 1.1.
CocraBasiommue
HHGpOpMaLHOHHOM
0e3omacHocTH

Conep:xanue yue0OHOro MaTepuajia

10/2/6/2

Cocraprsroniye HHPOPMAIIMOHHON 0€30I1aCHOCTH

2

OK 1, OK 2, OK

9, 1K 1.1, TIK

1.4, TIK 1.5, TIK

3.1, TIK 3.2, TIK

3.3, TIK 3.5, TIK
3.7

IIpakTnyeckue 3aHATHSA

[TpakTrueckoe 3ansaTue Nel. AHaIM3 HCTOYHMKOB, KaHAJIOB
pacrpocTpaHeHHs U KaHAJIOB YTeUKU MH(OopMaIuu

OK 1, OK 2, OK
9, 1K 1.1, TIK
1.4, TIK 1.5, TIK
3.1, TIK 3.2, TIK
3.3, TIK 3.5, [IK
3.7

[pakTuueckoe 3austue No2. [IpoBeneHue aHanusza nHGOPMAIUK HA TIPEIAMET 1EJIOCTHOCTH

OK 1, OK 2, OK
9, 1K 1.1, TIK
1.4, TIK 1.5, TIK
3.1, TIK 3.2, TIK
3.3, TIK 3.5, TIK
3.7

[TpakTrueckoe 3ausTue Ne3. OueHka ysSI3BUMOCTH HHPOpMAIIUU

OK 1, OK 2, OK
9, 1K 1.1, TIK

1.4, TIK 1.5, TIK
3.1, TIK 3.2, TIK




3.3, IIK 3.5, IIK
3.7

CamocrosiTesibHasi padoTa

Konnenmus napopManmioHHON 6€30MacHOCTH 2
Copep:xanue y4eOHOr0 MaTepHaJa 12/2/6/4
Crangaptel HHQOPMAIIMOHHOW 0€30aCHOCTH 2 OK 1, 0K 2, 0K
9,TIIK 1.1, IIK
1.4, TIK 1.5, TIK
3.1, IIK 3.2, IIK
3.3,1IK 3.5, IIK
3.7
HpaKTH‘leCKOB 3aHATHE
[TpakTueckoe 3ausatue No4. TpeOoBaHus K 6€30MaCHOCTH 2 OK 1, OK 2, OK
WH(OPMAIMOHHBIX CUCTEM 9, IIK 1.1, TIK
1.4,T1IK 1.5, ITIK
Tema 1.2. CTanaaptsl 3.1, IIK 3.2, I[IK
. 3.3, 11K 3.5, IIK
HMHPOPMAITHOHHOM 37
GesomacHocTu: "'(')6“"“ [TpakTaeckoe 3ausaTueNeS. TpeboBanus kK 6€30MaCHOCTH 2 OK 1, 0K 2, OK
KpHTEpHH MH(OPMaIMOHHBIX chcTeM B Poccuu 9, IK 1.1, IIK
1.4, 1IK 1.5, IIK
3.1, 11K 3.2, IIK
3.3, 11K 3.5, IIK
3.7
[Tpaktuueckoe 3ansaTueNe6. Ouenka cocrosinus 6e3omacHoctu UC 2 OK'1,0K 2, OK
9, 1K 1.1, TIK
1.4, TIK 1.5, ITIK
3.1, 11K 3.2, I[IK
3.3, 11K 3.5, IIK
3.7
CamocrosiTebHAst paGoTa
[TonmuTuky 6€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX 4
Tema 1.3. CTangapTsi Coaep:xkanue y4e0HOro MmaTepuaja 8/2/4/2
uH(OPMALHOHHOI CranmapTsl ”HPOPMAIIMOHHON 0€30TTaCHOCTH PACIIPEACIICHHBIX CUCTEM OKI'II’KOIKIZ’H ?{K
0e30macHOCTH 2 1?4’1’ K 1. 5 K
PacnpeacJi€cHHbIX CUCTEM 3.1, 1IK 3.2, TIK

10




3.3, IIK 3.5, IIK

3.7
HpaKanecxne 3AaHATHA
[TpakTudeckoe 3ansaTueNe7. OnpeselieHrue KiIaccoB 3alUIIICHHOCTH CPEICTB OK 1, OK 2, OK
BBIYMCIIATEIILHON TEXHUKU OT HECAHKLIMOHUPOBAHHOIO JIOCTYIIA 9,IIK 1.1, IIK
2 1.4, 1IK 1.5, IIK
3.1, [IK 3.2, IIK
3.3, IIK 3.5, IIK
3.7
[TpakTrueckoe 3ansatueNe8. Onpenenenue TpedoBaHMM K 3aIIUTe HHPOPMALIUU 2 OK 1, 0K 2, OK
9,IIK 1.1, IIK
1.4,IIK 1.5, IIK
3.1, [IK 3.2, IIK
3.3, [IK 3.5, I1IK
3.7
CamocrosiTesibHAsI paGoTa
Yrpo3sl HHPOPMATMOHHON 6€30I1aCHOCTH B KOMITBIOTEPHBIX CHCTEMaxX 2
Pa3nes 2. KoMmnbloTepHble BUPYCHI M 3a1IIUTA OT HUX 142110/-
Conep:xanue yuyeOHOro Marepuasa 6/4/-12
KomnbrotrepHsie Bupychl ¥ HHGOpMallmoHHAasi 0€30M1aCHOCTh. XapaKTepHbIE YEPThI OK 1, 0K 2, OK
KOMITBIOTEPHBIX BUPYCOB. 9,IIK 1.1, IIK
) 1.4, IIK 1.5, TIK
3.1, [IK 3.2, I1IK
3.3, [IK 3.5, 1K
Tema 2.1. 37
Bupycel kak yrposa TpynHocTH B onpeieIeHUH OTIIMYMI BUPYCOB OT OOBIYHBIX ITPOrPaMM. OK1,0K2, 0K
HHGPOPMALMOHHOM ?,4HII§ Il .i’SHIr(IK
0e3omacHoCTH 2 3,1j K 3'2: K
3.3, [IK 3.5, 1K
3.7
CamocrosTe1bHAs padoTa:
3amuTa HHPOPMALIMU OT HECAHKITMOHUPOBAHHOT'O JIOCTYTIA 2
Tema 2.2. Conep:xanue y4eOHOro Marepuasa 4/2/-/2

11




Knaccupuxanus
KOMIILIOTEPHBIX BUPYCOB

Kraccudukarust KoMIblOTEepHBIX BUPYCOB O cpenie ooutanus. Kiaccupukanus no
0COOEHHOCTSIM alNropuTMa paboThI.

OK 1, OK 2, OK
9, 1K 1.1, TIK
1.4, TIK 1.5, TIK
3.1, TIK 3.2, TIK
3.3,TIK 3.5, [IK
3.7

CamocTosiTe1bHasi padoTa

Kpunrorpaduueckre MeTop! 31U Th HHPOPMALIUU

Tema 2.3.
AHTHBUPYCHBIE
NPOrpaMMblI

Conep:xanue yuyeOHOro MaTepuasa

4/4]-/-

OcobeHHOCTH paboTh aHTHBHPYCHBIX TporpaMm. Kitaccruukanyst aHTHBUPYCHBIX TIPOTPaMM.

OK 1, 0K 2, OK
9,IIK 1.1, IIK
1.4, IIK 1.5, TIK
3.1, [IK 3.2, IIK
3.3, 1IK 3.5, IIK
3.7

AHTI/IBI/IPYCHBIC CKaHCPHI. BJ'IOKI/IpOBH_[I/IKI/I U UMMYHU3AaTOPHI.

OK 1, OK 2, OK
9, 1K 1.1, TIK
1.4, TIK 1.5, TIK
3.1, TIK 3.2, TIK
3.3, TIK 3.5, TIK
3.7

CamocrosiTeqbHasi padora

12

Bcero:

44

12




3.YCJIOBUS PEAJIMZAIUU ITPOT'PAMMBI IUCHUIIJIINHBI
3.1. MaTepuajibHO-TeXHUYECKOe o0ecnedeHne peaau3anuu yueOHou
AUCIHUNJIMHBI:

VYyebnas nuciuiuinHa peanmsyercs B yaeoHoMm kaburete No302 «MuHpopManmoHHO-
KOMMYHUKAIIHOHHBIE CUCTEMBDY.

Jlist peanuzanuu nporpaMMmbl OMOIMOTEUHBIN (QOHI 00pa3zoBaTEIbLHOM OpraHU3AINU
JOJDKEH WMETh Te4YaTHbIE W/WIM dJIEKTPOHHbIE 00pa3oBareiibHble M WH(GOPMAIIMOHHbBIE
pecypchl i UCHOJIb30BaHUS B oOpa3oBareiabHOM mpolecce. [lpu  dopmupoBanuu
oubnnoreynoro ¢onHma oOpa3oBaTENbHOM OpraHU3allMU BBIOMPAETCA HE MEHEE OJHOTO
W3JIaHUS U3 TIEPEYUCIICHHBIX HIDKE MEYATHBIX WM3MaHWA U (W) DJIEKTPOHHBIX HW3TaHUHA B
KaueCTBE OCHOBHOTO, IIPH ATOM CIIUCOK MOKET OBITh IOMOJHEH HOBBIMU U3/IaHUSIMU.

3.2. UnpopMannoHHoe odecneyeHue 00yueHust

1. [I'ynersaeBa, T. A. OcHoBbl 3amuThl HHGOpManuu : yaebHoe mocodue / T. A.
I'ynsrsieBa. — HoBocubupck : HI'TY, 2022. — 83 c. — ISBN 978-5-7782-3641-7. —
Texcr : onexkTpoHHbIN //  JlaHb @ d2JeKTpoHHO-OMONMoTeyHass cucrema. — URL:
https://e.lanbook.com/book/118234

2. HonozoB, H. JI. Ilporpammubie cpeactBa 3amuThl WHGOPMAIUKA : ydeOHOE
nocobue / H. JI. Jlonozos, T. A. I'yneraeBa. — HoBocubupck : HI'TY, 2023. — 63 c. —
ISBN 978-5-7782-2753-8. — TekcT : 3nekTpoHHbIH // JlaHb : 35eKTpOHHO-OUOIMOTEeUHAs
cuctema. — URL: https://e.lanbook.com/book/118200
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4. KOHTPOJIb Y OLIEHKA PE3YJIBbTATOB OCBOEHHUS YUYEBHOM

OcBoenue conaepkanus yueOHo qucuuruiiabl OI1.05 OcHOBBI HHPOPMAITMOHHOMN

JTUCHUATIIMHBI

Oe3omacHOCTH 00eCIIeYnBaeT AOCTUIKCHHUC CTYACHTAMU OIIPCACIICHHBIX PC3YJILTATOB.

Pe3yabTarsl 00yyeHus

IToxa3aTen 0oCBOEHHOCTH
KOMIIeTeHIIN I

MeToabl OLIEHKH

3naem:

- AKTyaJIbHBIN
npohecCHOHANBHBIN U
COLIMAJIbHBIA KOHTEKCT, B
KOTOPOM NPUXOAUTCS paboTaTh
U JKUTh;

-OCHOBHBIE UCTOUHUKHU
UH(POPMALIUU U PECYPCHI IS
pelieHus 3a1a4 U mpodsieM B
pohecCHOHATTLHOM H/HITU
COLIMAIBHOM KOHTEKCTE;

- aJITOPUTMBI BBHITIOJTHEHUS
paboT B mpodeCCHOHATBHON U
CMEXKHBIX 00J1aCTsX;

- METO/Ibl PaOOTHI B
npodecCHOHATBLHON U
CMEXHBIX chepax;

- CTPYKTYpY IUIaHa JUIs
peleHus 3a1ay;

- IOPAZIOK OIIEHKH PE3YJIbTAaTOB
peleHus 3aaa4
npodeccuoHaIbHON
JeSITebHOCTH

- HOMEHKJIaTypy
MH(}OPMaILMOHHBIX
HCTOYHUKOB, IPIMEHSEMBIX B
npodecCHOHATBHON
NeSITeITbHOCTH;

- IPUEMBI CTPYKTYPHUPOBAHUS
uHpOpMaINH;

- (opmat opopmiteHus
pe3yJbTaTOB MOMCKA
UH(POPMaLINHU, COBPEMEHHbIE
CpEICTBA U YCTPOMCTBA
uH(pOpMaTU3aLINN;

- IOPSZIOK TPUMEHEHHS
COBPEMEHHBIX CPE/ICTB U
YCTPOHCTB HH(OpMATH3ANH U

Opuenrtupyercs B
po(hecCHOHATTLHOM U
COLIMAJIBHOM KOHTEKCTE, B
KOTOPOM NPUXOAUTCS paboTaTh U
KUTb;

Brnaneer ocHoBHBIMU
MCTOYHUKAMHU HH()OpMAIIH U
pecypcamu [T peleHus 3a1a4 1
po0iieM B TpodhecCHOHATEHOM
W/WIIN COITUAIbHOM KOHTEKCTE;
3HaeT aNrOpUTMBI BBIITOTHEHHS
padoT B mpodeCcCHOHATBHON U
CMEXKHBIX 00J1aCTAX;

3HaeT MeTo/Ibl PabOTHI B
npodecCHOHATBHON U CMEKHBIX
chepax;

3HaeT CTPYKTYypy IJIaHa JUIs
pelLIeHHs 3a1a4;

Mo:keT IpOU3BECTH OLIEHKY
pe3ysIbTaTOB pelIeHHs 3a1a4
npodeccHOHAIBHOMN 1S TeTbHOCTH
Biageer HoMeHKIIaTypou
UH(POPMALMOHHBIX HICTOYHUKOB,
PUMEHSEMBIX B
npoQeCCHOHAIBHON
NeSITeTTHHOCTH,

3HaeT MpUEeMbl CTPYKTYPUPOBAHHS
uHpOpMaINH;

3HaeT popmat oopmieHUs
pe3ysbTaTOB MMOMCKA
uH(pOpMaLIUU, COBPEMEHHBIE
CpelcTBa U YCTPOMCTBA
nH(pOpMaTU3ALINN;

MoXeT mpUMEHSITh COBPEMEHHEBIE
CpEICTBA M YCTPOMCTBA
MHGOpMaTHU3aLUU U IPOrPaAMMHOE
oOecrieyeHue B

DKcrepTHOE HAOI0IeHNE
BBIMOJIHEHUS TPAKTHYECKUX
paboT 1 BUIOB paboT 1o
NPaKTUKE

JnarHocTrka (TeCTUpOBaHHUE,
KOHTPOJIbHBIC PAOOTHI)
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nporpaMMHOe 0OecIiedeHIe B
npohecCHOHABLHOM
JEeSITEIIbHOCTH B TOM YHCIIE C
UCTIOJIB30BaHUEM LIU(POBBIX
CPE/CTB;

- ICKCUYECKUI MUHUMYM,
OTHOCSILUICS K OIMUCAHUIO
PEIMETOB, CPEIICTB U
MPOIECCOB MPpodecCHoOHATBHON
JESITEIIbHOCTH;

- IPUHIIUIIBI 0€30MaCHOCTH
XpaHEHHS JaHHBIX;

- METO/IbI 3alIUTHI 0a3 TaHHBIX
OT BHEIIHUX yIpo3

- MPUHIUIBI KpunTorpadguu u
METO/I0B MU (POBAHUS
JTAHHBIX;

- CTAHJAPTHI U IPOTOKOJIBI
0e30MacHOCTH, TAKUX KaK
SSL/TLS, SSH, Kerberos u
Ap.;

- METO/bI ayTEHTU(PUKALIUU U
aBTOPU3ALINY T0JIb30BATENEH,
BKJTIOYAast UCTIOIh30BAHNE
naposie, cepTudukaToB u
OMOMETPUUECKHUX JTAHHBIX
3aKOHOJIaTEeNLCTBO U
CTaHJapThl O€30MaCHOCTH,
takue kak GDPR, HIPAA, PCI
DSS u np.;

- OTpaciieByI0 HOPMaTHBHYIO
TEXHUYECKYIO JIOKYMEHTAIIHIO
u

UCTOYHUKH UHPOPMAIINH,
HE00XO0IUMBIE /TS
npodeccHoHaNbHOM
NesITeIbHOCTH;

- COBPEMEHHBII
OTEYECTBEHHBIN U 3apyOeKHBIN
OTBIT B MPOGeCCHOHATBHON
NeSITeITbHOCTH;

- IPUHITUTIBI U METOIBI
obecrnieueHns 6€30MacHOCTH
UH(POPMALIMOHHBIX CHCTEM;

po(ecCHOHANTLHOM e TEIbHOCTH
B TOM YHCJIC C UCIIOJIb30BAHUEM
H(POBBIX CPEICTB;

Brnaneer nekcuueckum
MUHHUMYMOM, OTHOCSIIIIUMCSI K
OTHMCAHUIO MPEJMETOB, CPEACTB U
MPOIIECCOB MPOQeCCHOHATBHON
JESITEIIbHOCTH;

3HaeT NPUHIIUIBI OE30MTaCHOCTH
XpaHEeHHsI JAaHHBIX;

Brnaneer MmeTogamu 3anuthl 6a3
JAHHBIX OT BHEITHUX yIpo3

3HaeT MPUHIIKIIBI KpUITorpapuu u
METO/I0B IH(POBAHUS TaHHBIX;
OpueHTHpYETCS B CTAaHIAPTAX U
MPOTOKOJIaX 0€3011aCHOCTH, TAKUX
kak SSL/TLS, SSH, Kerberos u
ap.;

3HaeT METO/Ibl ayTeHTH(UKAIINN U
ABTOPH3AIIMH TI0JIh30BATEIICH,
BKJTIOYasl UCTIOJIh30BAHUE
napoJie, cepTuUKaToB U
OMOMETPUYECKUX JTAaHHBIX
3aKOHO/IATEIBCTBO U CTAHIAPTHI
O0e3onacHocTH, Takue kak GDPR,
HIPAA, PCIDSS u np.;

3HaeT OTPaCIIEBYI0 HOPMATHBHYIO
TEXHUYECKYIO JIOKYMEHTAIIHIO U
UCTOYHUKH UH(POPMAIINH,
HEeO0O0XOIUMBIE IS
poQeCCHOHAIBHON
JIESITCIIBHOCTH;

3HaeT COBPEMEHHBIN
OTEYECTBEHHBIN U 3apyOeKHBIN
OTIBIT B PO ECCHOHATILHON
JESTEIBHOCTH;

Brnaneer npuHuMnaMu u
MeTOoJIJaMH O0ecreueHus
0e301macHOCTH H(OPMALIMOHHBIX
CHUCTEM;

3HaeT MPUHIHITBI 0€30MTACHOCTH
UH(POPMALIMOHHBIX CHCTEM;
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- IPUHLUIIBI 6€30MaCHOCTH
UH(POPMALIMOHHBIX CHCTEM;

- COBPEMEHHBIC METO/IbI U
TEXHOJIOTHH B 00J1aCTH
0€e301macHOCTH
WH(OPMAIIMOHHBIX CHCTEM;
- 3aKOHOJATCIbHEIC U
HOPMAaTUBHBIC aKTHI B 00JIaCTH
0e301macHOCTH
WH()OPMAITMOHHBIX CUCTEM;
-MCTOYHUKH yIpO3
nH(pOpMaITMOHHOM
0€30MacCHOCTH ¥ MEPHI 10 UX
PEIOTBPAIICHHIO;

- OCHOBHBIE yTPO3bI
0€3011aCHOCTH MOOMIBLHBIX
IIPUIIOKEHU;

- IPUHIUIBI KpunTorpadguu u
mupoBaHus JaHHBIX;

- CTaHJApPTHI U TPOTOKOIIBI
0€30I1aCHOCTH, TaAKHE KaK
HTTPS, OAuth u OpenlD
Connect;

- 3aKOHOJATCIIbHBIC U
perynsaTopHble TpeOOBaHUS K
3alllMTe JAHHBIX, BKIFOYas
GDPR u HIPAA;

- OCHOBHBI€ TIPUHIIUTIBI
0e30macHOCTH UH(pOpPMALMK U
METOJIOB €€ 3alllUTHI;

- CTaHJApTHBIE
KpHITorpaduyeckue
QIITOPUTMBI JUIS IHU(PPOBAHUSI
JIaHHBIX;

- IPUHIIMITBI 00ECIICUCHHUS
0€30I1aCHOCTH epeaun
JaHHBIX II0 CETH,

- OCHOBBI 0€30I1aCHOCTH
MIPUJIOKEHUN 1

UHPPACTPYKTYPBHI;

Bianeer coBpeMeHHBIMU
METOJJaMH ¥ TEXHOJIOTUSIMH B
o0yracTu 6€30IMaCHOCTH
WH()OPMAITMOHHBIX CUCTEM;
3HaeT 3aKOHO/IAaTeIIbHBIC U
HOPMATHBHBIC aKThI B 00JIaCTH
0e30nmacHOCTH HH(POPMALIMOHHBIX
CHCTEM;

3HaeT UCTOYHUKH YIPO3
MH(POPMALIMOHHOM 6€30MacCHOCTH
1 MEpBI 110 UX MPEJOTBPAIICHHUIO;
Nmeer npeacrarienune oo
OCHOBHBIX yIpo3ax 0€30MacHOCTH
MOOWIIBHBIX TIPHIIOKCHHH;
OpueHTHpYeTCS B IPUHIIUTIAX
Kpunrorpadguu 1 mupoBaHus
JIAHHBIX;

3HaeT CTaHAapPTHI U TIPOTOKOJIBI
O0e3onacHocTH, Takue kak HTTPS,
OAuth u OpenID Connect;

3HaeT 3aKOHO/IaTeIIbHBIC U
perynaropHbie TpeOOBaHUs K
3alIuTe AaHHBIX, BKIoYas GDPR
u HIPAA;

Brnajeer 0OCHOBHBIME PUHITUTIAMHE
0e30macHOCTH HH(OPMALIUY U
METOJIOB €€ 3alllUTHI;

3HaeT cTaHAapTHHIC
KpunTorpadguueckue anropuTMBbI
JUTst UG POBAHUS TaHHBIX;
HmeeT npeacTaBneHue o
MIPUHIUIIAX 00eCTIeUeHUs
0€30MacHOCTH Mepeavun TaHHBIX
10 CETH;

3HaeT OCHOBHI OE30IMaCHOCTH
MPUIIOKEHUN U HHPPACTPYKTYPHI;
3HaeT MEeTO/IbI aHaIn3a Ha
VSI3BUMOCTH 1 MOHUTOPHHTA
0C30I1aCHOCTH;

3HaeT OCHOBHBIE TPUHITUIIBI U
METOJIBI 00ECTIEUEH IS
oe3omacuoctu UT-

MH(QPaCTPYKTYpHI U BEO-
MIPUIIOKEHUH;
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- METO/IbI aHaTTN3a Ha
YSI3BUMOCTH 1 MOHUTOPHHTA
0€30I1aCHOCTH;

- 3HaHHE OCHOBHBIX
MPUHIIUIIOB U METOOB
obecrnieueHus 6€30MacCHOCTH
UT-undpactpykrypsl 1 BeO-
IIPUIOKEHUH;

- MIOHUMAaHUE PA3ITUIHBIX
YSA3BUMOCTEHN U yTPO3
0€30MMacHOCTH, a TaKXKe
CIoco00B UX MpeAOTBpAIlCHUs
U OOHAPYKECHUS,

- 3HAaHWE UHCTPYMEHTOB U
TEXHOJIOTHH JIsl 00eCTIeueHUS
6e3onacuoctu UT-
UHPPACTPYKTYPHI U BEO-
IIPUJIOKEHUH, TAKUX KaK
OpaHaMay>pbl, CUCTEMBI
oOHapyXeHHs BTOPKEHUN U
AHTUBUPYCHBIE IPOTPAMMBIL.

Ymeem:

-pacno3HaBaTh 3a7a4y U/min
npo0semMy B
poPEeCCHOHATBHOM U/WJTN
COIIMAIbHOM KOHTEKCTE;
-aHaNTM3UPOBATh 3a/1a4y W/WIH
npo0OyieMy U BBIACTATH €€
COCTaBHBIE YaCTH;

- OMPEIENSTh STAMbl PEeIICHUs
3a/1a4u;

- BBISIBIIAAT ¥ 3PPEKTUBHO
UCKaTh UH(POPMAIIHIO,
HEOOXOIUMYIO JIJIsI PEIICHUS
3a/1a4¥l U/ WU TPOOIEMBL;
-COCTaBJISITh ILJIaH IEHCTBUS;
- OMpEeNeNSITh HEOOXOIUMBIE
pecypchl;

- BIIAJICTh aKTYaIbHBIMU
METOaMH paOOTHI B
poeCCHOHATBHOU 1
CMEXHBIX chepax;

- peanu30BHIBATH
COCTaBJICHHEIN IIJIaH;

ITonuMaer pasian4HbIe
VSI3BUMOCTH M YTPO3BI
0€30IaCHOCTH, a TaK)Ke CIIOCOOBI
WX MPEIOTBPAILCHUS 1
0OHapYyKCHUS;

3HAeT UHCTPYMEHTHI U
TEXHOJIOTUH [T 00eCTIeUeHHS
6e3onacHoctu UT-
UHPPACTPYKTYPHI U BEO-
NPUIOKEHNH, TAKUX KaK
OpaHaMayd3pbl, CHCTEMBI
OOHapy>KeHHsI BTOP)KCHUU U
AQHTUBUPYCHBIE TPOTPAMMBI.

Mo:keT pacrio3HaBaTh 3a1a4y
u/vim po0ieMy B
poecCHOHAIEHOM H/HIT!
COLIMAJIBHOM KOHTEKCTE;
AHanu3upyer 3ajiauy U/ uim
npo0IeMy U MOKET BBIICIUTD €€
COCTaBHbIE YaCTH;

YmMeeT onpeaensTh dTarbl
pEIICHUS 33]1a9H;

MosxeT BBISBIATH U 3PPEKTUBHO
UCKaTh HHPOPMAITHIO,
HEOOXOUMYIO JUTSI PEIICHUS
3aJ1a4M U/ 1IN TPOOIEMBL;
CocraBisier 11aH qeicTBUS;

MoskeT ornpeaensaTh He00X0IMMbIE
pecypchl;

Brnaieer akTyaJlbHBIMH METOaMH
paboTsl B po(hecCHOHATBLHOU U
CMEXHBIX chepax;

MoskeT peann3oBbIBaTh
COCTaBIICHHBIN TUIAH;

OrieHuBaET pe3ynbTar u
MOCJIEACTBUS CBOUX NEUCTBUU
(caMOCTOSTETEHO WIIH C TIOMOIIIBIO
HACTaBHUKA);

Ymeer onpeaessTe 3a1a4u I
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- OIIEHUBATh PE3YyNbTAT U
MOCJIEACTBHS CBOUX JEHCTBUI
(caMOCTOATENBHO WIIH C
MOMOIIbIO0 HACTABHUKA);

- ONpeNeNATh 3a4a4Yu sl
novicka MHQpopmaIuy;

- OIPEeNeNSITh HEOOXOIUMBIC
UCTOYHUKU UH(POPMALINY;

- IJIAHUPOBATh IIPOLECC
MOKCKa;

- CTPYKTYpPHPOBATh
MoJy4yaeMyro HH(POPMAIHIO; -
BBI/IETIATH HanboJiee 3HaYMMoe
B IIepeyHe UH(OpMalNH;

- OLIEHUBATh MPAKTUYECKYIO
3HAYUMOCTb PE3YJbTATOB
MIOMCKa;

- 0(bOpMIISITH PE3YNbTAThI
MOKCKa, IPUMEHSTh CPE/ICTBA
WH(OPMALIMOHHBIX TEXHOJIOTHI
JUTSL pEIICHUS
npodeccuoHaIbHBIX 33/1ay;

- HCII0JIb30BaTh COBPEMEHHOE
porpaMMHOE 00ecCIeueHune;

- HCTIOJIb30BaTh pa3jINyHbIe
ndpoBbIe CpeacTBa IS
peleHus npopecCHOHATBHBIX
3a/1ay;

- IOHUMATh TEKCThI Ha 0a30BbIE
npogeccuoHaIbHbIE TEMBI;

- mu@poBaHKUE TaHHBIX U
o0OecrieunBaeT ux
KOH()HICHIINAIIBHOCTD;

- aHaJM3UPOBATH TPEOOBAHUS
0€e301acHOCTH
UH(POPMALIMOHHBIX CHCTEM;

- pa3pabartbIBaTh U
peaIn30BbIBATh MEPHI
0e30I1acHOCTH;

- pean30BbIBaTh XAUIMPOBAHUE
MapoJieil, CECCCHOHHBIE TOKEHBI
U IBYX(aKTOPHYIO
ayTeHTHU(UKALHIO.

MOUCKa UHPOPMALINY;

YMeeT ornpenensTh HeoOX0UMbIe
UCTOYHUKH WHPOPMAIINH;
[Tnanupyer nporiecc MOUCKa;

YMeeT CTpyKTypUpOBaTh
MoJIy4aeMyro HH(popMaIuio;
Moxet BbIIeINTh Hanboee
3HAYMMOE B MIEPEYHE
uHpOpMaINH;

YMeeT olleHUBATh MPAKTUICCKYIO
3HAYMMOCTb PE3YJIbTATOB MTOUCKA;
OdopmitsieT pe3yabTaThl IOUCKA U
NPUMEHSIET CPeICTBa
MH(POPMALMOHHBIX TEXHOJIOTUN
JUTSL petieHus npogdecCuOHaATbHBIX
3ajay;

MokeT uCcroiab30BaTh
COBPEMEHHOE MPOrPaMMHOE
obecIeyeHue;

MOo’KeT UCTIOIB30BaTh Pa3IMUHbIC
1u(poBbIE CPEACTBA ISl PEIICHUS
poQ)eCCUOHANIBHBIX 337124,
IToHumMaeT TeKCThI Ha Oa30BEIC
poeCCUOHAIbHBIC TEMBI;

Ymeet mugpoBath JaHHBIE U
obecreunBaTh UX
KOH(HICHIIMATHLHOCTD;
YMeeT aHanu3upoBaTh
TpeboBaHUsI 6E€30MACHOCTH
WH(OPMAIMOHHBIX CUCTEM;
Mosket pazpabaTeiBaTh 1
pealn30BBIBATH MEPhI
0€30IMacCHOCTH;

MoskeT peann3oBbIBaTh
X3IIUPOBaHUE TApOJIeH,
CECCHOHHBIE TOKEHBI U
JIBYX(aKTOPHYIO
ayTeHTHU(UKAIHIO.
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S. IlepeyeHb MCOJIBL3YeMbIX METOI0B O0y4YeHMSI:
5.1 IlaccuBHBbIE:

- ISKINH TPAJUITMOHHBIC O€3 TPUMEHEHUS MYJIbTUMETHIHHBIX

CPEICTB U 0e3pa3aTOYHOr0 MaTepHana;

- IGMOHCTpaIus y4eOHbIX (PHUITEMOB;

- pacckas;

- CEMUHAapbI, MPEUMYIIECTBEHHO B BUJIE OOCYXICHHS JTOKJIAIOB CTYICHTOB

110 TEMUJIM HHBIM BOIIPOCAM;

- CaMOCTOSITEIPHBIC Y KOHTPOJILHBIE PAOOTHI;

- TECTBI;

- YTEHUE U OTPOC.
(83aumooeticmsue npenodasamens Kak cyovexma ¢ 00yuanomumcs Kax
00beKMOMNO3HABAMEILHOU 0esiMeIbHOCHIUL).

5.2 AKTHBHBIE U HHTEPAKTHBHbIE:

- aKTUBHBIE U HHTEPAKTUBHBIC JICKIINU;

- paborTa B rpyniax;

- yueOHas IUCKYCCus;

- JICJIOBBIE U POJIEBBIE UTPBI;

- UTPOBBIC YIIPAKHEHUS;

- TBOPUYECKHUE 3aJaHMS;

- KpyTJble CTOJIbI (KOH(PEPEHLIMHN) C UCIIOIB30BAaHUEM CPEICTB MYJIbTUMEINA;

- pellieHne NMpoOJIEMHBIX 3a/1ad4;

- aHaJIN3 KOHKPETHBIX CUTYaIINH;

- METOJ1 MOJ1YJIbHOTO O0yUYEeHUS;

- IPaKTUYECKHUH SKCIIEPUMEHT;

- 00y4eHHE ¢ UCTIOIB30BAaHUEM KOMITBIOTEPHBIX 00YUYaOIIUX MPOTrPaMM.
(63aumooeticmeue npenodasameis Kak cyovekxma ¢ 00yuarouumcst Kax
CcyObEKmoM nO3HABAMENbHOU 0esiMeIbHOCIU).
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