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7. (%") &<C 6D98BABEAB7B CDB7D4@@AB7B B59EC9K9A<S, >BFBDB9 @4E><DG9FES CB8 
?97<F<@AGR CDB7D4@@G, AB 6OCB?AS9F 6D98BABEAO9 89=EF6<S, A4;O649FES  . 

�B69B:   

8. ("�) �F4>4, CD< >BFBDB= ;?BG@OL?9AA<> C9D9I64FO649F <, 6B;@B:AB, <;@9AS9F 
E6S;P @9:8G 86G@S EFBDBA4@<, >BFBDO9 EK<F4RF, KFB B5M4RFES A4CDS@GR, — QFB: 
a) �B:07 2 >1A;C6820=88 (DoS) 
b) '5;>25: ?>A5@548=5 (Man-in-the-Middle, MitM) 

c) SQL-8=J5:F8O 

d) �>41>@ ?0@>;O (Brute-force) 

9. ("�) �4>B= <; C9D9K<E?9AAOI @9FB8B6 S6?S9FES A4<5B?99 A489:AO@ 8?S 



4GF9AF<H<>4J<<? 
a) �@>AB>9 ?0@>;L 
b) �0@>;L=0O D@070 
c) �2CED0:B>@=0O 0CB5=B8D8:0F8O (2FA) 

d) !5:@5B=K9 2>?@>A 

10. ( �) �4><9 <; C9D9K<E?9AAOI @9D BFABESFES > BD74A<;4J<BAAO@ @9D4@ ;4M<FO 
<AHBD@4J<<? 
a)  07@01>B:0 8 2=54@5=85 ?>;8B8:8 ?0@>;L=>9 157>?0A=>AB8 
b) #AB0=>2:0 <56A5B52>3> M:@0=0 
c) �@>2545=85 @53C;O@=KE B@5=8=3>2 ?> �� 4;O A>B@C4=8:>2 

11. �=54@5=85 A8AB5<K >1=0@C65=8O 2B>@65=89 (IDS)(!�) �@8=F8? 157>?0A=>AB8, 
A>3;0A=> :>B>@><C ?>;L7>20B5;L 4>;65= ?>;CG0BL B>;L:> B5 ?@020 4>ABC?0, :>B>@K5 <8=8<0;L=> 
=5>1E>48<K 4;O 2K?>;=5=8O 53> @01>G8E 7040G, =07K205BAO ?@8=F8?><  . 

�B69B:   

12. ("�) �D<CFB7D4H<K9E><= @9FB8, >BFBDO= 74D4AF<DG9F, KFB CB?GK9AAB9 
EBB5M9A<9 A9 5O?B <;@9A9AB 6 CDBJ9EE9 C9D984K<, — QFB: 
a) (8D@>20=85 
b) &8D@>20O ?>4?8AL 

c) !B530=>3@0D8O 

d) %MH8@>20=85 

13. ( �) �4><9 <; E?98GRM<I QF4CB6 6IB8SF 6 :<;A9AAO= J<>? GCD46?9A<S 
<AJ<89AF4@< <AHBD@4J<BAAB= 59;BC4EABEF<? 
a) �>43>B>2:0 8 ?@54>B2@0I5=85 
b) �1=0@C65=85 8 0=0;87 
c) !45@6820=85, ;8:2840F8O 8 2>AAB0=>2;5=85 
d) �72;5G5=85 C@>:>2 8 C;CGH5=85 (?>AB8=F845=B=K9 0=0;87) 

14. ("�)  9:8GA4DB8AO= EF4A84DF, >BFBDO= BC<EO649F FD95B64A<S > E<EF9@9 
GCD46?9A<S <AHBD@4J<BAAB= 59;BC4EABEFPR (% ��), — QFB: 
a) ISO 9001 (#?@02;5=85 :0G5AB2><) 
b) ISO/IEC 27001 

c) ISO 14001 (Э:>;>38G5A:89 <5=546<5=B) 
d) PCI DSS (AB0=40@B 157>?0A=>AB8 40==KE 8=4CAB@88 ?;0Bё6=KE :0@B) 

15. (%") #DBJ9EE D97G?SDAB= BJ9A>< ;4M<M9AABEF< <AHBD@4J<BAAOI E<EF9@ CGF9@ 
@B89?<DB64A<S 4F4> E D4;D9L9A<S 6?489?PJ4 — QFB  F9EF<DB64A<9. 
�B69B:   

16. ("�) �4>B= 8B>G@9AF BCD989?S9F CBDS8B> 89=EF6<= C9DEBA4?4 CD< 
6B;A<>AB69A<< <AJ<89AF4 <AHBD@4J<BAAB= 59;BC4EABEF<? 
a) �>;8B8:0 8=D>@<0F8>==>9 157>?0A=>AB8 
b) �;0= =5?@5@K2=>AB8 187=5A0 (BCP) 

c)  53;0<5=B @5038@>20=8O =0 8=F845=BK (IRP) 

d) �>;>65=85 >1 >1@01>B:5 ��= 

17. ( �) �4><9 <; E?98GRM<I 89=EF6<= S6?SRFES B5S;4F9?PAO@< 8?S BC9D4FBD4 CD< 
B5D45BF>9 C9DEBA4?PAOI 84AAOI CB (�-152? 

a) �>;CG8BL A>3;0A85 AC1J5:B0 ��= (70 8A:;NG5=85< CAB0=>2;5==KE A;CG052) 
b) �15A?5G8BL :>=D845=F80;L=>ABL ��= 

c) #254><;OBL  >A:><=047>@ > =0G0;5 >1@01>B:8 (5A;8 =5 ?>4?0405B ?>4 8A:;NG5=8O) 
d) �07=0G8BL >B25BAB25==>3> 70 >@30=870F8N >1@01>B:8 ��= 

18. (%") %B>D. GDPR D4EL<HDB6O649FES >4>  . 1FB D97?4@9AF �% B ;4M<F9 
C9DEBA4?PAOI 84AAOI. 



�B69B (=4 @CAA:>< 8;8 4=7;89A:><):   

19. ("�) � >4>B@G F<CG <AHBD@4J<<, EB7?4EAB (�-149, BFABE<FES <AHBD@4J<S, 
8BEFGC > >BFBDB= B7D4A<K9A H989D4?PAO@< ;4>BA4@< (A4CD<@9D, C9DEBA4?PAO9 
84AAO9, >B@@9DK9E>4S F4=A4)? 
a) �1I54>ABC?=0O 8=D>@<0F8O 
b) �=D>@<0F8O >3@0=8G5==>3> 4>ABC?0 
c) �>AC40@AB25==0O B09=0 
d) �0AA>20O 8=D>@<0F8O 

20. (%") #DBJ9EE CD<6989A<S GDB6AS ;4M<M9AABEF< <AHBD@4J<< 6 EBBF69FEF6<9 E 
GEF4AB6?9AAO@< FD95B64A<S@< D97G?SFBD4 A4;O649FES  . 

�B69B:   
 

�?RK 8?S CDB69D>< $4;89? 1: 

1. a) К>=D845=F80;L=>ABL, F5;>AB=>ABL, 4>ABC?=>ABL 
2. a, b, c, d (�A5 ?5@5G8A;5==>5 O2;O5BAO G0ABLN :><?;5:A=>9 !���) 
3. BJ9A>4 (8;8 4A4?<;) 
4. a) $�-152 «� ?5@A>=0;L=KE 40==KE» 

$4;89? 2: 
5. a, c (b 4 2@54>=>A=>5 ��, d 4 A5B520O 0B0:0, A>F80;L=0O 8=65=5@8O 4 

<0=8?C;8@>20=85 ;N4L<8) 
6. b) #O728<>ABLN 

7. FDBSA (B@>O=A:0O ?@>3@0<<0, trojan) 

8. b) '5;>25: ?>A5@548=5 (Man-in-the-Middle, MitM) 

$4;89? 3: 

9. c) �2CED0:B>@=0O 0CB5=B8D8:0F8O (2FA) 
10. a, c (b 8 d 4 B5E=8G5A:85 <5@K) 
11. A4<@9APL<I CD<6<?97<= (least privilege) 

12. d) %MH8@>20=85 (A 8A?>;L7>20=85< :@8?B>3@0D8G5A:8E EMH-DC=:F89 4;O :>=B@>;O 
F5;>AB=>AB8) 

$4;89? 4: 

13. a, b, c, d (�A5 MB0?K 2E>4OB 2 ?>;=K9 687=5==K9 F8:;) 
14. b) ISO/IEC 27001 

15. C9AF9EF (?5=B5AB8=3, penetration testing) 8;8 F9EF<DB64A<9 A4 CDBA<>AB69A<9 
16. c)  53;0<5=B @5038@>20=8O =0 8=F845=BK (IRP) 

$4;89? 5: 
17. a, b, c, d (�A5 ?5@5G8A;5==K5 459AB28O O2;ONBAO :;NG52K<8 >1O70==>ABO<8 >?5@0B>@0 
?> $�-152) 

18. General Data Protection Regulation ("5M<= D97?4@9AF CB ;4M<F9 84AAOI) 
19. b) �=D>@<0F8O >3@0=8G5==>3> 4>ABC?0 
20. 4FF9EF4J<S (8;8 E9DF<H<>4J<S) 



�BAFDB?PAO9 ;484A<S 
 

 

�?B> 1: �A4?<; D<E>B6 < CBEFDB9A<9 CB?<F<> 

�484A<9 1. «#DB6989A<9 BJ9A>< D<E>B6 8?S EF4DF4C4 FinTech» 
!B0@B0? @07@010BK205B <>18;L=>5 ?@8;>65=85 4;O <8:@>709<>2. !8AB5<0 2:;NG05B: <>18;L=>5 
?@8;>65=85 (iOS/Android), A5@25@=CN G0ABL =0 AWS, 107C 40==KE A 

?5@A>=0;L=K<8 40==K<8 (��=) 8 D8=0=A>2>9 8=D>@<0F859 :;85=B>2. 

&D95G9FES: 
 

1. �89AF<H<>4J<S 4>F<6B6: !>AB02LB5 A?8A>: 87 5 :;NG52KE 8=D>@<0F8>==KE 

0:B82>2 :><?0=88 (=0?@8<5@, 1070 40==KE :;85=B>2, 8AE>4=K9 :>4, ?@820B=K5 :;NG8 API). 
2. �A4?<; G7DB; < GS;6<@BEF9=: �;O 0:B820 «�070 40==KE :;85=B>2» ?@>2548B5 

<>73>2>9 HBC@< 8 >?@545;8B5: 
o 2 =081>;55 25@>OB=K5 C3@>7K (=0?@8<5@, SQL-8=J5:F8O G5@57 CO728<>5 API, 
CB5G:0 40==KE 04<8=8AB@0B>@><). 
o 2 A>>B25BAB2CNI85 CO728<>AB8 (=0?@8<5@, >BACBAB285 ?0@0<5B@87>20==KE 
70?@>A>2, 871KB>G=K5 ?@020 C 04<8=8AB@0B>@>2 ��). 
3. "J9A>4 D<E>4: �A?>;L7CO C?@>I5==CN <0B@8FC (�5@>OB=>ABL: �87:0O-1, !@54=OO-2, 

�KA>:0O-3; #I5@1: �87:89-1, !@54=89-2, К@8B8G5A:89-3), >F5=8B5 @8A: 4;O :064>9 ?0@K 

«C3@>70-CO728<>ABL». 
4. $4;D45BF>4 C?4A4 B5D45BF><: �;O @8A:0 A =082KAH8< @59B8=3>< ?@54;>68B5 
:>=:@5B=K5 <5@K ?> 53> A=865=8N (:>=B@>;L), A C:070=85< >B25BAB25==>3> 8 A@>:>2. 
�0?@8<5@, 4;O @8A:0 SQL-8=J5:F88: «�=54@8BL AB0B8G5A:89 0=0;87 :>40 (SAST) 2 CI/CD, 

>B25BAB25=5= 4 B8<;84 1M:5=40, A@>: 4 2 =545;8». 

�484A<9 2. «$4;D45BF>4 CB?<F<>< <AHBD@4J<BAAB= 59;BC4EABEF<» 
�K 4 =>2K9 CISO (Chief Information Security Officer) 2 :><?0=88 «�KAB@K9�>AB02:0» (200 
A>B@C4=8:>2, 5ABL :C@L5@K A <>18;L=K<8 CAB@>9AB20<8, :;85=BA:0O 1070, 2=CB@5==89 ?>@B0;). 

&D95G9FES:  07@01>B0BL @0745;K :>@?>@0B82=>9 #B?<F<>< <AHBD@4J<BAAB= 

59;BC4EABEF<. �0?8H8B5 A>45@60=85 8 :;NG52K5 B578AK 4;O B@5E A;54CNI8E @0745;>2: 
 

1. #B?<F<>4 <ECB?P;B64A<S Q?9>FDBAAB= CBKFO < <AF9DA9F4. 
o �@8<9@ B978A4: «�0?@5I05BAO 8A?>;L7>20=85 :>@?>@0B82=>9 ?>GBK 4;O @538AB@0F88 
=0 ;8G=KE A09B0E. �5AL 8=B5@=5B-B@0D8: 6C@=0;8@C5BAO». 
2. #B?<F<>4 D45BFO E C9DEBA4?PAO@< 84AAO@< >?<9AFB6 < EBFDG8A<>B6. 
o �@8<9@ B978A4: «�>ABC? : 1075 ��= ?@54>AB02;O5BAO ?> ?@8=F8?C =08<5=LH8E 
?@828;5389. �5@540G0 ��= B@5BL8< ;8F0< 2>7<>6=0 B>;L:> ?>A;5 ?>4?8A0=8O NDA 8 
A>3;0A8O AC1J5:B0». 
3. #B?<F<>4 G84?9AAB= D45BFO < <ECB?P;B64A<S @B5<?PAOI GEFDB=EF6 (BYOD — 

Bring Your Own Device). 

o �@8<9@ B978A4: «�;O 4>ABC?0 : :>@?>@0B82=K< @5AC@A0< A ;8G=>3> CAB@>9AB20 
=5>1E>48<> CAB0=>28BL >4>1@5==K9 MDM-:;85=B. �0==K5 =0 CAB@>9AB25 4>;6=K 1KBL 
70H8D@>20=K». 



�?B> 2:  B89?<DB64A<9 <AJ<89AFB6 < D947<DB64A<9 

�484A<9 3. «�9=E: �AJ<89AF E H<L<A7B@ < GF9K>B= 84AAOI» 
%J9A4D<=: � ?>=545;L=8: CB@>< =5A:>;L:> A>B@C4=8:>2 >B45;0 1CE30;B5@88 ?>;CG8;8 ?8AL<> 
O:>1K >B 35=48@5:B>@0 A B5<>9 «! �'��: �K?;0B0 ?@5<88». � ?8AL<5 1K;0 AAK;:0 =0 
?>445;L=CN AB@0=8FC 2E>40 2 :>@?>@0B82=K9 ?>@B0;. �48= A>B@C4=8: 225; 

A2>8 CG5B=K5 40==K5. '5@57 2 G0A0 2 DarkWeb ?>O28;0AL 2K1>@:0 2=CB@5==8E D8=0=A>2KE >BG5B>2 
:><?0=88. 

&D95G9FES: �K 4 @C:>2>48B5;L 3@C??K @5038@>20=8O =0 8=F845=BK (CSIRT). �0H8 
459AB28O: 
 

1. %BEF46PF9 K9>-?<EF C9D6BBK9D98AOI 89=EF6<= (?5@2K5 60 <8=CB) ?> D070<: 
o #B87BFB6>4: К>3> >?>25AB8BL? (N@8AB, PR, @C:>2>4AB2>). 
o "5A4DG:9A<9 < 4A4?<;: К0: ?>4B25@48BL D0:B CB5G:8? К0: =09B8 
A:><?@><5B8@>20==K9 0::0C=B 8 B>G:C CB5G:8? (0=0;87 ;>3>2 ?>GB>2>3> A5@25@0, ?@>:A8, 
DLP). 

o %89D:<64A<9: К0:85 B5E=8G5A:85 <5@K ?@8=OBL =5<54;5==>? (A1@>A ?0@>;O 
CG5B=>9 70?8A8, 1;>:8@>2:0 A5AA89, 87>;OF8O A53<5=B0 A5B8). 
2. !4C<L<F9 L45?BA 6AGFD9AA97B G698B@?9A<S 4;O A>B@C4=8:>2 :><?0=88 >1 

8=F845=B5 (157 ?0=8:8, A C:070=85< D0:B>2 8 @5:><5=40F89 ?> >AB>@>6=>AB8). 
3. %C?4A<DG=F9 CBEF-<AJ<89AFAO= 4A4?<;: К0:85 3 2>?@>A0 =5>1E>48<> 7040BL, 
GB>1K ?@54>B2@0B8BL ?>4>1=>5 2 1C4CI5<? (�@8<5@: «�>G5<C A8AB5<0 0=B8D8H8=30 =5 

A@01>B0;0?») 

�484A<9 4. «!4EFB?PA4S <7D4-E<@G?SFBD: �<59D>D<;<E 6 54A>9» 
*9?P: � 3@C??5 87 3-4 G5;>25: ?@><>45;8@>20BL C?@02;5=85 A5@L57=K< 8=F845=B><. 
$B?<: 
 

 &9IA<K9E><= 8<D9>FBD: �B25G05B 70 B5E=8G5A:>5 2>AAB0=>2;5=85. 
 $G>B6B8<F9?P CSIRT: К>>@48=8@C5B @0AA;54>20=85. 
 PR-8<D9>FBD:  01>B05B A @5?CB0F859, 3>B>28B 70O2;5=8O. 
 2D<EF: �F5=8205B ?@02>2K5 ?>A;54AB28O, 2708<>459AB285 A @53C;OB>@0<8. 
%J9A4D<=: � 10=:5 0B0:0 ransomware. �0H8D@>20=K 40==K5 2 &��, =54>ABC?=K >=;09=- 10=: 
8 ?@>F5AA8=3. �;>C<KH;5==8:8 B@51CNB 2K:C? 2 18B:>8=0E. #3@>60NB 

>1=0@>4>20BL 40==K5 VIP-:;85=B>2. 

�484A<9 8?S 7DGCCO: 
 
1. �@>2548B5 20-<8=CB=>5 A>25I0=85 2 :@878A=>< @568<5. К064K9 CG0AB=8: 2KABC?05B 
A> A2>59 @>;LN. 
2. �FB7B6O= 4DF9H4>F: !>7409B5 CDBFB>B? CD<ASFOI D9L9A<= A> AB>;1F0<8: «�@5<O», 
« 5H5=85», «�1>A=>20=85», «�B25BAB25==K9». �0?@8<5@: «10:15 4 �B:;NG8BL 
70@065==K9 &�� >B A5B8. �1>A=>20=85: �AB0=>28BL @0A?@>AB@0=5=85 H8D@>20;LI8:0. 
�B25BAB25==K9: "5E48@.» 

3. �A4?<;: �>A;5 83@K >1AC48B5, :0:>9 1K;0 A0<0O A;>6=0O 48;5<<0 (=0?@8<5@, ?;0B8BL 
2K:C? 8;8 =5B) 8 :0:85 =>@<0B82=K5 4>:C<5=BK ($�-187 > К��, C:070=8O &�) 2;8O;8 =0 @5H5=8O. 

 

�?B> 3: &9IA<K9E>4S ;4M<F4 < >B@C?49AE 

�484A<9 5. «#DB9>F<DB64A<9 E97@9AF<DB64AAB= E9F< 8?S 7BEF<A<JO» 
!5BL 3>AB8=8FK 2:;NG05B: 04<8=8AB@0B82=CN 7>=C (1CE30;B5@8O, C?@02;5=85), 7>=C 4;O 



3>AB59 (Wi-Fi), A8AB5<C C?@02;5=8O =><5@0<8 (C<=K5 70<:8, :>=48F8>=5@K), ?;0B56=K9 :8>A: 2 
;>118. 

&D95G9FES: 
 

1. �0@8AC9B5 EI9@G E97@9AF<DB64AAB= E9F< (<>6=> >B @C:8), 2K45;82 :0: 

<8=8<C< 4 VLAN/?>4A5B8. #:068B5 CAB@>9AB20 (<0@H@CB870B>@, :><<CB0B>@K L3, 

<56A5B52>9 M:@0=). 
2. %HBD@G?<DG=F9 5 CD46<? 8?S @9:E9F96B7B Q>D4A4 (NGFW): 

o �@8<9@: « 07@5H8BL B>;L:> 8AE>4OI85 HTTP/HTTPS 70?@>AK 87 3>AB52>9 

A5B8 VLAN_GUEST 2> 2=5H=NN A5BL. �0?@5B8BL ;N1>9 B@0D8: 87 VLAN_GUEST 2 
04<8=8AB@0B82=CN VLAN_ADMIN.» 

3. "C<L<F9 4DI<F9>FGDG ;4M<FO C?4F9:AB7B ><BE>4 2 A>>B25BAB288 A> AB0=40@B>< PCI 
DSS. К0:85 :>=:@5B=> B@51>20=8O AB0=40@B0 (=0?@8<5@, H8D@>20=85 B@0D8:0, >BACBAB285 
E@0=5=8O 40==KE CVV) 8 :0: 8E @50;87>20BL B5E=8G5A:8? 

�484A<9 6. «"J9A>4 EBBF69FEF6<S FD95B64A<S@ GDPR 8?S SaaS-E9D6<E4» 
�0H0 :><?0=8O @07@010BK205B >1;0G=K9 A5@28A 4;O C?@02;5=8O ?@>5:B0<8 (SaaS). 

К;85=BK 4 :><?0=88 87 �!. � A8AB5<5 E@0=OBAO 8<5=0, email, 7040G8 A>B@C4=8:>2 
:;85=B>2. 

&D95G9FES: 

1. �?@545;8B5 DB?< A>3;0A=> GDPR: КB> O2;O5BAO :>=B@>;;5@>< 40==KE (data 

controller), ?@>F5AA>@>< (data processor), AC1J5:B>< 40==KE (data subject) 2 40==>< 
AF5=0@88? 

2. %BEF46PF9 F45?<JG EBBF69FEF6<S: � ;52>9 :>;>=:5 4 5 :;NG52KE B@51>20=89 

GDPR (=0?@8<5@, «�@02> =0 4>ABC?», «�@02> =0 C40;5=85 4 Right to be forgotten», 
«#254><;5=85 >1 CB5G:0E», «�0I8B0 40==KE Privacy by Design», «�07=0G5=85 DPO»). � ?@02>9 
:>;>=:5 4 :0: 20H SaaS-A5@28A 1C45B 8E 2K?>;=OBL (B5E=8G5A:8 8 

>@30=870F8>==>). 
3. !4C<L<F9 HD47@9AF #B?P;B64F9?PE>B7B EB7?4L9A<S (Privacy Policy) =0 
0=3;89A:>< O7K:5, >?8AK20NI89, :0: 2K A>18@05B5, >1@010BK205B5 8 E@0=8B5 40==K5, 8 :0: 

?>;L7>20B5;L <>65B 2>A?>;L7>20BLAO A2>8<8 ?@020<8. 
4. %CDB9>F<DG=F9 F9IA<K9E>GR HGA>J<R 2 ;8G=>< :018=5B5 ?>;L7>20B5;O 

«Э:A?>@B/#40;5=85 2A5E <>8E 40==KE» (A CG5B>< A2O70==>AB8 40==KE 2 ��). 

 

�?B> 4: �G8<F < B5GK9A<9 C9DEBA4?4 

�484A<9 7. «#DB6989A<9 6AGFD9AA97B 4G8<F4 ��» 
�K 4 2=CB@5==89 0C48B>@. �0< ?>@CG5=> ?@>25@8BL 157>?0A=>ABL DevOps-?@>F5AA>2. 

&D95G9FES:  07@01>B0BL K9>-?<EF 4G8<F4 87 10 ?C=:B>2, @0745;5==KE =0 3 >1;0AB8: 
 

1. �BAFDB?P 8BEFGC4 > D9CB;<FBD<S@ (Git): 

o �@8<9@ ?C=:B4: «�:;NG5=0 ;8 >1O70B5;L=0O 2FA 4;O 2A5E ?>;L7>20B5;59 
GitHub/GitLab? �@>25@8BL =0AB@>9:8 >@30=870F88.» 

o �@8<9@ ?C=:B4: «�A?>;L7C5BAO ;8 <>45;L 70I8I5==KE 25B>: (protected branches) 
A >1O70B5;L=K< :>4-@52LN ?5@54 <5@65< 2 main?» 

2. �9;BC4EABEFP CI/CD C4=C?4=A4: 
o �@8<9@ ?C=:B4: «К0: E@0=OBAO 8 8A?>;L7CNBAO A5:@5BK (API-:;NG8, ?0@>;8) 
2 ?09?;09=5? �@>25@8BL, =5 E0@4:>4OBAO ;8 >=8 2 D09;K :>=D83C@0F88.» 



o �@8<9@ ?C=:B4: «�0?CA:0NBAO ;8 AB0B8G5A:85 0=0;870B>@K 157>?0A=>AB8 :>40 
(SAST), =0?@8<5@, SonarQube 8;8 GitLab SAST, =0 MB0?5 CI?» 

3. �BAH<7GD4J<S < I4D89A<A7 >BAF9=A9DB6 (Docker): 

o �@8<9@ ?C=:B4: «!:0=8@CNBAO ;8 >1@07K Docker =0 =0;8G85 8725AB=KE 
CO728<>AB59 (CVE) ?5@54 45?;>5<? (�=AB@C<5=B: Trivy, Clair)» 

o �@8<9@ ?C=:B4: «�0?CA:0NBAO ;8 :>=B59=5@K >B =5?@828;538@>20==>3> 
?>;L7>20B5;O (USER nobody)? �@>25@8BL Dockerfile.» 

�FB7: �@54AB02LB5 38?>B5B8G5A:89 BFK9F B5 4G8<F9 A 2K2>40<8 (A>>B25BAB2C5B/=5 
A>>B25BAB2C5B), @8A:0<8 8 @5:><5=40F8O<8 ?> 2 =0945==K< =5A>>B25BAB28O<. 

�484A<9 8. «%B;84A<9 CDB7D4@@O B5GK9A<S ><59D7D4@BFABEF<» 
&5;L: !=878BL @8A: 8=F845=B>2, 2K720==KE G5;>25G5A:8< D0:B>@><. 

&D95G9FES:  07@01>B0BL ?;0= 7B8B6B= CDB7D4@@O B5GK9A<S 4;O A>B@C4=8:>2 >D8A0 (=5 
B5E=8G5A:8E A?5F80;8AB>2): 
 

1. (BD@4F < F9@O:  0A?@545;8B5 4 CG51=KE <>4C;O ?> :20@B0;0<. �0?@8<5@: 
o Q1: «�A=>2K ��: $8H8=3 8 ?0@>;8» (D>@<0B: 30-<8=CB=K9 2518=0@ + @0AAK;:0 
A 8=D>3@0D8:>9). 
o Q2: «�57>?0A=0O C40;5==0O @01>B0» (D>@<0B: 8=B5@0:B82=K9 B5AB-A8<C;OB>@ 
2K1>@0 157>?0A=>3> 459AB28O). 
o Q3: «�0I8B0 ?5@A>=0;L=KE 8 :>@?>@0B82=KE 40==KE» (D>@<0B: 682>9 2>@:H>? 
A @071>@>< :59A>2). 
o Q4: «�B>3>2>5 B5AB8@>20=85 8 A8<C;OF8O D8H8=3>2>9 0B0:8» (D>@<0B: 
:>=B@>;8@C5<0O @0AAK;:0 B5AB>2KE D8H8=3>2KE ?8A5<, A1>@ AB0B8AB8:8). 
2. �;@9D<@O9 @9FD<>< GEC9I4 (KPI): �@54;>68B5 3 KPI 4;O >F5=:8 MDD5:B82=>AB8 

?@>3@0<<K (=0?@8<5@, ?@>F5=B A>B@C4=8:>2, ?@>H54H8E 8B>3>2K9 B5AB >90%; A=865=85 G8A;0 
:;8:>2 ?> B5AB>2K< D8H8=3>2K< ?8AL<0< =0 40% 70 3>4). 
3. $4;D45BF4=F9 @4F9D<4?: !>7409B5 <AHB7D4H<>G A4 B8AG EFD4A<JG �4 4;O 

?5@2>3> <>4C;O «К0: @0A?>7=0BL D8H8=3». �:;NG8B5 5 ?@>ABKE ?@028; A 8:>=:0<8 
(?@8<5@: 
«�@>25@O9B5 >B?@028B5;O», «�5 A?5H8B5 :;8:0BL», «�1@0I09B5 2=8<0=85 =0 URL»). 

 

�D<F9D<< BJ9A><: 
 

 �?B> 1 (�A4?<; < CB?<F<><): �F5=8205BAO A8AB5<=>ABL ?>4E>40 : 0=0;87C 

@8A:>2, ?@0:B8G5A:0O ?@8<5=8<>ABL 8 ?>;=>B0 @07@01>B0==KE ?>;8B8:. 
 �?B> 2 (�AJ<89AFO): �F5=8205BAO @50;8AB8G=>ABL 8 >?5@0B82=>ABL ?;0=0 
@5038@>20=8O, 3;C18=0 ?>AB-8=F845=B=>3> 0=0;870, =02K:8 :><0=4=>9 @01>BK 8 ?@8=OB8O 
@5H5=89 2 :@878A5. 
 �?B> 3 (&9IA<K9E>4S ;4M<F4 < >B@C?49AE): �F5=8205BAO :>@@5:B=>ABL 
B5E=8G5A:8E @5H5=89, 3;C1>:>5 ?>=8<0=85 B@51>20=89 AB0=40@B>2 (GDPR, PCI DSS) 8 
C<5=85 

?5@525AB8 8E 2 ?@0:B8G5A:85 <5@K. 
 �?B> 4 (�G8<F < B5GK9A<9): �F5=8205BAO AB@C:BC@8@>20==>ABL G5:-;8AB0 

0C48B0, :0G5AB2> @5:><5=40F89, :@50B82=>ABL 8 87<5@8<>ABL ?@>3@0<<K >1CG5=8O. 
 "5M99: #<5=85 @01>B0BL A =>@<0B82=>9 107>9 ($�-152, $�-187, GDPR), G5B:>ABL 

8 AB@C:BC@8@>20==>ABL ?@54AB02;5=8O @57C;LB0B>2 (AE5<K, B01;8FK, ?@>B>:>;K), 
?@>D5AA8>=0;L=K9 O7K:. 



$4;89? 2. �9;BC4EABEFP B5?4KAOI F9IAB?B7<= &9EFB6O9 ;484A<S 

1. ("�)  B89?P B5?4KAOI GE?G7, CD< >BFBDB= CDB64=89D GCD46?S9F 
<AHD4EFDG>FGDB=, BC9D4J<BAAB= E<EF9@B= < ED98B= 6OCB?A9A<S, 4 >?<9AF 
D4;69DFO649F < GCD46?S9F E6B<@ CD<?B:9A<9@ < 84AAO@<, — QFB: 
a) IaaS (Infrastructure as a Service) 
b) PaaS (Platform as a Service) 

c) SaaS (Software as a Service) 

d) FaaS (Function as a Service) 

2. ( �) %B7?4EAB @B89?< D4;89?9AAB= BF69FEF69AABEF< 6 B5?4>9, ;4 >4><9 <; 
C9D9K<E?9AAOI 4EC9>FB6 B5OKAB BF69K49F >?<9AF CD< <ECB?P;B64A<< IaaS? 
a) $878G5A:0O 157>?0A=>ABL 40B0-F5=B@>2 
b) К>=D83C@0F8O 8 70I8B0 >?5@0F8>==>9 A8AB5<K =0 28@BC0;L=>9 <0H8=5 
c) �1=>2;5=85 A5B52>3> >1>@C4>20=8O 

d) #?@02;5=85 A5B52K<8 3@C??0<8 157>?0A=>AB8 (Security Groups) 8 ?@028;0<8 
1@0=4<0CM@0 

3. (%")  B89?P, BC<EO64RM4S D4ECD989?9A<9 B5S;4AABEF9= CB 
59;BC4EABEF< @9:8G B5?4KAO@ CDB64=89DB@ < >?<9AFB@, A4;O649FES @B89?PR 
 BF69FEF69AABEF<. �B69B:   

4. ("�) � >4>B= @B89?< B5?4KAOI GE?G7 >?<9AF A9E9F !�� �!0,'2 
BF69FEF69AABEFP ;4 59;BC4EABEFP? 
a) IaaS 
b) PaaS 

c) SaaS 

d) On-premise (;>:0;L=>5 @0725@BK20=85) 

5. ( �) �4><9 <; C9D9K<E?9AAOI G7DB; S6?SRFES EC9J<H<KAO@< <?< BEB59AAB 
4>FG4?PAO@< 8?S B5?4KAOI ED98? 
a) �5?@028;L=0O :>=D83C@0F8O >1;0G=KE A5@28A>2 (=0?@8<5@, ?C1;8G=> >B:@KB>5 S3- 

254@>) 
b) #O728<>AB8 2 38?5@287>@5 (28@BC0;870F88) 
c) #3@>70 2=CB@5==53> =0@CH8B5;O A> AB>@>=K >1;0G=>3> ?@>20945@0 
d) �B0:8 =0 F5?>G:C ?>AB02>: �� (Supply Chain Attacks) 

6. ("�) #D4>F<>4, CD< >BFBDB= ;?BG@OL?9AA<> EB;849F @AB:9EF6B 59EC?4FAOI 
CDB5AOI 4>>4GAFB6 6 B5?4KAB@ E9D6<E9 8?S ;?BA4@9D9AAB= 89SF9?PABEF< (D4EEO?>4 
EC4@4, @4=A<A7 >D<CFB64?RFO), A4;O649FES: 
a) Account Hijacking 
b) Cloud Cryptojacking 

c) Cloud Hoarding 

d) Cloud Sprawl 

7. (%") 'F9K>4 >BAH<89AJ<4?PAOI 84AAOI <;-;4 A9CD46<?PAB A4EFDB9AAOI CD46 8BEFGC4 > 
CG5?<KAB@G B5?4KAB@G ID4A<?<MG (A4CD<@9D, AWS S3, Yandex Object Storage) K4EFB A4;O649FES 
GF9K>B= <;-;4  >BAH<7GD4J<<. 
�B69B:   



8. ("�) �F4>4, A4CD46?9AA4S A4 <EK9DC4A<9 D9EGDEB6 B5?4KAB7B CD<?B:9A<S 
(6OK<E?<F9?PAOI @BMABEF9=, C4@SF<) E J9?PR 6O;64FP BF>4; 6 B5E?G:<64A<< < 

CD<69EF< > ;A4K<F9?PAO@ H<A4AEB6O@ CBF9DS@ >?<9AF4 <;-;4 @B89?< BC?4FO CB H4>FG 
<ECB?P;B64A<S, — QFB: 
a) $8H8=3 
b) Economic Denial of Sustainability (EDoS) 

c) SQL-8=J5:F8O 

d) �B0:0 =0 AB>@>=5 :0=0;0 (Side-channel attack) 

9. ("�) "EAB6AB= E9D6<E GCD46?9A<S <89AF<H<>4J<9= < 8BEFGCB@ (IAM) 6 B5?4>9 
AWS A4;O649FES: 
a) Azure Active Directory 
b) Google Cloud IAM 

c) AWS Identity and Access Management (IAM) 

d) CloudHSM 

10. ( �) �4><9 <; C9D9K<E?9AAOI @9D CB6OL4RF 59;BC4EABEFP B5?4KAOI D45BK<I 
A47DG;B>? 
a) (8D@>20=85 40==KE =5 B>;L:> ?@8 ?5@540G5 (TLS), => 8 ?@8 E@0=5=88 (encryption at 

rest) 

b) �A?>;L7>20=85 <=>3>D0:B>@=>9 0CB5=B8D8:0F88 (MFA) 4;O 2A5E ?@828;538@>20==KE 
CG5B=KE 70?8A59 

c)  53C;O@=>5 ?@>2545=85 0C48B0 :>=D83C@0F89 A ?><>ILN 8=AB@C<5=B>2 B8?0 AWS 

Config, Azure Security Center 

d) %@0=5=85 A5:@5B>2 (?0@>;59, :;NG59 API) =5?>A@54AB25==> 2 :>45 ?@8;>65=8O 

11. (%") &9IAB?B7<S, >BFBD4S CB;6B?S9F <;B?<DB64FP < 59;BC4EAB ;4CGE>4FP 
CD<?B:9A<S, GC4>B6O64S <I EB 6E9@< ;46<E<@BEFS@< 6 ?97>B69EAO9 >BAF9=A9DO, 
A4;O649FES  . 

�B69B:   

12. ("�) %C9J<4?<;<DB64AAB9 4CC4D4FAB9 GEFDB=EF6B 6 B5?4>9, CD98A4;A4K9AAB9 8?S 
59;BC4EAB7B 79A9D4J<< < ID4A9A<S >D<CFB7D4H<K9E><I >?RK9=, — QFB: 
a) KMS (Key Management Service) 
b) HSM (Hardware Security Module) 

c) VPN Gateway 

d) WAF (Web Application Firewall) 

13. ( �) �4><9 <; C9D9K<E?9AAOI EF4A84DFB6 < E9DF<H<>4FB6 4>FG4?PAO 8?S BJ9A>< 
59;BC4EABEF< B5?4KAOI CDB64=89DB6? 
a) ISO/IEC 27001 
b) PCI DSS (4;O >1@01>B:8 ?;0B56=KE :0@B) 
c) !�� К�� (!>>B25BAB285 B@51>20=8O< $�-187 2  $) 
d) GDPR (4;O @01>BK A 40==K<8 3@0640= �!) 

14. ("�) "5?4KAO= E9D6<E, >BFBDO= A9CD9DO6AB BFE?9:<649F >BAH<7GD4J<< 
D9EGDEB6 A4 CD98@9F BF>?BA9A<= BF ;484AAOI CB?<F<> 59;BC4EABEF<, A4;O649FES: 
a) CloudTrail (6C@=0;8@>20=85 A>1KB89) 
b) CloudWatch (<>=8B>@8=3 <5B@8:) 
c) AWS Config / Azure Policy (C?@02;5=85 :>=D83C@0F859 8 A>>B25BAB285<) 
d) GuardDuty (8=B5;;5:BC0;L=>5 >1=0@C65=85 C3@>7) 



15. (%") #D4>F<>4, CD< >BFBDB= 8?S >4:8B= D45BK9= A47DG;>< (CD<?B:9A<S, 
@<>DBE9D6<E4) EB;849FES BF89?PA4S, <;B?<DB64AA4S GK9FA4S ;4C<EP <?< CDB9>F 6 
B5?4>9, KFB5O B7D4A<K<FP D48<GE 6;DO64 CD< >B@CDB@9F4J<<, A4;O649FES  . 
�B69B:   

16. ("�) �4>B= CD<AJ<C 59;BC4EABEF< CD98CB?4749F, KFB 8BEFGC > D9EGDE4@ CB 
G@B?K4A<R ;4CD9M9A, < D4;D9L9A<S CD98BEF46?SRFES S6AB FB?P>B CB 
A9B5IB8<@BEF<? 
a) �@8=F8? =08<5=LH8E ?@828;5389 
b) �@8=F8? =C;52>3> 4>25@8O (Zero Trust) 

c) �@8=F8? @0745;5=8O >1O70==>AB59 (SoD) 

d) �@8=F8? O2=>3> >B:070 (Explicit Deny) 

17. ( �) �4><9 4DI<F9>FGDAO9 CB8IB8O ECBEB5EF6GRF 59;BC4EABEF< 6 B5?4>9? 
a) �A?>;L7>20=85 <8:@>A5@28A=>9 0@E8B5:BC@K 4;O 87>;OF88 :><?>=5=B>2 
b) �48=0O 1>;LH0O 28@BC0;L=0O <0H8=0, 2K?>;=ONI0O 2A5 DC=:F88 

c) �=54@5=85 A5@28A=>9 A5B:8 (Service Mesh) 4;O C?@02;5=8O 157>?0A=K< 
2708<>459AB285< <8:@>A5@28A>2 

d) (8D@>20=85 2A5E 40==KE «>B :>@:8 4> :>@:8» (End-to-End Encryption) 

18. (%")  B89?P 59;BC4EABEF<, >BFBD4S CD98CB?4749F, KFB G7DB;4 @B:9F <EIB8<FP >4> 
<;6A9, F4> < <;AGFD< E9F<, < CBQFB@G FD95G9F EFDB7B= CDB69D>< CB8?<AABEF< < 
46FBD<;4J<< 8?S >4:8B7B ;4CDBE4 > D9EGDEG, A9;46<E<@B BF 97B <EFBKA<>4, 
A4;O649FES  . 

�B69B:   

19. ("�) &9IAB?B7<S, >BFBD4S CB;6B?S9F 6OCB?ASFP >B8 6 BF69F A4 EB5OF<S 59; 
A9B5IB8<@BEF< EB;84A<S < GCD46?9A<S E9D69D4@<, A4;O649FES: 
a) �8@BC0;L=0O <0H8=0 (VM) 
b) �5AA5@25@=K5 2KG8A;5=8O (Serverless, FaaS) 

c) К>=B59=5@870F8O (Docker) 

d) #?@02;O5<K9 Kubernetes-A5@28A (EKS, GKE) 

20. (%") #DBJ9EE D97G?SDAB= CDB69D>< 59;BC4EABEF< B5?4KAB= <AHD4EFDG>FGDO 
CGF9@ @B89?<DB64A<S 4F4> E D4;D9L9A<S 6?489?PJ4 E HB>GEB@ A4 B5?4KAO9 E9D6<EO < 
>BAH<7GD4J<< A4;O649FES  F9EF<DB64A<9. 
�B69B:   

 

�?RK 8?S CDB69D>< $4;89? 1: 

1. b) PaaS (Platform as a Service) 

2. b, d (a, c 4 >B25BAB25==>ABL ?@>20945@0) 
3. D4;89?9AAB= (shared responsibility model) 

4. c) SaaS 

$4;89? 2: 

5. a, b, c (d 4 0:BC0;L=>, => =5 A?5F8D8G=> B>;L:> 4;O >1;0:0) 
6. b) Cloud Cryptojacking (8;8 Cloud Account Fraud) 

7. A959;BC4EAB= / BL<5BKAB= (misconfiguration) 

8. b) Economic Denial of Sustainability (EDoS) 



$4;89? 3: 

9. c) AWS Identity and Access Management (IAM) 
10. a, b, c (d 4 3@C10O >H81:0 157>?0A=>AB8) 
11. >BAF9=A9D<;4J<S (Docker, containerization) 

12. b) HSM (Hardware Security Module) / "5?4KAO= HSM 

$4;89? 4: 

13. a, b, c, d (�A5 0:BC0;L=K 2 @07;8G=KE :>=B5:AB0E) 
14. c) AWS Config / Azure Policy (C?@02;5=85 :>=D83C@0F859 8 A>>B25BAB285<) 
15. <;B?SJ<S A4 GDB6A9 4>>4GAF4 (account isolation) / multi-account strategy 

16. d) �@8=F8? O2=>3> >B:070 (Explicit Deny) (/2;O5BAO @50;870F859 Zero Trust 8 
=08<5=LH8E ?@828;5389 =0 C@>2=5 ?@028;) 

$4;89? 5: 

17. a, c, d (b 4 <>=>;8B=0O 0@E8B5:BC@0 CA;>6=O5B 87>;OF8N 8 ?>2KH05B @8A:8) 
18. Zero Trust (�C;52>5 4>25@85, Zero Trust Architecture - ZTA) 

19. b) �5AA5@25@=K5 2KG8A;5=8O (Serverless, FaaS) 

20. B5?4KAO= C9AF9EF (cloud penetration testing) / 4G8<F 59;BC4EABEF< B5?4KAB= ED98O 

 

 

 

�BAFDB?PAO9 ;484A<S 

 

�?B> 1:  B89?P D4;89?9AAB= BF69FEF69AABEF< < BJ9A>4 D<E>B6 

�484A<9 1. «�4DF4 BF69FEF69AABEF< 8?S EF4DF4C4 A4 D4;AOI B5?4KAOI @B89?SI» 
!B0@B0? @07@010BK205B <>18;L=>5 ?@8;>65=85 4;O 4>AB02:8 54K.  0AA<0B@8205B B@8 
20@80=B0 8=D@0AB@C:BC@K 2 Yandex Cloud: 
 

1. �4D<4AF IaaS: �8@BC0;L=K5 <0H8=K (Yandex Compute Cloud) 4;O 1M:5=40 8 ��. 
2. �4D<4AF PaaS: К>=B59=5@K 2 Yandex Managed Service for Kubernetes (Yandex 

Managed Kubernetes) + Managed Service for PostgreSQL. 

3. �4D<4AF SaaS: �>B>2K9 <>18;L=K9 1M:5=4 :0: A5@28A (MBaaS) >B AB>@>==53> 25=4>@0. 

&D95G9FES: 
 
1. !>7409B5 FD< F45?<JO / 8<47D4@@O, 287C0;878@CNI85 <>45;L 

@0745;5==>9 >B25BAB25==>AB8 4;O :064>3> 20@80=B0. 
2. �;O :064>3> C@>2=O (D878G5A:0O 8=D@0AB@C:BC@0, 38?5@287>@, �!, A@540 

2K?>;=5=8O, ?@8;>65=85, 40==K5) G5B:> C:068B5, :B> >B25G05B: ?@>20945@ (P), :;85=B (C) 
8;8 >10 (P+C). 

3. �@>2548B5 ED46A<F9?PAO= 4A4?<; D<E>B6: 4;O :064>3> 20@80=B0 >?@545;8B5 2 
:;NG52KE @8A:0 157>?0A=>AB8, :>B>@K5 ;>60BAO =0 ?;5G8 AB0@B0?0. �1JOA=8B5, ?>G5<C ?@8 
2K1>@5 SaaS MB8 @8A:8 A<5I0NBAO, => =5 8AG570NB. 

�484A<9 2. «"J9A>4 D<E>B6 @<7D4J<< 6 B5?4>B 8?S 54A>B6E>B7B CB8D4;89?9A<S» 
�5DC=:F8>=0;L=>5 ?>4@0745;5=85 10=:0 (=0?@8<5@, >B45; >1CG5=8O) ?;0=8@C5B ?5@5=5AB8 2 
>1;0:> (Yandex Cloud 8;8 AWS) A2>N A8AB5<C 48AB0=F8>==>3> >1CG5=8O (LMS), 
:>B>@0O A>45@68B B>;L:> CG51=K5 <0B5@80;K, => =5 ?5@A>=0;L=K5 40==K5 :;85=B>2. 

&D95G9FES: 



1. �89AF<H<>4J<S 4>F<6B6: �5@5G8A;8B5 5 :;NG52KE 0:B82>2, ?>4;560I8E 70I8B5 2 
>1;0:5 (=0?@8<5@, 1070 40==KE ?>;L7>20B5;59 LMS, CG51=K9 :>=B5=B, SSL-A5@B8D8:0BK). 
2. SWOT-4A4?<; @<7D4J<<: �0?>;=8B5 B01;8FC 2x2 (!8;L=K5 AB>@>=K, !;01K5 

AB>@>=K, �>7<>6=>AB8, #3@>7K) 4;O ?5@5E>40 2 >1;0:> A B>G:8 7@5=8O 157>?0A=>AB8. 
3.  4FD<J4 D9L9A<=: �;O C3@>7K «�5A0=:F8>=8@>20==K9 4>ABC? : C?@02;ONI59 

:>=A>;8 >1;0:0» ?@54;>68B5: 
o  9DO EA<:9A<S D<E>4 (B5E=8G5A:85: MFA, 2K45;5==K5 0::0C=BK 4;O 
04<8=>2; >@30=870F8>==K5: ?@>F54C@0 2K40G8 2@5<5==KE ?@02). 
o "F69FEF69AAB7B 70 @50;870F8N. 
o �D<F9D<= QHH9>F<6ABEF< <5@K (=0?@8<5@, 100% >E20B 
?@828;538@>20==KE ?>;L7>20B5;59 MFA). 

 

�?B> 2: �BAH<7GD4J<S, IAM < ;4M<F4 84AAOI 

�484A<9 3. «�G8<F 59;BC4EABEF< 4>>4GAF4 Yandex Cloud / AWS» 
�0< ?@54>AB02;5= 4>ABC? B>;L:> 4;O GB5=8O : B5AB>2><C >1;0G=><C ?@>5:BC. �0H0 7040G0 
4 ?@>25AB8 @CG=>9 0C48B. 

�4AAO9 8?S CDB69D>< (CD98CB?B:<@, KFB 6O 6<8<F9 QF< A4EFDB=><): 
 

 "5N9>FAB9 ID4A<?<M9 (Yandex Object Storage / S3): �ABL 10:5B company-

backups. �>;8B8:0 4>ABC?0 @07@5H05B GetObject 459AB28N * (2A5< ?>;L7>20B5;O<). 
 IAM / Cloud IAM: !CI5AB2C5B 3@C??0 developers. ЭB>9 3@C??5 ?@8A2>5=0 @>;L editor 

=0 25AL :0B0;>3/?@>5:B. 
 �<DFG4?PA4S @4L<A4: �0 �� 2 Yandex Compute Cloud / EC2 2 3@C??5 
157>?0A=>AB8 @07@5H5= 2E>4OI89 B@0D8: ?> ?>@BC 22 (SSH) A 8AB>G=8:0 0.0.0.0/0. 

 �4;4 84AAOI (Managed PostgreSQL): �0@>;L 04<8=8AB@0B>@0 �� =5 <5=O;AO A 
<><5=B0 A>740=8O 2 3>40 =0704. 

&D95G9FES: 
 

1. �;O :064>9 87 4-E =0E>4>:: 
o %HBD@G?<DG=F9 CDB5?9@G (=0?@8<5@, «�C1;8G=K9 4>ABC? : 10:5BC A 1M:0?0<8»). 
o "J9A<F9 >D<F<KABEFP (�87:0O, !@54=OO, �KA>:0O). 
o �4=F9 >BA>D9FAGR D9>B@9A84J<R ?> 8A?@02;5=8N. 
2. !>AB02LB5 K9>-?<EF <; 10 CGA>FB6 4;O @53C;O@=>3> A0<>AB>OB5;L=>3> 0C48B0 

=51>;LH>3> >1;0G=>3> ?@>5:B0. 
3. �6FB@4F<;4J<S: �@54;>68B5, :0:>9 =0B82=K9 8=AB@C<5=B >1;0G=>3> ?@>20945@0 
(=0?@8<5@, Yandex Security Command Center, AWS Security Hub) 8;8 AB>@>==55 @5H5=85 
<>6=> 8A?>;L7>20BL 4;O 02B><0B8G5A:>3> <>=8B>@8=30 ?>4>1=KE =0@CH5=89. 

�484A<9 4. «#DB9>F<DB64A<9 59;BC4EAB= B5?4KAB= E9F< (VPC) 8?S <AF9DA9F- 
@474;<A4» 
!?@>5:B8@C9B5 A5B52CN 0@E8B5:BC@C 2 Yandex Cloud 4;O 42CE725==>3> 251-?@8;>65=8O (frontend + 

backend + ��). 

&D95G9FES: 
 

1. �0@8AC9B5 EI9@G B5?4KAB= E9F< (VPC). �:;NG8B5: 
o �C1;8G=CN 8 ?@820B=CN ?>4A5B8. 
o �@C??K 157>?0A=>AB8 (Security Groups) 8;8 ACL. 



o NAT-H;N7 4;O 8AE>4OI53> B@0D8:0 87 ?@820B=>9 ?>4A5B8. 
o �0AB8>=-E>AB (jump server) 4;O 04<8=8AB@8@>20=8O. 
o Application Load Balancer (Yandex Application Load Balancer) 2> 2=5H=59 ?>4A5B8. 

2. %HBD@G?<DG=F9 CD46<?4 7DGCC 59;BC4EABEF< 2 B01;8G=>< 2845: 
o �;O HDBAF9A8-E9D69DB6: ( 07@5H8BL HTTP/80, HTTPS/443 >B LB; �0?@5B8BL 
2Aё >AB0;L=>5). 
o �;O 5Q>9A8-E9D69DB6: ( 07@5H8BL HTTP/8080 B>;L:> >B D@>=B5=40; SSH/22 B>;L:> 
>B 10AB8>=-E>AB0). 
o �;O ��: ( 07@5H8BL ?>@B �� B>;L:> >B 1M:5=4-A5@25@>2). 
3. ,<HDB64A<9 84AAOI: �?8H8B5, :0: 1C45B5 H8D@>20BL: 
o �4AAO9 6 FD4A;<F9 <564C :;85=B>< 8 ?@8;>65=85<, <564C :><?>=5=B0<8. 
o �4AAO9 6 CB>B9 =0 48A:0E �� 8 2 managed ��. 
#:068B5, :0:85 A5@28AK (KMS, C?@02;O5<K5 48A:8 A H8D@>20=85<) 1C45B5 8A?>;L7>20BL. 

 

�?B> 3: �B@C?49AE, @BA<FBD<A7 < D947<DB64A<9 A4 <AJ<89AFO 

�484A<9 5. «"59EC9K9A<9 EBBF69FEF6<S FD95B64A<S@ 152-(� < GDPR 6 B5?4>9» 
К><?0=8O-@57845=B  $, >:07K20NI0O CA;C38 :;85=B0< 87 �!, E@0=8B ?5@A>=0;L=K5 
40==K5 2 Yandex Cloud. 

&D95G9FES: 
 

1. %D46A<F9?PA4S F45?<J4 FD95B64A<=: !>7409B5 B01;8FC, 345 2 AB@>:0E 4 :;NG52K5 
B@51>20=8O (#254><;5=85 @53C;OB>@0, !>3;0A85 =0 >1@01>B:C, �@02> =0 70125=85, �0I8B0 ?@8 

B@0=A3@0=8G=>9 ?5@540G5), 0 2 AB>;1F0E 4 >A>15==>AB8 @50;870F88 2 >1;0:5 4;O $�- 152 8 
GDPR. 

2. �O5BD D97<BA4: �1JOA=8B5, ?>G5<C 4;O E@0=5=8O 40==KE 3@0640= �! =5;L7O 
8A?>;L7>20BL @538>= ru-central1 (�>A:20), 0 =C6=> 2K1@0BL, =0?@8<5@, eu-central-1 2 AWS 8;8 
fi-1 2 Yandex Cloud. К0:85 ?@02>2K5 ?>A;54AB28O <>3CB 1KBL? 

3. #?4A 89=EF6<= CD< GF9K>9:  07@01>B09B5 @53;0<5=B ?5@2KE 4 G0A>2 ?>A;5 

>1=0@C65=8O CB5G:8 ��= 87 >1;0G=>9 ��. �:;NG8B5 H038: 87>;OF8O @5AC@A0, >?>25I5=85 
>1;0G=>3> ?@>20945@0 (70?@>A8BL ;>38), 2=CB@5==55 >?>25I5=85 (N@8AB, DPO), ?>43>B>2:0 
C254><;5=8O 4;O @53C;OB>@0 ( >A:><=047>@). 

�484A<9 6. «#BEFDB9A<9 SOC (Security Operations Center) 6 B5?4>9» 
�5>1E>48<> =0AB@>8BL A1>@ 8 0=0;87 ;>3>2 157>?0A=>AB8 4;O =51>;LH>3> ?@>5:B0. 

&D95G9FES: 

1. �DI<F9>FGD4 E5BD4 ?B7B6: �0@8AC9B5 AE5<C, :0: ;>38 A ��, ;>3 3@C?? 
157>?0A=>AB8, 0C48B Cloud Logging (Yandex) / CloudTrail (AWS) 1C4CB F5=B@0;87>20==> 

A>18@0BLAO 2 >B45;L=K9 ?B7B6O= 4>>4GAF/CDB9>F (4;O 87>;OF88). 
2. �9F9>F<DB64A<9 G7DB;: !D>@<C;8@C9B5 3 CD46<?4 >BDD9?SJ<< 4;O SIEM-A8AB5<K 
(<>6=> =0 >A=>25 Open Source 4 Wazuh, Elastic SIEM), :>B>@K5 ?>72>;OB >1=0@C68BL: 

o �>?KB:C ?>41>@0 ?0@>;O : �� (<=>3> =5C40G=KE ?>?KB>: SSH 70 :>@>B:89 ?5@8>4). 
o �7<5=5=85 ?>;8B8:8 157>?0A=>AB8 10:5B0, 45;0NI55 53> ?C1;8G=K<. 
o �0?CA: :@8?B><09=5@0 =0 8=AB0=A5 (0=><0;L=> 2KA>:>5 8A?>;L7>20=85 CPU). 
3. Runbook 8?S <AJ<89AF4: �0?8H8B5 ?>H03>2CN 8=AB@C:F8N (runbook) 4;O 0=0;8B8:0 
SOC =0 A;CG09 A@010BK20=8O ?@028;0 «�1=0@C65=0 ?C1;8:0F8O ?@820B=>3> SSH-:;NG0 2 
?C1;8G=>< Git-@5?>78B>@88 :><?0=88». К0:85 459AB28O ?@54?@8=OBL? (�@8<5@: 



�5<54;5==0O @>B0F8O :;NG0, >?>25I5=85 @07@01>BG8:0, A:0=8@>20=85 ;>3>2 =0 ?@54<5B 
8A?>;L7>20=8O A:><?@><5B8@>20==>3> :;NG0). 

 

�?B> 4: #DB86<AGFO9 EJ9A4D<< < DevSecOps 

�484A<9 7. «�A98D9A<9 59;BC4EABEF< 6 CI/CD C4=C?4=A (DevSecOps)» 
К><0=40 8A?>;L7C5B GitLab CI/CD 4;O @0725@BK20=8O :>=B59=5@87>20==>3> ?@8;>65=8O 2 Yandex 
Managed Kubernetes. 

&D95G9FES: 
 

1. �>48D8F8@C9B5 ?@54>AB02;5==K9 .gitlab-ci.yml, 4>10282 MB0?K 

157>?0A=>AB8: yaml 

stages: 
- build 

- test 

- security_scan  # <-- �>546;9==O9 QB4? 

- deploy 

 

security_scan: 

stage: security_scan 

image: docker:stable 

services: 

- docker:dind script: 

# З484=89: �4?8H8B9 A:@8?B, :>B>@O9: 
# 1. С:4=8@C9B Docker->5@47 =4 CS768<>AB8 (CVE) A ?><>IPR Trivy. 

# 2. �@>69@S9B <4=8D9ABO Kubernetes (k8s/*.yaml) =4 A>>B69BAB689 ;CGH8< ?@4:B8:4 < 
597>?4A=>AB8 A ?><>IPR kube-score 8;8 kubeaudit. 
# 3. �A;8 =4989=O :@8B8G9A:89 CS768<>AB8 (> CRITICAL) — 7469@H49B ?49?;49= A >H8 5:>9. 
 

2. Secure Secrets Management: �45 8 :0: 157>?0A=> E@0=8BL 8 ?>4020BL 2 ?09?;09= 

A5:@5BK 4;O 4>ABC?0 : >1;0:C (Service Account Key) 8 ��? �?8H8B5 ?>4E>4 (=0?@8<5@, 
8A?>;L7>20=85 Variables 2 GitLab A D;03>< protected, 8;8 HashiCorp Vault). 

3. �AHD4EFDG>FGD4 >4> >B8 (IaC) E 59;BC4EABEFPR: �@8<5=8B5 : Terraform-

:>=D83C@0F88, A>740NI59 ��, ?@8=F8? «157>?0A=>ABL ?> C<>;G0=8N». �0?8H8B5 D@03<5=B 
:>40, :>B>@K9 30@0=B8@>20==> A>7405B �� 157 ?C1;8G=>3> IP 8 A <8=8<0;L=> =5>1E>48<K<8 
?@028;0<8 2 SG. 

�484A<9 8. «�9=E-K9@C<BA4F: �A4?<; D94?PAB7B <AJ<89AF4 (A4 BEAB69 CG5?<KAOI BFK9FB6)» 
�7CG8B5 ?C1;8G=K9 >BG5B >1 8=F845=B5 157>?0A=>AB8 C :@C?=>3> >1;0G=>3> ?@>20945@0 8;8 

8E :;85=B0 (=0?@8<5@, 8=F845=B A Capital One 2019, CB5G:8 87 >B:@KBKE S3-10:5B>2). 

&D95G9FES (C<EP@9AAO= BFK9F A4 2-3 EFD4A<JO): 
 

1. )DBAB?B7<S: �>AAB0=>28B5 ?>A;54>20B5;L=>ABL A>1KB89 0B0:8. 



2. �A4?<; >BD9AAOI CD<K<A (Root Cause Analysis): �?@545;8B5 B5E=8G5A:85 8 

>@30=870F8>==K5 ?@>20;K, :>B>@K5 ?>72>;8;8 8=F845=BC ?@>87>9B8 (=0?@8<5@, 
G@57<5@=K5 ?@020 IAM-@>;8, >BACBAB285 A53<5=B0F88, =50:B82=K9 <>=8B>@8=3). 
3. "J9A>4 CB @B89?< STRIDE: К :0:8< B8?0< C3@>7 (Spoofing, Tampering, Repudiation, 

Information Disclosure, Denial of Service, Elevation of Privilege) <>6=> >B=5AB8 459AB28O 

7;>C<KH;5==8:0? 

4. $9>B@9A84J<<: �@54;>68B5 5 :>=:@5B=KE <5@, :>B>@K5 4>;6=K 1K;8 1KBL 2=54@5=K 

4;O ?@54>B2@0I5=8O ?>4>1=>3> 8=F845=B0.  0745;8B5 8E =0 B5E=8G5A:85 (=0?@8<5@, 
2=54@5=85 A:0=8@>20=8O :>=D83C@0F89) 8 ?@>F5AA=K5 (=0?@8<5@, >1O70B5;L=>5 >1CG5=85 4;O 
@07@01>BG8:>2 ?> >1;0G=>9 157>?0A=>AB8). 

 

�D<F9D<< BJ9A><: 
 
 �?B> 1 ("F69FEF69AABEFP < D<E><): �F5=8205BAO G5B:>ABL 287C0;870F88 
<>45;8 @0745;5==>9 >B25BAB25==>AB8, 3;C18=0 A@02=8B5;L=>3> 0=0;870 @8A:>2 4;O 

@07=KE A5@28A=KE <>45;59. 
 �?B> 2 (�BAH<7GD4J<S < IAM): �F5=8205BAO B>G=>ABL 2KO2;5=8O CO728<>AB59 2 
:>=D83C@0F88, ?@0:B8G=>ABL @5:><5=40F89, :0G5AB2> ?@>5:B8@>20=8O 157>?0A=>9 A5B52>9 
0@E8B5:BC@K. 
 �?B> 3 (�B@C?49AE < SOC): �F5=8205BAO ?>=8<0=85 ?@02>2KE =N0=A>2, 
AB@C:BC@8@>20==>ABL ?;0=>2 @5038@>20=8O, @50;8AB8G=>ABL ?@028; 45B5:B8@>20=8O C3@>7 4;O 
SIEM. 

 �?B> 4 (DevSecOps < 4A4?<;): �F5=8205BAO @01>B>A?>A>1=>ABL ?@54;>65==KE 

A:@8?B>2 4;O CI/CD, 7@5;>ABL ?>4E>40 : C?@02;5=8N A5:@5B0<8, 3;C18=0 8 A8AB5<=>ABL 
0=0;870 
@50;L=>3> 8=F845=B0. 
 "5M99: #<5=85 ?@8<5=OBL B5>@5B8G5A:85 7=0=8O : :>=:@5B=K< >1;0G=K< 

A5@28A0< (Yandex Cloud, AWS, etc.), 8A?>;L7>20=85 ?@>D5AA8>=0;L=>9 B5@<8=>;>388, 
AB@C:BC@8@>20==>ABL 8 OA=>ABL ?@54AB02;5=8O @5H5=89. 
 

 

4.2 �BAFDB?PAO9 ;484A<S 8?S CDB@9:GFBKAB= 4FF9EF4J<< 

 

�BCDBEO 8?S ;4K9F4 
 
1. �09B5 >?@545;5=85 >1;0G=K< 2KG8A;5=8O< ?> 25@A88 NIST. �5@5G8A;8B5 8 

:@0B:> >E0@0:B5@87C9B5 ?OBL 8E >A=>2=KE E0@0:B5@8AB8:. 
2. �?8H8B5 A5@28A=K5 <>45;8 >1;0G=KE 2KG8A;5=89 (IaaS, PaaS, SaaS). �@82548B5 ?> 

420 ?@0:B8G5A:8E ?@8<5@0 A5@28A>2 4;O :064>9 <>45;8 8 >1JOA=8B5, :0: <5=O5BAO 7>=0 

>B25BAB25==>AB8 :;85=B0. 
3. 'B> B0:>5 <>45;L @0745;5==>9 >B25BAB25==>AB8 (Shared Responsibility Model)? 
�@>8;;NAB@8@C9B5 5ё =0 ?@8<5@5 @0725@BK20=8O 251-?@8;>65=8O =0 28@BC0;L=>9 <0H8=5 
(IaaS) 8 2 15AA5@25@=>9 A@545 (FaaS). 
4. �1JOA=8B5 @07=8FC <564C ?C1;8G=K<, G0AB=K<, 381@84=K< 8 <C;LB8>1;0G=K< 

(multi- cloud) @0725@BK20=85<. К0:85 C=8:0;L=K5 @8A:8 157>?0A=>AB8 ?@8ACI8 381@84=>9 
8 <C;LB8>1;0G=>9 0@E8B5:BC@0<? 

5. К0:>2K >A=>2=K5 <>B820F8>==K5 D0:B>@K 8 A>?CBAB2CNI85 @8A:8 ?@8 <83@0F88 

187=5A0 2 >1;0:>? �1JOA=8B5 =0 ?@8<5@5 ?5@5E>40 >B ;>:0;L=>3> &�� : ?C1;8G=><C IaaS. 
6. 'B> B0:>5 4>25@5==0O 2KG8A;8B5;L=0O A@540 (Trusted Computing Base, TCB) 2 

:>=B5:AB5 >1;0:0? К0: :>=F5?F8O "4>25@5==>3> 38?5@287>@0" 2;8O5B =0 157>?0A=>ABL 
<C;LB8B5=0=B=KE A@54? 



7. �?8H8B5 687=5==K9 F8:; 157>?0A=>AB8 40==KE 2 >1;0:5 (Data Lifecycle Security). 

К0:85 <5E0=87<K 70I8BK =5>1E>48<> ?@8<5=OBL =0 :064>< MB0?5 (A>740=85, E@0=5=85, 
8A?>;L7>20=85, ?5@540G0, C=8GB>65=85)? 

8. К0: <>45;L "pay-as-you-go" (>?;0B0 ?> D0:BC 8A?>;L7>20=8O) 2;8O5B =0 ?@>D8;L 

@8A:>2, A2O70==KE A 0B0:0<8 B8?0 ">B:07 2 >1A;C6820=88" (DoS/DDoS) 2 >1;0:5? 

 

 0745; 2: #3@>7K, CO728<>AB8 8 C?@02;5=85 845=B8D8:0F859 (10 2>?@>A>2) 
 

9. �5@5G8A;8B5 8 >E0@0:B5@87C9B5 =5 <5=55 ?OB8 :;NG52KE C3@>7 157>?0A=>AB8, >?8A0==KE 

2 >BG5B5 Cloud Security Alliance (CSA) "Treacherous 12" 8;8 "Top Threats". �@82548B5 ?@8<5@K 
4;O :064>9. 
10. 'B> B0:>5 "=5157>?0A=K5 8=B5@D59AK 8 API" (Insecure Interfaces and APIs) 2 >1;0:5? 
К0:85 0B0:8 2>7<>6=K G5@57 CO728<K5 API C?@02;5=8O >1;0:>< (Cloud Management APIs)? 

11. �1JOA=8B5 C3@>7C "CB5G:8 40==KE 87-70 >H81>G=>9 :>=D83C@0F88" (Misconfiguration). 
К0:85 8=AB@C<5=BK 8 ?@0:B8:8 ?>72>;ONB MDD5:B82=> 2KO2;OBL 8 ?@54>B2@0I0BL B0:85 
CB5G:8? 
12. � G5< 70:;NG05BAO A?5F8D8:0 0B0: =0 F5?>G:C ?>AB02>: �� (Supply Chain Attacks) 2 
>1;0G=KE M:>A8AB5<0E? �@82548B5 ?@8<5@ 0B0:8 G5@57 ?C1;8G=K5 :>=B59=5@=K5 >1@07K 8;8 
181;8>B5:8 7028A8<>AB59. 
13. �09B5 >?@545;5=85 8 ?@82548B5 ?@8<5@K 0B0: B8?0 "M:>=><8G5A:89 >B:07 2 

CAB>9G82>AB8" (Economic Denial of Sustainability, EDoS). К0: 70I8B8BL >1;0G=CN A@54C >B 
?>4>1=KE 

0B0:? 
14. 'B> B0:>5 C?@02;5=85 845=B8D8:0F859 8 4>ABC?>< (IAM) 2 >1;0:5? �?8H8B5 
:;NG52K5 :>=F5?F88: ?@8=F8? =08<5=LH8E ?@828;5389, @0745;5=85 >1O70==>AB59, 
2@5<5==K9 

4>ABC? (JIT). 

15. �1JOA=8B5 @07=8FC <564C D545@0F859 845=B8D8:0F88 (Identity Federation) 8 548=K< 
2E>4>< (Single Sign-On, SSO) 2 :>=B5:AB5 381@84=KE >1;0G=KE A@54. К0:CN @>;L 83@0NB 
?@>B>:>;K SAML 8 OIDC? 

16. �;O G53> ?@54=07=0G5=K A5@28AK C?@02;5=8O A5:@5B0<8 (Secrets Management) 2 

>1;0:5? !@02=8B5 ?>4E>4K : E@0=5=8N A5:@5B>2 2 ?5@5<5==KE A@54K, A?5F80;878@>20==KE 
A5@28A0E (AWS Secrets Manager, HashiCorp Vault) 8 0??0@0B=KE <>4C;OE 157>?0A=>AB8 
(HSM). 

17. 'B> B0:>5 0B0:8 =0 AB>@>=5 :0=0;0 (Side-Channel Attacks) 2 <C;LB8B5=0=B=KE 

>1;0:0E? К0:85 <5@K ?@8=8<0NB >1;0G=K5 ?@>20945@K 4;O 87>;OF88 2KG8A;8B5;L=KE 
A@54 :;85=B>2 =0 D878G5A:>< C@>2=5? 

18. �?8H8B5 C3@>7C "70E20B0 CG5B=KE 70?8A59" (Account Hijacking) 2 >1;0:5. К0:85 
<=>3>D0:B>@=K5 <5B>4K 0CB5=B8D8:0F88 (MFA) =081>;55 MDD5:B82=K 4;O 70I8BK 
?@828;538@>20==KE 0::0C=B>2? 

 

 0745; 3: �@E8B5:BC@0 157>?0A=>AB8 8 70I8B0 40==KE (10 2>?@>A>2) 
 

19. 'B> B0:>5 =C;52>5 4>25@85 (Zero Trust) 8 :0: MB0 0@E8B5:BC@=0O <>45;L ?@8<5=O5BAO 
2 >1;0G=KE A@540E? �1JOA=8B5 ?@8=F8? "=8:>340 =5 4>25@O9, 2A5340 ?@>25@O9". 
20. �?8H8B5 <>45;L 157>?0A=>AB8 <8:@>A5@28A=>9 0@E8B5:BC@K 2 >1;0:5. К0:CN 
@>;L 83@0NB API-H;N7K, A5@28A=0O A5B:0 (Service Mesh) 8 2708<=0O 0CB5=B8D8:0F8O TLS 

(mTLS)? 

21. К0: >15A?5G8BL 157>?0A=>ABL :>=B59=5@>2 (Docker) 2 >1;0:5? �?8H8B5 ?@0:B8:8: 
A:0=8@>20=85 >1@07>2 =0 CO728<>AB8, 70?CA: >B =5?@828;538@>20==>3> ?>;L7>20B5;O, 
8A?>;L7>20=85 ?>4?8A0==KE >1@07>2. 



22. К0:>2K :;NG52K5 0A?5:BK 157>?0A=>9 :>=D83C@0F88 >1;0G=KE A5B59 

(VPC/VNet)? �1JOA=8B5 =07=0G5=85 8 @07=8FC <564C A5B52K<8 ACL, 3@C??0<8 
157>?0A=>AB8 8 28@BC0;L=K<8 1@0=4<0CM@0<8 A;54CNI53> ?>:>;5=8O. 
23. �;O G53> ?@54=07=0G5= >1;0G=K9 <>=8B>@8=3 157>?0A=>AB8 8 A8AB5<0 
C?@02;5=8O 8=D>@<0F859 8 A>1KB8O<8 157>?0A=>AB8 (SIEM)? �@82548B5 ?@8<5@K 
:;NG52KE 8AB>G=8:>2 ;>3>2 2 >1;0:5 (CloudTrail, Flow Logs, GuardDuty). 
24. �?8H8B5 <5B>4K H8D@>20=8O 40==KE 2 >1;0:5: H8D@>20=85 2 ?>:>5 (at rest), ?@8 
?5@540G5 (in transit) 8 2 8A?>;L7>20=88 (in use). К0:85 B5E=>;>388 (TLS, KMS, TPM, 

:>=D845=F80;L=K5 2KG8A;5=8O) 8A?>;L7CNBAO 4;O :064>3> A;CG0O? 

25. 'B> B0:>5 C?@02;O5<K5 CA;C38 157>?0A=>AB8 (MSSP) 2 >1;0:5? �@82548B5 ?@8<5@K 

2AB@>5==KE A5@28A>2 157>?0A=>AB8 >B ?@>20945@>2 (AWS Security Hub, Microsoft Defender for 

Cloud) 8 8E ?@58<CI5AB20. 
26. �1JOA=8B5 ?@8=F8? "157>?0A=>ABL ?> C<>;G0=8N" (Security by Default) 8 

"157>?0A=>ABL :0: :>4" (Security as Code) ?@8 @0725@BK20=88 >1;0G=>9 8=D@0AB@C:BC@K. 
К0:CN @>;L 83@0NB 8=AB@C<5=BK IaC (Terraform, CloudFormation)? 

27. К0:85 ACI5AB2CNB AB@0B5388 @575@2=>3> :>?8@>20=8O 8 020@89=>3> 2>AAB0=>2;5=8O 
(DR) 2 >1;0:5? !@02=8B5 ?>4E>4K "@575@2=>5 :>?8@>20=85 2 >1;0:>" 8 "@575@2=>5 :>?8@>20=85 
<564C >1;0:0<8". 
28. К0: >15A?5G8BL 157>?0A=>ABL 15AA5@25@=KE 0@E8B5:BC@ (Serverless/FaaS)? К0:85 
C=8:0;L=K5 @8A:8 (=0?@8<5@, 8=J5:F8O A>1KB89, =5?@028;L=0O :>=D83C@0F8O ?@02 
DC=:F89) 8< ?@8ACI8? 

 

 0745; 4: К><?;05=A, 0C48B 8 N@848G5A:85 0A?5:BK (8 2>?@>A>2) 
 

29. К0:85 <564C=0@>4=K5 AB0=40@BK 8 framework =081>;55 0:BC0;L=K 4;O >F5=:8 

157>?0A=>AB8 >1;0G=KE A@54? �?8H8B5 =07=0G5=85 ISO/IEC 27017, ISO/IEC 27018 8 CIS 

Benchmarks 4;O >1;0G=KE B5E=>;>389. 
30. К0: B@51>20=8O @53C;OB>@>2 (GDPR, $�-152, HIPAA) 2;8ONB =0 0@E8B5:BC@C 8 

M:A?;C0B0F8N >1;0G=KE A8AB5<? �1JOA=8B5 =0 ?@8<5@5 E@0=5=8O ?5@A>=0;L=KE 40==KE 3@0640= 
�! 2 >1;0:5. 
31. 'B> B0:>5 0BB5AB0F8O 8 A5@B8D8:0F8O >1;0G=KE ?@>20945@>2 2  >AA88? 

�?8H8B5 B@51>20=8O $�-187 "� 157>?0A=>AB8 К��" : >1;0G=K< A5@28A0<, 
>B=5A5==K< : :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@5. 
32. К0:>2K ?@02>2K5 0A?5:BK ?@>2545=8O ?5=B5AB>2 (B5AB8@>20=8O =0 ?@>=8:=>25=85) 2 
>1;0G=KE A@540E? �>G5<C =5>1E>48<> ?@5420@8B5;L=>5 ?8AL<5==>5 A>3;0A85 >1;0G=>3> 
?@>20945@0? 
33. �?8H8B5 ?@>F5AA >1;0G=>3> 0C48B0 157>?0A=>AB8. К0:85 8=AB@C<5=BK (Cloud 

Security Posture Management - CSPM) 8A?>;L7CNBAO 4;O =5?@5@K2=>3> :>=B@>;O 
A>>B25BAB28O ?>;8B8:0< 157>?0A=>AB8? 
34. 'B> B0:>5 A>3;0H5=85 >1 C@>2=5 >1A;C6820=8O (SLA) 2 >1;0:5 8 :0: 2 =5< 

>B@060NBAO 0A?5:BK 157>?0A=>AB8? �0 GB> A;54C5B >1@0I0BL 2=8<0=85 2 @0745;5 SLA, 

:0A0NI5<AO 8=F845=B>2 157>?0A=>AB8 8 C254><;5=89? 

35. К0:>2K >A>15==>AB8 AC451=>9 :><?LNB5@=>9 M:A?5@B87K (digital forensics) 2 

>1;0G=KE A@540E? К0:85 A;>6=>AB8 2>7=8:0NB ?@8 A1>@5 8 A>E@0=5=88 4>:070B5;LAB2 2 

CA;>28OE <C;LB8B5=0=B=>AB8 8 48=0<8G5A:>9 8=D@0AB@C:BC@K? 

36. К0: @53;0<5=B8@C5BAO B@0=A3@0=8G=0O ?5@540G0 40==KE ?@8 8A?>;L7>20=88 

>1;0G=KE A5@28A>2? �1JOA=8B5 7=0G5=85 "H;N<<8=3-:;0C7C;K" (Schrems II) 4;O 
52@>?59A:8E :><?0=89, 8A?>;L7CNI8E 0<5@8:0=A:85 >1;0:0. 

 

 0745; 5: !B@0B538O 8 1C4CI85 B@5=4K (4 2>?@>A0) 



37. �?8H8B5 MB0?K @07@01>B:8 AB@0B5388 157>?0A=>AB8 4;O 381@84=>3> >1;0:0 (Cloud 

Security Strategy). К0:85 B@8 :;NG52KE 4>:C<5=B0 4>;6=K 1KBL @07@01>B0=K 2 ?5@2CN >G5@54L? 

38. 'B> B0:>5 DevSecOps 8 :0: MB0 ?@0:B8:0 8=B53@8@C5BAO 2 687=5==K9 F8:; @07@01>B:8 
>1;0G=KE ?@8;>65=89? �@82548B5 ?@8<5@ 02B><0B878@>20==>9 ?@>25@:8 157>?0A=>AB8 =0 MB0?0E 
CI/CD. 

39. К0:>2K >A=>2=K5 B@5=4K 8 2K7>2K 2 >1;0G=>9 157>?0A=>AB8 =0 1;8609H85 3-5 

;5B? �1AC48B5 2;8O=85 8A:CAAB25==>3> 8=B5;;5:B0, :20=B>2KE 2KG8A;5=89 8 @0AH8@5=8O 
?5@8<5B@0 4> ":@0O" (edge computing). 
40. К0: >F5=8BL >1ICN AB>8<>ABL 2;045=8O (TCO) A8AB5<>9 157>?0A=>AB8 >1;0G=>9 

8=D@0AB@C:BC@K? К0:85 A:@KBK5 70B@0BK (=0?@8<5@, =0 >1CG5=85 ?5@A>=0;0, 8=B53@0F8N 
8=AB@C<5=B>2) G0AB> =5 CG8BK20NBAO ?@8 ?;0=8@>20=88? 

 

 

�D<F9D<< BJ9A>< 

�F5=:0 «5» - (>B;8G=>) 
�@8 >B25B5 <0B5@80; 87;>65= 3@0<>B=K< O7K:>< 2 >?@545;5==>9 ;>38G5A:>9 
?>A;54>20B5;L=>AB8, B>G=> 8A?>;L7>20=0 B5@<8=>;>38O, ?>;=> @0A:@KB> A>45@60=85 <0B5@80;0 
2 >1J5<5, ?@54CA<>B@5==>< ?@>3@0<<>9, ?@>45<>=AB@8@>20=> CA2>5=85 @0=55 87CG5==KE 
A>?CBAB2CNI8E 2>?@>A>2. �>7<>6=K >4=0 - 425 =5B>G=>AB8 ?@8 >A25I5=88 2B>@>AB5?5==KE 
2>?@>A>2. 
�F5=:0 «4» - (E>@>H>) 
�B25B C4>2;5B2>@O5B 2 >A=>2=>< B@51>20=8O< =0 >F5=:C «5», => ?@8 MB>< 8<55B >48= 87 
=54>AB0B:>2: 2 87;>65=88 4>?CI5=K =51>;LH85 ?@>15;K; 4>?CI5=K >48= 3 420 =54>G5B0 ?@8 
>A25I5=88 >A=>2=>3> A>45@60=8O >B25B0, 8A?@02;5==K5 ?> 70<5G0=8N ?@5?>4020B5;O; 
4>?CI5=K >H81:0 8;8 1>;55 42CE =54>G5B>2 ?@8 >A25I5=88 2B>@>AB5?5==KE 2>?@>A>2, ;53:> 
8A?@02;5==K5 ?> 70<5G0=8N ?@5?>4020B5;O. 
�F5=:0 «3» - (C4>2;5B2>@8B5;L=>) 
�@8 >B25B5 =5?>;=> 8;8 =5?>A;54>20B5;L=> @0A:@KB> A>45@60=85 <0B5@80;0, => ?>:070=> 
>1I55 ?>=8<0=85, 8<5;8AL 70B@C4=5=8O 8;8 4>?CI5=K >H81:8 2 >?@545;5=88 ?>=OB89. 
�F5=:0 «2» - (=5C4>2;5B2>@8B5;L=>) 
�@8 >B25B5 =5 @0A:@KB> >A=>2=>5 A>45@60=85 CG51=>3> <0B5@80;0; >1=0@C65=> =57=0=85 8;8 
=5?>=8<0=85 >1CG0NI8<AO 1>;LH59 8;8 =081>;55 206=>9 G0AB8 CG51=>3> <0B5@80;0; 
4>?CI5=K >H81:8 2 >?@545;5=88 ?>=OB89, 4>?CI5=K ACI5AB25==K5 >H81:8, ?>:0702H85, GB> 
>1CG0NI89AO =5 2;0455B >1O70B5;L=K<8 C<5=8O<8 ?> 40==>9 B5<5 2 ?>;=>9 <5@5. 


